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1 Data Retention

Following on from previous communications and meetings between NHS CFH and suppliers on the
subject of Data Retention, the Authority expects suppliers to retain Data for 3 (three) years on-line and
the remainder of 30 (thirty) years off-line. This follows the guidance as referenced in the NHS Code of
Practice Part 1 and 2. This position may be affected in the future by the outcome of reviews such as
the current NHS CFH Security Audit work package.

2 SLA - Archive Retrieval of Audit Data

Schedule 1.7, 730.40.8

The Contractor shall ensure that the Audit Trail is retained for the entire retention period of the records
audited, to enable investigations to be carried out when necessary and provide evidence where
required by the Authority.

Due to interpretations from various quarters with regards the retrieval of archived data in a timely
manner. Please be advised that until further clarifications are produced in line with the Security Audit
work package, NHS CFH would expect that suppliers use the following statement when applying the
mechanisms to storage of data.

1. 3 Years on-line (Years 1 to 3)
2. A further 7 years off-line, recoverable within 1 working day (Years 4 to 10 inclusive)
3. A further 20 years off-line, recoverable within 1 working week (Years 11 to 30 inclusive) —

slight change from 26 but in line with HSC 1999/053
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