	[image: image1.png]NHS

Connecting for Health





	Business Use Case: ‘S’ Flagged Patients: 

Local Business Processes

	
	Programme
	NPFIT
	DOCUMENT RECORD ID KEY

	
	Sub-Prog / Project
	Demographics
	NPFIT-FNT-TO-DSD-0120.06

	
	Prog. Director
	James Hawkins
	

	
	Owner
	Geri Oakley
	Version
	1.0

	
	Author
	Lynette Wilkins
	
	

	
	Version Date
	14/8/08
	Status
	Approved


	Business Use Case: ‘S’ Flagged Patients: Local Business Processes
	NPFIT-FNT-TO-DSD-0120.06 Version 1.0

	
	14/8/08  Approved



Business Use Case: 
‘S’ Flagged Patients: Local Business Processes
Amendment History:

	Version
	Date
	Amendment History

	0.1
	2/11/07
	First draft for informal comment

	0.2
	16/11/07
	Incorporating comments at DDSG

	0.3
	16/1/08
	Incorporating comments from wider review

	0.4
	19/3/08
	Incorporating comments from Geri Oakley

	0.5
	14/7/08
	Following review of options for accessing the SCR

	0.6
	11/8/08
	Incorporating comments from further review

	1.0
	14/8/08
	Approved


Forecast Changes:

	Anticipated Change
	When

	
	


Reviewers:

This document must be reviewed by the following. Indicate any delegation for sign off.

	Name
	Signature
	Title / Responsibility
	Date
	Version

	Geri Oakley
	
	Demographics
	16/11/07
	0.2

	Phil Brennan
	
	Demographics
	16/11/07
	0.2

	Richard Clay
	
	Demographics
	16/11/07
	0.2

	Tony McCann
	
	Demographics
	16/11/07
	0.2

	Paul Loveless
	
	Demographics
	16/11/07
	0.2

	Felix Williams
	
	Demographics
	16/11/07
	0.2

	Glen Woodward
	
	Demographics
	16/11/07
	0.2

	Peter Singleton
	
	IG
	16/11/07
	0.2

	Tim Tett
	
	CFH
	16/11/07
	0.2

	Duncan Reid
	
	CSC
	16/11/07
	0.2

	Sharon Jones
	
	CSC
	16/11/07
	0.2

	J Meecham
	
	CSC
	16/11/07
	0.2

	Tony Davies
	
	Fujitsu
	16/11/07
	0.2

	Ananda Mohan
	
	Fujitsu
	16/11/07
	0.2

	Andrew Hinchley
	
	Cerner
	16/11/07
	0.2

	Mike Snowden
	
	BT London
	16/11/07
	0.2

	Andy Brett
	
	BT London
	16/11/07
	0.2

	Chris Keep
	
	iSoft 
	16/11/07
	0.2

	Chris Smith
	
	iSoft
	16/11/07
	0.2

	Martyn Davies
	
	CSE-Servelec
	16/11/07
	0.2

	Steve Hunter
	
	Atos Origin
	16/11/07
	0.2

	Mark Byrne
	
	Choose & Book
	16/11/07
	0.2

	Cheryl Cowley
	
	ETP
	16/11/07
	0.2

	Gareth Pierce
	
	GP2GP
	16/11/07
	0.2

	Andrew Armstrong
	
	CFH
	16/11/07
	0.2

	Andy Vanheusen
	
	CFH
	16/11/07
	0.2

	Indijit Singh
	
	CFH
	16/11/07
	0.2

	Joshua Tedam
	
	CFH
	16/11/07
	0.2

	Martin Tallis
	
	CFH
	16/11/07
	0.2

	Matthew Stiles
	
	CFH
	16/11/07
	0.2

	P Simpson
	
	CFH
	16/11/07
	0.2

	Philip Gaertner
	
	CFH
	16/11/07
	0.2

	Rob Gooch
	
	CFH
	16/11/07
	0.2

	Rory Davidson
	
	CFH
	16/11/07
	0.2

	Steve Marchant
	
	CFH
	16/11/07
	0.2

	Steve Powell
	
	CFH
	16/11/07
	0.2

	Alan Hassey
	
	CFH
	18/7/08
	0.5

	Paul Robinson
	
	CFH
	18/7/08
	0.5


Approvals:

This document requires the following approvals:

	Name
	Signature
	Title / Responsibility
	Date
	Version

	Geri Oakley
	
	Demographics Technical Architect
	
	

	James Hawkins
	
	Demographics Programme Manager
	
	

	Peter Singleton
	
	IG (Demographics)
	
	


Distribution:

Document Status:

This is a controlled document.

This document version is only valid at the time it is retrieved from controlled filestore, after which a new approved version will replace it.

On receipt of a new issue, please destroy all previous issues (unless a specified earlier issue is baselined for use throughout the programme).

Related Documents:

These documents will provide additional information.

	Ref no
	Doc Reference Number
	Title
	Version

	1
	NPFIT-SHR-QMS-PRP-0015
	Glossary of Terms Consolidated.doc
	13

	2
	NPFIT-FNT-TO-DPM-0792.01
	2008-B PDS Compliance Baseline: Flagged Records
	1.0

	3
	NPFIT-FNT-TO-DQM-0101.06
	Flagged Records - Local System Procedures
	2.0


Glossary of Terms:

List any new terms created in this document. Mail the NPO Quality Manager to have these included in the master glossary above [1].

	Term
	Acronym
	Definition

	
	
	

	
	
	

	
	
	

	
	
	


Contents

31.
Introduction


31.1.
Purpose


31.2.
Background


31.3.
Setting and unsetting the ‘S’ flag


31.4.
Assumptions


31.5.
Requirements


31.6.
Further Guidance for Downstream Systems


31.7.
User guidance and support


31.8.
Actor Descriptions


32.
Use Case – Registration with a GP practice


32.1.
Use Case Description


32.2.
Example Scenario


32.3.
Supporting Information


33.
Use Case – Issuing a prescription


33.1.
Use Case Description


33.2.
Example Scenario


33.3.
Supporting Information


34.
Use Case – A & E Attendance


34.1.
Use Case Description


34.2.
Example Scenario


34.3.
Supporting Information


35.
Use Case – Request for pathology tests from Primary Care


35.1.
Use Case Description


35.2.
Example Scenario


35.3.
Supporting Information


36.
Use Case – Referral from Primary to Secondary care


36.1.
Use Case Description


36.2.
Example Scenario


36.3.
Supporting Information


37.
Use Case – Admission and discharge


37.1.
Use Case Description


37.2.
Example Scenario


37.3.
Supporting Information


38.
Use Case – Disseminating demographics across Trust systems


38.1.
Use Case Description


38.2.
Example Scenario


38.3.
Supporting Information


39.
Use Case – New birth


39.1.
Use Case Description


39.2.
Example Scenario


39.3.
Supporting Information


310.
Use Case – Home Visit by District Nurse


310.1.
Use Case Description


310.2.
Example Scenario


310.3.
Supporting Information


311.
Use Case – Screening Recall


311.1.
Use Case Description


311.2.
Example Scenario


311.3.
Supporting Information


312.
Use Case – Analysis for Commissioning


312.1.
Use Case Description


312.2.
Supporting Information


313.
Use Case – Reports, letters and document management


313.1.
Use Case Description


313.2.
Supporting Information


3Appendix A


3Appendix B




 Introduction

1.1. Purpose

The Business Use Case for ‘S’ Flagged Patients: Local Business Processes describes key business processes in healthcare organisations that may encounter patients with the Information Sensitivity Indicator on PDS set to ‘S’. The processes are applicable to all current and future releases, highlighting differences between releases.

The key business processes include:

· Registration with a GP practice

· Issuing a prescription

· A & E attendance

· Request for pathology tests from Primary Care

· Referral from Primary to Secondary Care

· Admission and Discharge

· Disseminating demographics across Trust systems

· New birth

· Home Visit by District Nurse

· Screening Recall

· Analysis for Commissioning

· Reports, letters and document management.

It should also be stated that this document does not address the shielding of protected patients’ clinical data, whether locally held or in the Summary Care Record on PSIS. 

1.2. Background

 The purpose in setting the Information Sensitivity Indicator on PDS to ‘S’ is:

To ensure that patient information that might imply a location is protected from viewing by any user other than the PDS National Back Office.

It is used to protect the location of patients at risk of violence such as battered wives, vulnerable witnesses.

In order to achieve this, any trace or retrieve on PDS does not return the following data items (future, current and historical) for protected records:

· Addresses (all types)

· Telecom details (all types)

· Patient Care Provider (GP practice or pharmacies) as they are usually close to the patient’s home

· Related persons location or telecom details

· Care Provider Payment (primary care) as it may include a Residential Home code

· Registration Encounter (primary care) as it may include recent location information.

In addition, only Trace line users at the PDS National Back Office can update these protected data items on PDS for a ‘S’ flagged patient, using DSA.

In Release P1R1, the equivalent data item held a value of ‘Y’ indicating that they were ‘stop-noted’. ‘Y’ values are being replaced on PDS, however, if any are encountered, they should be treated in the same way as ‘S’.

There are currently about 1700 patients on PDS with ‘S’ flag set. In the last two years less than 500 have been set and just 21 removed.  

1.3. Setting and unsetting the ‘S’ flag

Only the Traceline team at the PDS National Back Office (NBO) can set or unset the Information Sensitivity Indicator.

NBO may do so at the request of agencies such as Social Services, Parole Boards, Probation Services or the police. 

Patients may request the ‘S’ flag to be set via their GP practice. The GP practice may download a form from the Demographics web site. On completion, they may fax or email the form to the NBO who will action the request. Separate forms are available for setting and unsetting the flag. When the flag is being unset, the GP practice has the responsibility to provide accurate and up-to-date details for the previously protected data, so that PDS can be brought up-to-date. This will be a manual process in conjunction with the NBO
.

1.4. Assumptions

It is assumed that the number of ‘S’ flagged patients will not increase by an order of magnitude for the foreseeable future.

It is assumed that the locally collected data that needs to be protected for a ‘S flagged patient is restricted to the items listed in 1.2 above i.e. the fact that a patient is receiving treatment at a healthcare location (other than a GP practice) does not have to be protected but any patient address and telephone number provided locally do.

Where, in this document, reference is made to privileged access rights to protected data in local systems, the relevant RBAC activity granting such rights is B1611 ‘Access Protected Records’.

The list of protected data, both on PDS and collected locally, is given in Appendix A.

1.5. Requirements

Guidance on ‘Flagged patients – Local System Procedures’ for Release 05-5 described how local systems should interact with PDS and restrict access to locally entered location information for a ‘S’ flagged patient to users with appropriate access rights (Doc. Ref 3).

Compliance documentation for subsequent releases has built on this guidance and the most recent Compliance document (for Release 2008-B) includes options for how this can be achieved (Doc. Ref 2). In summary these are:

· The first and preferred option is to use RBAC to restrict access to the protected portion of the record. Appropriately powerful users would be granted a privileged RBAC activity to add location information for use in local processes, but any such update would not be sent to the PDS and the information would not be visible to ‘normal’ users. This approach assumes that only location information is suppressed and that normal activity would therefore be possible, e.g. addition of clinical notes.

· Where there are reasons not to adopt the approach outlined above agreed with the appropriate CFH compliance teams, suppliers may choose to restrict access to the entire record. This could be handled in two ways:

· Again, granting a privileged RBAC activity to a limited number of users in the care setting to enable them to access the entire record. They would therefore have to perform all the administrative functions against that patient, including the addition of local-only demographic data for the purposes of communication.  It is NOT acceptable for every member of the team to be granted a privileged RBAC activity.

· Suppliers could consider the use of temporary, local-only, ‘alias’ registrations for the purposes of treatment. This approach is analogous to the treatment of unknown patients in A&E. In this approach a ‘S’ flagged record would be retrieved from PDS and protected in its entirety on the LPI. When the episode of care is complete the ‘alias’ patient record should be referred to a local back-office function, where appropriately authorised users can merge the ‘alias’ record to the (locally stored) protected record. In this way, any clinical information can be transferred to the protected patient record and sent to external care providers as per established means.

Detailed Compliance requirements for ‘S’ flagged patients are included in Appendix B.

Further Guidance for Downstream Systems

The Compliance document expects that all local systems will follow the principles outlined in section1.4. However, in many healthcare organisations, LSP solutions are made up of several separate systems and can co-exist with existing Trust systems. Some of these systems may access PDS directly, or be fed via an Integration Engine from the LSP PAS that accesses PDS. Some may be non-NCRS compliant and so not access PDS at all. LSPs may have no control over the handling of ‘S’ flagged patients in these systems, however the responsible Cluster Technical Architect should ensure that these records are managed, in line with this guidance, in the downstream systems.
The following guidance is provided for LSPs and other suppliers of downstream systems:

· where a downstream system accesses PDS directly, it should follow the recommendations in section1.5

· where a downstream system has the capability to shield protected data for a ‘S’ flagged patient, allowing access to the protected data under RBAC control, it may be passed the full patient record including any locally entered protected data

· if a downstream system does not have the capability to shield protected data for a ‘S’ flagged patient, or where the capability is unknown or outside the LSP control, the LSP should not pass any protected data to it; the protected fields may be anonymised (e.g. putting ‘address withheld’ in the first line of the address) or left blank

· any Trust system that does not access PDS directly nor obtain demographic data from a LSP integration engine, if made aware of a ‘S’ flagged patient by a manual process, should not collect protected data unless needed for a specific business process. Reasonable care should be taken of such data whilst in use, and then made unavailable as soon as possible

· any system that needs to create a link to a ‘S’ flagged record e.g. a mother – baby link in a maternity system, should protect both records as if both were ‘S’ flagged.

1.6. User guidance and support

Given the low numbers of ‘S’ flagged patients, most GP practices, acute trusts, community and mental health trusts will rarely encounter one. Even with good initial training, users are likely to forget how to handle such patients. There would be considerable benefit from comprehensive on-screen guidance made available to the user when their system detects a ‘S’ flag on a patients record. At the very least, systems should indicate which of the optional mechanisms have been implemented and guide users in their use. 

Actor Descriptions

	Actor Name
	Description

	Practice administrator
	A person who manages a patient record and the administration systems of a GP practice

	Administrator
	A person who manages a patient record in any department of a NHS Trust

	PDS
	The Personal Demographics Service

	Time
	Scheduled processing

	GP
	A General Medical Practitioner or equivalent Primary Care Provider

	Clinician
	Any healthcare professional providing care

	Referrer
	A person who refers a patient for care in a different setting

	Prescriber
	A person authorised to prescribe NHS drugs

	Privileged user
	A person with privileged access to protected records as granted by a specific RBAC activity

	Dispensing contractor
	A pharmacy contracted to dispense NHS prescriptions

	Local Back Office
	An organisation that provides system and business support to local healthcare organisations. The structure and make-up of these entities at a trust, PCT, SHA or cluster level is the responsibility of local care and system providers

	National Back Office (NBO)
	The organisation that provides data quality and business support for the PDS at national level


Use Case – Registration with a GP practice

1.7. Use Case Description

1.7.1. Summary

	Goal in Context
	To enable patients who have the Information Sensitivity Indicator set to ‘S’ to register with a GP practice.

	Scope
	GP practice system, DSA used by NBO, PDS

	Primary Actors
	Practice administrator

National Back Office

	Trigger
	A patient asks to be registered with a GP practice and has been successfully traced on the PDS 

	Preconditions
	PDS Synchronisation detects an Information Sensitivity indicator of’ ‘S’

	Success End Condition
	Patient is registered with the GP practice by the NBO

	Failed End Condition
	Cannot register the patient


1.7.2. Main Success Scenario – from Release 2008-B when practices are also 2008-B compliant

	Step
	Action

	1
	A patient with ‘S’ flag set on PDS registers at a GP practice. The GP practice system sends the registration to PDS despite the ‘S’ flag, but PDS identifies that the ‘S’ flag is set. It responds to the practice that the registration has been referred to the NBO. The GP practice system registers the patient on the local system only and marks them accordingly.

	2
	PDS sends a work item to the NBO Traceline team. The NBO contacts the GP practice to verify that the registration is valid and the patient’s identity has been checked. If satisfied, NBO registers the patient on PDS without altering the ‘S’ flag, setting the Back Office Location to “NBO”. 

	3
	PDS sends a registration notification directly to the practice (if 2008B compliant). The GP practice system updates the local registration with the PDS registration. The GP practice system cannot initiate GP2GP electronic record transfer for a ‘S’ flagged patient. PDS copies the registration to NHAIS. NHAIS user contacts the NBO to discover the GP practice and updates the patient record on NHAIS with the GP practice.

	4
	PDS sends a removal to the former GP practice (if 2008B compliant). PDS copies the removal to NHAIS. The former GP practice forwards the paper records to their local Primary Care Registration Back Office (PCRBO) which forwards them on to the NBO. NBO then resets the Back Office Location to the new PCRBO and forwards the paper record via the new PCRBO to the new GP practice.


1.7.3. Alternate Flows – from Release 2008B but practices are not 2008-B compliant

	Step
	Action

	1a
	Begins at Step 1 of main flow. The GP practice system sends a GP Registration Links transaction to NHAIS as currently and NHAIS forwards the registration on to PDS. 

	2a
	As main flow

	3a
	PDS sends a registration notification to NHAIS. NHAIS instead of PDS sends a Registration acceptance to the new GP practice.

	4a
	PDS sends the removal to the former NHAIS. NHAIS instead of PDS sends a removal to the former GP practice. The former GP practice forwards the paper records to their local PCRBO/NHAIS agency which forwards them on to the NBO. NBO then resets the Back Office Location to the new PCRBO and forwards the paper record via the new PCRBO/NHAIS agency to the new GP practice. Alternate flow ends


1.7.4. Alternate Flows – pre Release 2008B 

	Step
	Action

	1b
	Begins at Step 1 of main flow. The GP practice system sends a GP Registration Links transaction to NHAIS as currently and NHAIS forwards the registration on to PDS (if NHAIS Stage 3) or via NSTS to PDS (if NHAIS Stage 2). 

	2b
	NHAIS user cannot register a ‘S’ flagged patient and so calls the Exeter help line who email NBO Traceline team with the request to temporarily remove the flag. NBO Traceline team may contact NHAIS user to check. NBO Traceline team temporarily remove the ‘S’ flag to allow NHAIS to register the patient. When complete, the ‘S’ flag is reinstated.

	3b
	NHAIS sends a Registration acceptance to the new GP practice. NHAIS copies the registration to CHRIS if the patient was not already on the NHAIS system i.e. former practice outside the NHAIS area).

	4b
	CHRIS sends the removal to the former NHAIS. Former NHAIS sends a removal to the former GP practice. Paper records are sent to the NBO which forwards them on to NHAIS. Alternate flow ends


1.8. Example Scenario

Mike Mayhem, a high-profile 60s mobster, was jailed for forty years and has just been released to the care of his parole officer who arranges sheltered accommodation for him and suggests that he registers with his local GP practice. At the request of the parole board, Mike’s record has been ‘S’ flagged on the PDS. When he reports to the front-desk of his local GP practice, the record that the receptionist Constance Noring traces on the PDS does not show any location data. Confirming that it is his record, she selects it only to be confronted with an advisory stating that location data for the record is restricted and that she should follow local procedures for the treatment of such patients. The local system synchronises the record, retrieving what it can from the PDS and inserting it into its database. The retrieved record from the PDS also contains an Information Sensitive Indicator set to ‘S’.  The local system then restricts the ability to amend location information on the record to the appropriate RBAC activity. Constance does not have this right, but she is nevertheless able to complete a ‘partial’ registration locally.

Local procedures for such patients instruct Constance to ask Barbara, who does have the appropriate activity in her role profile, to add contact information for Mike to the local record. She calls Barbara to take over. Barbara explains to Mike that this information will be restricted only to her and National Back Office and asks him to provide an address where the surgery can write to him. Mike will provide her with a mobile telephone number, but is reluctant to give her an address - he does however agree that Barbara can keep a paper copy in the surgery. Barbara needs to add an address to the system and so she selects the GP practice address from her QAS software and adds Mike’s mobile telephone number to the record.

Despite the ‘S’ flag, the system sends the registration request to the Spine. PDS detects the ‘S’ flag and sends the registration request in a work item to the NBO without updating PDS. Tracy Fields in the NBO Traceline team picks up the work item and phones Barbara at the GP practice to check the registration. She asks Barbara a series of questions and is satisfied that the registration is genuine. Tracy registers Mike with the practice on PDS. PDS sends a GP Registration Notification to the GP system, which updates Mike’s local record to a full registration. As Mike was not registered with a GP practice whilst in prison, there is no need for removal.

1.9. Supporting Information

	Performance
	As for any front line user transaction

	Frequency
	Rare – most practices will never see one

	Volume
	There are approximately 1700 ‘S’ flagged patient records across the whole NHS of which half may be actively used. Less than 250 GP registrations for ‘S’ flagged patients per year across the NHS

	Business Rules
	Only NBO may register a ‘S’ flagged patient

Protected data (see Appendix A) needs to be shielded for ‘S’ flagged patients

GP2GP electronic transfer of medical records is not available for a ‘S’ flagged patient

	High Level Messaging Requirements
	The Business Use Case uses the following NASP messages:


Trace request and response


Retrieve request and response


Primary Care Update


Registration Notification


Removal notification

The Business Use Case uses the following current messages/flows:


Acceptance



GP to NHAIS,


Approval



NHAIS to GP,


Deduction



NHAIS to GP


Acceptance



NHAIS to CHRIS


Deduction



CHRIS to NHAIS


2. Use Case – Issuing a prescription

2.1. Use Case Description

2.1.1. Summary

	Goal in Context
	To enable a prescription to be written and dispensed for a patient with the Information Sensitivity indicator set to ‘S’

	Scope
	Any prescribing system that accesses PDS, pharmacy system 

	Primary Actors
	Prescriber

	Secondary Actors
	Dispensing contractor

	Trigger
	‘S’ flagged patient requires prescription drugs

	Preconditions
	None

	Success End Condition
	Patient obtains prescribed drugs

	Failed End Condition
	Patient unable to obtain prescribed drugs


2.1.2. Main Success Scenario – NCRS compliant prescribing system

	Step
	Action

	1
	Prescriber decides to write a prescription for a patient who has the ‘S’ flag set.

	2
	Prescribing system detects ‘S’ flag and does not offer the Electronic Prescription Service (EPS). It prints a prescription with the patient’s name, GP practice address in place of any patient address and includes the prescriber’s name and address as normal.

	3
	Patient takes the printed prescription to a dispensing contractor for dispensing. Dispensing contractor dispenses drugs/appliance as for any other paper prescription. 

If the pharmacy system traces the patient on PDS and retrieves a ’S’ flag, a warning should be displayed to the user not to collect or divulge location information for the patient.


2.1.3. Alternate Flows – prescribing system has no access to PDS

	Step
	Action

	1a

2a
	Begins at Step 1 of main flow. The prescriber has no computer system or one that cannot access PDS. The prescriber is aware that the patient is ‘S’ flagged as it is marked on the patient notes or the patient informs them of the need to protect their address. The prescriber writes or prints a prescription with the patient’s name, GP practice address in place of any patient address and includes the prescriber’s name and address as normal. Returns to step 3 of main flow.


2.2. Example Scenario

Mike Mayhem, a notorious gangster, was ‘S’ flagged on PDS at the request of his parole board on his release from prison. Mike needs regular tablets to treat his high blood pressure and visits his GP, Dr Cory. Dr Cory checks his blood pressure and sees his current medication is keeping the blood pressure under control. Dr Cory is allowed access to the non-protected parts of Mike’s record, which he sees is marked as ‘S’ flagged. Dr Cory checks which tablets Mike is currently taking and prints a prescription for another 3 months supply. The prescription prints the practice address as the patient address. Mike takes the prescription to a large pharmacy in a nearby town where he receives the tablets.

2.3. Supporting Information

	Performance
	As for any front line user transaction

	Frequency
	Rare – most practices and pharmacies will never see one

	Volume
	There are approximately 1700 ‘S’ flagged patient records across the whole NHS of which half may be actively used. Each of these may require a few prescriptions a year.

	Business Rules
	Protected data (see Appendix A) needs to be shielded for ‘S’ flagged patients

NHS number is not required on a prescription and the format of the address is not specified.

EPS cannot be used for a patient with the ‘S’ flag set.


3. Use Case – A & E Attendance

3.1. Use Case Description 

3.1.1. Summary

	Goal in Context
	To enable a ‘S’ flagged patient to be treated appropriately in an A&E department

	Scope
	A&E system, PDS

	Primary Actors
	Administrator

Privileged user

	Secondary Actors
	Local Back Office

	Trigger
	‘S’ flagged patient requests treatment at A&E

	Preconditions
	At least one user has been allocated RBAC activity to access protected records

	Success End Condition
	Patient is treated without revealing home location

	Failed End Condition
	Patient is not treated or home location is revealed


3.1.2. Main Success Scenario - shield protected portion of record

	Step
	Action

	1
	Administrator/receptionist in A&E performs a trace without an address or postcode. A&E system checks local patient index and finds no match. 

	2
	A&E system performs a trace on PDS and finds a match, which is verified with the patient.

	3
	A&E system performs a retrieve and obtains the ‘S’ flag and no home location or GP practice information. System displays a message advising that the record is restricted and only a privileged user can enter or access location details. 

	4
	A&E system allows the user to proceed without access to location details. User may assign an alias name for display on the A&E tracking board. Patient is treated. Clinical notes of the treatment can be entered in the local patient record and viewed by clinicians. 

	5
	If the patient needs tests or admission requiring demographics to be supplied to downstream systems the processes outlined in section 8 are followed.

	6
	A&E system allows a user with privileged access to protected records to enter a GP practice code and location data if provided and shields the protected data in the local patient record. If the A&E system requires the entry of a Specified GP, then this should be protected in the same way as for registered GP practice. PDS is not updated but PSIS can be.


3.1.3. Alternate Flow – Restrict access to privileged user

	Step
	Action

	4a
	Begins at step 4 of main flow. A&E system restricts access to the entire patient record for normal users. A user in A&E with privileged access to protected records takes over accessing and updating the protected record, entering clinical notes of the treatment. Returns to step 5 of main flow.


3.1.4. Alternate Flow – Create local alias record

	Step
	Action

	4b
	Begins at step 4 of main flow. A&E system prevents access to the local record of a ‘S’ flagged patient for users without privileged access. The receptionist creates a local alias record for the patient and the patient is treated. Clinical notes of the treatment can be entered in the local alias record and viewed by clinicians. 

	5b
	As main flow

	6b
	On completion of the treatment, the details of the alias and traced NHS number are passed to the Local Back Office where a user with privileged access to protected records can merge the alias record with the protected record, adding any GP practice code, Specified GP and location data provided. Optionally the privileged user can copy the A&E report to the patient’s GP practice or Specified GP. The record remains protected in the local system and PDS is not updated. Alternate flow ends


3.1.5. Alternate Flow – Match on local patient index

	Step
	Action

	1c
	Begins at step 1 of main flow. Administrator/receptionist in A&E performs a trace without an address or postcode. A&E system checks local patient index and finds a match.

	2c

3c
	A&E system synchronises with PDS and obtains the ‘S’ flag and no home location information. System displays a message advising that the record is restricted and only a privileged user can enter or access location details.

	4c
	A&E system then needs to protect any location data held in the local patient record by any of the options in sections 4.1.2, 4.1.3 or 4.1.4


Example Scenario

3.1.6. Visiting A&E

Ms Jane Wallis Simpson separated from her abusive husband a year ago, had moved house and asked for her location to be protected. The request had been passed to National Back Office and a ‘S’ flag was placed against her record on PDS.

Jane falls in the street and shatters her knee and is taken to A&E. Estelle Hertz the receptionist asks Jane for her name, date of birth and gender and notes that Jane refuses to give her postcode. Launching the trace, the A&E system quickly discovers that there is no record for Jane on the local database and so automatically sends off a PDS Simple Trace Query to the PDS.

When the returned result is displayed on the screen, Estelle notices that there is not much demographic information with which to confirm Jane’s identity, just her second given name. When asked, Jane confirms her middle name as Wallis and Estelle can select the record on the search screen. When she selects the record a message appears, informing her that this record is not available and that she will need to consult her supervisor on how to continue checking Jane in. In the background, the local system sends a PDS Retrieval Query, persists the limited information returned to the database and restricts access to the entire record to the appropriate RBAC activity.

Estelle, recognising that this is a ‘S’ flagged patient, creates a ‘local-only alias’ record and treats Jane under an assumed name. She accesses a local alias registration screen, which requires only a name, date of birth and gender to be entered to complete the registration. This enables her to triage Ms Simpson and add her to the A&E tracking board.

When Jane has been seen and treated, she is discharged from A&E. A local back office process ensures the merge of the local alias record to the restricted record for Jane on the main A&E system.

3.2. Supporting Information

	Performance
	As for any front line user transaction

	Frequency
	Rare – most A&E departments will never see one

	Volume
	There are approximately 1700 ‘S’ flagged patients across the whole NHS of which half may be active. 

A small proportion of these will visit A&E in a year.

	Business Rules
	Patients need to be treated in an emergency without providing home location details.

Protected data (see Appendix A) needs to be shielded for ‘S’ flagged patients

	High Level Messaging Requirements
	The Business Use Case uses the following NASP messages


Trace request and response


Retrieval request and response


4. Use Case – Request for pathology tests from Primary Care

4.1. Use Case Description

4.1.1. Summary

	Goal in Context
	To enable pathology tests to be requested for a ‘S’ flagged patient and the results received

	Scope
	Referring system, pathology system and any integrated PAS, PDS

	Primary Actors
	Referrer

Administrator 

	Secondary Actors
	Privileged user

	Trigger
	Referrer decides a pathology test is required for a ‘S’ flagged patient

	Preconditions
	At least one user of the pathology system has been allocated RBAC activity to access protected records

	Success End Condition
	Pathology test is carried out and the results received by the referrer without revealing the patient’s home location.

	Failed End Condition
	Pathology test is not carried out or home location is revealed.


4.1.2. Main Success Scenario – Pathology system accesses PDS 

	Step
	Action

	1
	Referrer decides that a pathology test is required for ‘S’ flagged patient and completes a request form quoting the patient’s NHS number but using the Referrer’s address if a patient address is required. The Referrer code is provided on the request.

	2
	Patient provides a sample. The sample and request form are taken to the pathology lab. Sample label does not contain any protected data.

	3
	Pathology administrator enters/scans details from the request form into the pathology system, which does not find a local match.

	4
	Pathology system performs a trace on PDS and finds a match. Pathology system performs a retrieve and obtains the ‘S’ flag and no home location information.

	5
	Pathology system displays a message advising that the record is restricted and only a privileged user can enter or access location details.

	6
	Pathology system allows a user to enter the Referrer code and shields any protected data in the local patient record. Registered GP practice code and Specified GP should either not be entered or, if entered, shielded as for other protected data.

	7
	The test is performed and the results entered into the pathology system. When the results are verified, the system sends the results electronically to the Referrer via pathology links.


4.1.3. Alternate Flows – LSP PAS provides demographics to pathology system

	Step
	Action

	3a
	Begins at step 3 of main flow. Pathology administrator enters/scans details from the request form into the PAS which does not find a local match.

	4a
	PAS performs a trace on PDS and finds a match. PAS performs a retrieve and obtains the ‘S’ flag and no home location information.

	5a
	PAS displays a message advising that the record is restricted and only a privileged user can enter or access location details.

PAS provides demographic details to the pathology system with the protected data anonymised or blank.

	6a
	Pathology system allows a user to enter a Referrer code from the request form. Returns to step 7 of main flow.


4.1.4. Alternate Flows – pathology system requests demographics from LSP PAS 

	Step
	Action

	4b
	Begins at step 4 of main flow. Pathology system requests demographics from LSP PAS which does not find a local match. PAS performs a trace on PDS and finds a match. PAS performs a retrieve and obtains the ‘S’ flag and no home location information.

	5b
	PAS provides demographic details to the pathology system with the protected data anonymised or blank.

	6b
	Pathology system allows a user to enter a Referrer code from the request form. Returns to step 7 of main flow.


4.1.5. Alternate Flows – Pathology system does not access PDS or LSP PAS

	Step
	Action

	4c

5c

6c
	Begins at step 4 of main flow. Pathology system unaware that patient has ‘S’ flag set.

Pathology system allows a user to enter a Referrer code from the request form. Returns to step 7 of main flow.


4.1.6. Alternate Flows – Pathology system or PAS finds a local match

	Step
	Action

	3d
	Begins at step 3 of main flow or at step 3a and 4b of alternate flows. Local system synchronises with PDS.

	4d
	On obtaining the ‘S’ flag from PDS the system shields any protected data already held in the local system. Return to step 5 or step 5a or step 5b.


4.1.7. Alternate Flows – Results sent on paper

	Step
	Action

	7e
	Begins at step 7 of main flow. The test is performed and the results entered into the pathology system. When the results are verified, they are printed and sent to the Referrer.


4.2. Example Scenario

Mike Mayhem, a notorious gangster, was ‘S’ flagged on PDS at the request of his parole board on his release from prison. Mike takes regular tablets to treat his high blood pressure which can damage his kidneys and so he needs an annual blood test. He visits his GP, Dr Cory, for his regular blood pressure check. Dr Cory is allowed access to Mike’s record, which he sees is marked as ‘S’ flagged and he also notices that it is over a year since his last blood test. Dr Cory completes a request form for a blood test and asks Mike to see the phlebotomist to give a blood sample.  Mike gives the sample and it is sent with the request form to the local pathology lab. Brian Cole at the pathology lab processes the blood samples received and enters Mike’s name, sex and DOB into the pathology system but finds no match as this is the first test Mike has had since leaving prison. The pathology system traces on PDS and finds a match. On retrieving the PDS record for Mike the pathology system detects the ‘S’ flag and warns Brian that the record is protected unless the user has RBAC access rights. Brian does not have access rights so calls his supervisor Graham over.  Graham takes over the booking in and enters the GP practice code from the request form and the system hides this data from normal users. The tests proceed as normal and, when authorised, the results are sent back electronically to the GP practice. The GP practice code is not printed out or displayed on any logs of results.

4.3. Supporting Information

	Performance
	As for any front line user transaction

	Frequency
	Rare – most pathology departments will never see one

	Volume
	There are approximately 1700 ‘S’ flagged patients across the whole NHS of which half may be active. 

A small proportion of these will need pathology tests in a year.

	Business Rules
	Protected data (see Appendix A) needs to be shielded for ‘S’ flagged patients however, the GP practice code can be used to route transactions where necessary.

	High Level Messaging Requirements
	The Business Use Case uses the following NASP messages


Trace request and response


Retrieval Request and response


Use Case – Referral from Primary to Secondary care 

4.4. Use Case Description 

4.4.1. Summary

	Goal in Context
	To enable a GP to refer a ‘S’ flagged patient for an outpatient consultation

	Scope
	PAS, PDS

	Primary Actors
	Referrer

Administrator

	Secondary Actors
	Local Back Office

	Trigger
	‘S’ flagged patient needs to be referred to a consultant

	Preconditions
	At least one user in Outpatients has been allocated RBAC activity to access protected records

At least one user at referrer has been allocated RBAC activity to access protected records

	Success End Condition
	Patient is treated without revealing home location

	Failed End Condition
	Patient is not treated or home location is revealed


4.4.2. Main Success Scenario – shield protected portion of record

	Step
	Action

	1
	Referrer decides that an outpatient consultation is required for a ‘S’ flagged patient and writes a referral letter. Choose & Book is not available for a ‘S’ flagged patient. The letter quotes the patient’s NHS number and mentions that the patient is ‘S’ flagged and requests that all correspondence is sent to the Referrer’s address. The Referrer’s name, address and, where relevant, GP practice code are provided on the letter. The letter is sent to the Outpatient Booking department of the Trust.

	2
	Outpatient administrator enters details from the referral letter into the PAS, which does not find a local match.

	3
	PAS performs a trace on PDS and finds a match. PAS performs a retrieve and obtains the ‘S’ flag and no home location information.

	4
	PAS displays a message advising that the record is restricted and only a privileged user can enter or access location details.

	5
	PAS system allows a user with privileged access to protected records to enter a GP practice code and Referrer’s address as patient’s address and shields the protected data in the local patient record. If the PAS system requires the entry of a Specified GP, then this should be protected in the same way as for registered GP practice. PDS is not updated. The privileged user books an appointment in the required clinic. The privileged user notes that correspondence is to be sent to the Referrer’s address and so produces an appointment letter and sends it to the Referrer.

	6
	If patient demographics need to be supplied to downstream systems the processes outlined in section 8 are followed.

	7
	Referrer administrator opens the letter and notes it refers to a ‘S’ flagged patient so passes it to a privileged user. 

	8
	Privileged user accesses the secured patient address and telephone number. Privileged user contacts the patient to inform them of the appointment and forwards the letter.

	9
	The patient presents at Outpatients at the appointment time and presents the appointment letter. 

	10
	Outpatient administrator traces the patient on the PAS, which synchronises with PDS returning a ‘S’ flag and no location details.

PAS displays a message advising that the record is restricted and only a privileged user can enter or access location details.

	11
	Administrator is able to note that the patient has arrived for the appointment without seeing the protected details.

	12
	During the consultation clinical notes can be made without seeing the protected details on the system. However, the consultant will be able to refer to the referral letter.

	13
	After the consultation any further appointments are made before the patient leaves. If patient demographics need to be supplied to downstream systems the processes outlined in section 8 are followed.

	14
	PAS system allows a user with privileged access to protected records to produce an outpatient report letter and send it to the Referrer.

	15
	Referrer administrator opens the letter and passes to the Referrer for action.


4.4.3. Alternate Flow – Restrict access to privileged user

	Step
	Action

	11a
	Begins at step 11 of main flow. PAS restricts access to the entire patient record for normal users. An administrator with privileged access to protected records takes over accessing and updating the protected record, noting that the patient has arrived for the appointment. 

	12a
	Clinical notes will be added by someone with privileged access, either a consultant or senior administrator.

	13a
	After the consultation any further appointments are made by a privileged user. If patient demographics need to be supplied to downstream systems the processes outlined in section 8 below are followed. Returns to step 14 of main flow.


4.4.4. Alternate Flow – Create local alias

	Step
	Action

	5b
	Begins at step 5 of main flow. PAS system prevents access to the local record of a ‘S’ flagged patient for users without privileged access. The administrator creates a local alias record for the patient using the Referrer’s address as patient’s address. PDS is not updated. The administrator books an appointment in the required clinic. The administrator notes that correspondence is to be sent to the Referrer’s address and so produces an appointment letter and sends it to the Referrer. 

	6b

7b

8b

9b
	As main flow

	10b
	Outpatient administrator traces the patient on the PAS using the alias identity

	11b

12b

13b
	As main flow using alias identity

	14b
	Privileged user in Local Back Office merges details from the alias record with the patient’s protected record under the true identity. 

PAS system allows a user with privileged access to protected records to produce an outpatient report letter and sends it to the Referrer’s address. Returns to step 15 of main flow.


Alternate Flow – Match on local patient index

	Step
	Action

	2c
	Begins at step 2 of main flow. Outpatient administrator enters details from the referral letter into the PAS, which finds a match.

	3c
	PAS synchronises with PDS and obtains the ‘S’ flag and no home location information. System displays a message advising that the record is restricted and only a privileged user can enter or access location details.

	4c
	PAS system then needs to protect any location data held in the local patient record by any of the options in sections 6.1.2, 6.1.3 or 6.1.4


4.5. Example Scenario

Mrs Jane Simpson had a ‘S’ flag placed on her PDS record when she separated from her abusive husband. She visits her GP complaining of stiffness and increased pain in the knee that she damaged a while ago in a fall. Dr Kindly, her GP, thinks she should see a specialist and writes a referral letter to the Falls Clinic at the local Trust. He checks that she is happy for the correspondence to be via the practice and she agrees.

The referral letter arrives at the administration office for the Falls Clinic where Martin Records opens it and traces Jane on the PAS. He locates the record as Jane attended the A&E department here after her fall. The PAS synchronises the local record with PDS which returns the ‘S’ flag and no location details. No other details have changed. The system warns Martin that the record is protected and can only be accessed by someone with privileged access rights. Martin calls his supervisor Christine, who takes over the booking. Christine has privileged access to protected records and she enters details of the referral using the practice address as the patient address. As the record is ‘S’ flagged this is not sent to PDS. She books an appointment for Jane and prints an appointment letter, sending it to Dr Kindly’s practice.

The letter arrives at the GP practice and is passed to the practice manager Joe Scott. Joe has access rights to protected records and looks up Jane’s address and phone number on the system. He phones Jane to check that the appointment is OK and then forwards the letter to her.

Jane arrives at the Falls Clinic for her appointment and hands Martin the letter. Martin looks her up on the PAS but can’t book her in as the system says the record is protected. He calls Christine to take over. Christine explains to Jane that only she can access her details and books her in. Jane sees Dr George who after talking to Jane and examining the knee decides a MRI scan is needed. Christine books a scan appointment for Jane and updates her record.

4.6. Supporting Information

	Performance
	As for any front line user transaction

	Frequency
	Rare – most Outpatient departments will never see one

	Volume
	There are approximately 1700 ‘S’ flagged patients across the whole NHS of which half may be active. 

A small proportion of these will need outpatient appointments in a year.

	Business Rules
	Protected data (see Appendix A) needs to be shielded for ‘S’ flagged patients however, the GP practice code can be used for correspondence where necessary.

Choose & Book cannot be used for patients with the ‘S’ flag set.

	High Level Messaging Requirements
	The Business Use Case uses the following NASP messages


Trace request and response


Retrieval Request and response


 Use Case – Admission and discharge

4.7. Use Case Description

4.7.1. Summary

	Goal in Context
	To enable a ‘S’ flagged patient to be admitted for inpatient treatment

	Scope
	PAS, Departmental systems, PDS

	Primary Actors
	Administrator, Clinician

Privileged user

	Secondary Actors
	Local Back Office

	Trigger
	‘S’ flagged patient is booked to be admitted for inpatient treatment

	Preconditions
	At least one user in patient administration has been allocated RBAC activity to access protected records

	Success End Condition
	Patient is treated without revealing home location

	Failed End Condition
	Patient is not treated or home location is revealed


4.7.2. Main Success Scenario - shield protected data in record

	Step
	Action

	1
	The patient arrives at Admissions on the booked date and presents the TCI (To Come In) letter. 

	2
	Administrator traces the patient on the PAS, which synchronises with PDS returning a ‘S’ flag and no location details.

PAS displays a message advising that the record is restricted and only a privileged user can enter or access location details.

	3
	Administrator is able to note that the patient has been admitted without seeing the protected details.

	4
	If patient demographics need to be supplied to downstream systems the processes outlined in section 8 are followed.

	5
	During the inpatient episode, clinical notes can be made and results recorded without seeing the protected details on the system. 

	6
	PAS system allows a user with privileged access to protected records to produce a discharge letter and sends it to the GP. User with privileged access checks that the clinical record contains no free text that might divulge protected location details before the record if forwarded to the Summary Care Record on PSIS.


4.7.3. Alternate Flow – Restrict access to privileged user

	Step
	Action

	3a
	Begins at step 3 of main flow. PAS restricts access to the entire patient record for normal users. An administrator with privileged access to protected records takes over accessing and updating the protected record, noting that the patient has been admitted. 

	4a
	As main flow

	5a
	During the inpatient episode, clinical notes are made and results recorded by a privileged user. Returns to step 6 of main flow.


Alternate Flow – Create local alias

	Step
	Action

	3b
	Begins at step 3 of main flow. PAS system prevents access to the local record of a ‘S’ flagged patient for users without privileged access. The administrator creates a local alias record for the patient. PDS is not updated. 

	4b
	As main flow using alias identity

	5b
	During the inpatient episode, clinical notes are made and results recorded against the record for the alias identity

	6b
	Privileged user in Local Back Office merges details from the alias record with the patient’s protected record under the true identity. 

PAS system allows a user with privileged access to protected records to produce a discharge letter and sends it to the GP. User with privileged access checks that the clinical record contains no free text that might divulge protected location details before the record if forwarded to the Summary Care Record on PSIS.

Use case ends.


4.8. Example Scenario

Mrs Jane Simpson is booked to have knee replacement surgery. She had an ‘S’ flag placed on her PDS record when she separated from her abusive husband several years ago and still wants her home address kept secret. Jane arrives at the Admissions desk on the day before her operation as requested in the TCI letter. She hands the letter to Martin Records, the admissions administrator. Martin looks her up on the PAS and is allowed to admit her, but is unable to see any of the protected data.  The PAS has supplied the Theatres system with Jane’s details but because the Theatres system has no mechanism for protecting data, the PAS does not supply it with any of the protected fields. Jane has her operation and the theatre staff are able to note details in the system. During Jane’s recovery, she is scheduled to receive physiotherapy and the booking and results recording of this can all take place as normal. When Jane is discharged she is prescribed a few strong painkillers from the hospital pharmacy. The pharmacy system does not need any of the protected data and so this is not passed from the PAS. The registrar completes the information for the discharge letter. In order to print the discharge letter Christine, a senior administrator with access rights to protected records, accesses the patient record to insert the GP practice name and address into the discharge letter. The letter is posted to Jane’s GP.

4.9. Supporting Information

	Performance
	As for any front line user transaction

	Frequency
	Rare – most Admissions departments will never see one

	Volume
	There are approximately 1700 ‘S’ flagged patients across the whole NHS of which half may be active. 

A small proportion of these will need inpatient care in a year.

	Business Rules
	Protected data (see Appendix A) needs to be shielded for ‘S’ flagged patients however, the GP practice code can be used to route correspondence where necessary.

LSP systems should only pass protected data to downstream systems where they can be sure it will be protected.

	High Level Messaging Requirements
	The Business Use Case uses the following NASP messages


Trace request and response


Retrieval Request and response


5. Use Case – Disseminating demographics across Trust systems

5.1. Use Case Description

5.1.1. Summary

	Goal in Context
	To provide departmental systems with essential demographics 

	Scope
	PAS, Departmental systems, PDS

	Primary Actors
	Clinician

Administrator

	Secondary Actors
	

	Trigger
	‘S’ flagged patient requires care supported by departmental systems

	Preconditions
	

	Success End Condition
	Patient is treated without revealing home location

	Failed End Condition
	Patient is not treated or home location is revealed


5.1.2. Main Success Scenario – provide protected data

	Step
	Action

	1
	Clinician decides patient requires further tests or care supported by departmental system 

	2
	Administrator or clinician invokes a service supported by departmental system

	3
	Integration engine is aware of the capabilities of downstream departmental systems and is able to apply rules on what information should be passed to them:

· Those that can shield protected data under RBAC control can be passed the full record

· Those that cannot shield protected data, or where the capabilities are not clear, are passed anonymised or blank data in the protected fields. Any downstream systems such as theatres, radiology, pathology, and pharmacy need to be able to function without the protected data.

	4
	During the care episode, clinical notes can be made and results recorded without seeing any protected details on the system. 

	5
	If business process requires protected data that is not available to departmental system, it should be capable of being entered locally.


5.1.3. Alternate Flow – provide anonymised or blank data

	Step
	Action

	3a
	Begins at step 3 of main flow. Integration engine is unable to differentiate between downstream departmental systems: 

· Downstream systems are only passed anonymised or blank data in the protected fields. Any downstream systems such as theatres, radiology, pathology, and pharmacy need to be able to function without the protected data.

Return to step 4 of main flow


5.2. Example Scenario

Mrs Jane Simpson had a ‘S’ flag placed on her PDS record when she separated from her abusive husband. Her GP, Dr Kindly, referred her to the Falls Clinic at the local Trust where she was seen by Dr George. Dr George talked to Jane and examined the knee and decided a MRI scan is needed. Christine, the Falls Clinic manager, books a scan appointment for Jane and updates her record. The Integration Engine supplies the Radiology system with Jane’s NHS number and name but puts ‘address withheld’ in the first line of her address. As the referrer is within the Trust, no GP information is needed. 

5.3. Supporting Information

	Performance
	As for any front line user transaction

	Frequency
	Rare – most Trusts will never see one

	Volume
	There are approximately 1700 ‘S’ flagged patients across the whole NHS of which half may be active. 

A small proportion of these will need secondary care in a year.

	Business Rules
	Protected data (see Appendix A) needs to be shielded for ‘S’ flagged patients however, it can be entered locally where necessary for the business process.

LSP systems should only pass protected data to downstream systems where they can be sure it will be protected.


6. Use Case – New birth

6.1. Use Case Description

6.1.1. Summary

	Goal in Context
	To enable the birth of a baby to a ‘S’ flagged patient to be recorded and the baby registered on PDS

	Scope
	Maternity system, PAS, CIS, PDS, Child Health, ONS, Hearing Screening

	Primary Actors
	Administrator

Privileged user

Practice administrator

	Secondary Actors
	

	Trigger
	The birth of a baby to a ‘S’ flagged patient

	Preconditions
	At least one user has been allocated RBAC activity to access protected records

	Success End Condition
	Baby is registered on PDS. Notifications are sent to other systems.

	Failed End Condition
	Baby is not registered


Main Success Scenario – NCRS compliant maternity system

	Step
	Action

	1
	The mother’s details are in the maternity system with the protected data or anonymised data. Privileged user has access to mother’s protected details on the system or held manually.

	2
	Baby is born in maternity unit. The details of the birth are entered in the maternity system. 

	3
	If the baby’s details are held separately from the mother’s details but linked to them, they should be treated as ‘S’ flagged in the local system.

	4
	The birth notification sent to PDS includes the mother’s name, date of birth and NHS number. The home address for the baby should be anonymised by using the address of the responsible Child Health organisation if known, or the partner Child Health organisation if not.

	5
	The maternity system sends a birth notification for the baby to PDS (note the baby is not ‘S’ flagged). 

	6
	PDS allocates a NHS number for the baby and adds the baby to PDS. PDS provides the NHS number to the maternity system. 

PDS does not update the mother’s record with a link to the baby. PDS sends a ‘failed mother baby link’ work item to NBO. 

	7
	PDS issues birth notifications containing the anonymised address to relevant systems including the partner and responsible (if different) Child Health systems, ONS, CIS, Hearing Screening. 

	8
	Privileged user in maternity unit manually produces a birth notification letter containing the actual home address, to send to the responsible Child Health organisation. Privileged user prints labels for blood spot tests containing actual home address and hands to mother for midwife to use.

	9
	Responsible Child Health organisation receives the letter and adds the baby to its local patient index with the address from the letter.

If follow up is required for hearing screening, the baby’s actual address can be obtained from Child Health.

	10
	If the baby becomes ‘S’ flagged on PDS, on next synchronising with PDS, the Child Health system obtains the ‘S’ flag and no home location information and shields the protected data in the Child Health system.

	11
	Mother asks to register baby at a GP practice and asks for the baby to be ‘S’ flagged. GP Registration is sent to PDS as normal and actioned. Privileged user at GP practice faxes/emails form to the National Back Office to request that the baby is ‘S’ flagged.

	12
	NBO Traceline user sets ‘S’ flag for baby and completes or removes the mother-baby link as requested by mother.


6.1.2. Alternate Flows  - non NCRS compliant maternity system using NN4B

	Step
	Action

	1a
	The mother’s details are in the maternity system. If the system cannot shield location data for protected patients, address and GP practice can be anonymised:

· GP Name is anonymised (as Not Known)

· GP Practice Name is anonymised (as Not Known)

· 1st line of practice address is anonymised (as Not Known)

	2a
	Baby is born in maternity unit. The details of the birth are entered in the maternity system. 

	3a
	If the baby’s details are held separately from the mother’s details but linked to them, they should be protected or anonymised in the local system.

	4a
	The birth notification for NN4B must include the mother’s name and date of birth (NHS number is not mandatory). The details for the baby should be anonymised (these are acceptable to NN4B):

· for home address use address of the responsible Child Health organisation if known, or the partner Child Health organisation if not

· GP Practice name should be ‘Not Known’

· 1st line of practice address should be ‘Not Known’

· no other GP details should be included

	5a
	The maternity system sends a birth notification for the baby to NN4B (CIS). CIS allocates a NHS number for the baby and provides the NHS number to the maternity system. CIS sends a birth notification to PDS including the NHS number.

	6a
	PDS adds the baby to PDS and includes the mother’s NHS number if provided.

PDS does not update the mother’s record with a link to the baby. PDS sends a ‘failed mother baby link’ work item to NBO. 

	7a
	CIS issues birth notifications containing the anonymised address to relevant systems including the partner Child Health systems, ONS, Hearing Screening.

	8a
	Returns to step 8 of main flow


6.1.3. Alternate Flows  - baby born elsewhere

	Step
	Action

	1b
	Begins at step 1 of main flow. Mother not known to maternity system

	2b
	Baby is born at non-NHS location. For maternity unit supported home birth, the details of the birth are provided to maternity system and the flow returns to step 3 of the main flow. 

For other births, the details of the birth are provided to the Child Health organisation for the area of the birth.

	3b
	If the mother’s protected details are provided they should be shielded or anonymised in the local system.

	4b
	The birth notification is entered on the Child Health browser and includes the mother’s name and date of birth (NHS number is not mandatory. The details for the baby should be anonymised:

· for home address use address of the responsible Child Health organisation if known, or the partner Child Health organisation if not

· GP Practice name should be ‘Not Known’

· 1st line of practice address should be ‘Not Known’

· no other GP details should be included

	5b
	The Child Health browser sends the birth notification to NN4B (CIS). CIS allocates a NHS number for the baby and provides the NHS number to the Child Health browser. CIS sends a birth notification to PDS including the NHS number.

	6b
	PDS adds the baby to PDS and includes the mother’s NHS number if provided.

PDS does not update the mother’s record with a link to the baby. PDS sends a ‘failed mother baby link’ work item to NBO. 

	7b
	CIS issues birth notifications containing the anonymised address to relevant systems including ONS, Hearing Screening.

	8b
	If a privileged user in the Child health organisation is aware of the home location of the baby, the responsible Child Health organisation is derived and sent a birth notification letter containing the actual home address. Returns to step 9 of main flow.


6.2. Example Scenario

Samaira Shar asked for her PDS record to be ‘S’ flagged when she married Mohammed against her family’s wishes and moved away following threats from her brothers. When Samaira became pregnant she received ante-natal care at Midtown Hospital and was booked in there for the birth. She went into labour and was admitted to the maternity department. Suzy, the receptionist found her record on the maternity system and noted that some demographic details were protected and only available to a privileged user. Suzy does not have privileged access but was able to book Samaira in. Suzy noted that Grace Jones, a senior midwife, had been looking after Samaira and was soon due on shift. When Grace arrived, Suzy informed her that Samaira had come in and Grace, who has privileged access, took over her care.

Samaira gave birth to a baby boy who she and Mohammed decided to name Salman. The details of the birth were entered in the maternity system. Grace explained that Salman would not be ‘S’ flagged immediately as the maternity unit is required to notify the birth, but she could request it when she registers him wither GP. Samaira confirmed that she wanted an anonymised address to be used, as she was still afraid her brothers would find out about the birth and renew their threats. The Midshire PCT is both the partner Child Health organisation for the hospital and the responsible Child Health for Samaira’s address, so Grace used their address for Salman’s home address. Grace explained that she would need to write to Midshire PCT to give them Salman’s real home address as the health visitor needed to visit to him soon after going home. Samaira said she understood and wanted the best care for her new son. The maternity system sent the birth notification to PDS which added a new record for Salman. PDS sent outbound birth notifications to ONS, Midshire PCT, NN4B (CIS) and the Hearing Screening service.

The next day, Claire at Midshire PCT received the birth notification from PDS and she noticed that the baby’s home address was just the PCT address. She passed it to Lakhmira Asif, the team leader, who realised it must be a protected patient and waited for a follow up letter from the maternity unit which arrived in the morning post marked confidential. Lakhmira, who has privileged access to protected records, replaced the PCT address with the actual address and restricted access to the record. The Child Health system sent an amendment to PDS and PDS updated Salman’s address.

Samaira was discharged next day and, concerned for their safety, went straight to her GP practice and asked to speak to Maggie Smith, the practice manager. Maggie was used to looking after Samaira and ensuring her details were kept secure. She was delighted to see the new baby and registered him herself. She downloaded the form to request protected flagging, filled it in with Salman’s details and emailed it to the National Back Office. The NBO put a ‘S’ flag on Salman’s record and completed the link to Samaira’s record.

Lakhmira scheduled a visit from Samaira’s health visitor, giving her the home address and reminding her that Samaira is ‘S’ flagged and that her location details need to be kept secure.

6.3. Supporting Information

	Performance
	As for any front line user transaction

	Frequency
	Rare – most maternity units and Child Health organisations will never see one

	Volume
	There are approximately 1700 ‘S’ flagged patients across the whole NHS of which half may be active. 

A small proportion of these will give birth in a year.

	Business Rules
	Protected data (see Appendix A) needs to be shielded for ‘S’ flagged patients however, the address, telephone number and GP practice code can be provided where necessary to deliver care.

LSP systems should only pass protected data to downstream systems where they can be sure it will be protected.

	High Level Messaging Requirements
	The Business Use Case uses the following NASP messages


Inbound Birth notification and response


Outbound birth notifications


Trace request and response


Retrieval Request and response


7. Use Case – Home Visit by District Nurse

7.1. Use Case Description

7.1.1. Summary

	Goal in Context
	To enable a ‘S’ flagged patient to be treated at home

	Scope
	Local system, LSP PAS, PDS

	Primary Actors
	Administrator, Clinician

Privileged user

	Secondary Actors
	

	Trigger
	‘S’ flagged patient is referred for district nursing

	Preconditions
	At least one user has been allocated RBAC activity to access protected records

	Success End Condition
	Patient is treated at home with address available on a ‘need-to-know’ basis

	Failed End Condition
	Patient is not treated or home location is revealed too widely.


7.1.2. Main Success Scenario – local system accesses PDS

	Step
	Action

	1
	Referral letter is produced by the GP practice quoting the patient’s NHS number and mentioning that the patient is ‘S’ flagged (noted from the practice system or informed by the patient). It provides the patient’s home address, telephone number and requests that this is divulged only on a ‘need-to-know’ basis. Referral letter is received by Community unit administration and the patient is allocated to the relevant team. 

	2
	Administrator enters patient details in local system. Local system performs a trace on local patient index and does not find match.

	3
	Local system performs a trace on PDS and finds a match. Local system performs a retrieve and obtains the ‘S’ flag and no home location information.

	4
	Local system displays a message advising that the record is restricted and only a privileged user can enter or access location details.

	5
	Local system allows a user with privileged access to protected records to enter the patient’s address, telephone number and GP practice code and protects the protected data in the local patient record. PDS is not updated.

	6
	Visit is scheduled for the patient as normal and district nurse assigned.

	7
	Privileged user accesses the protected data and provides the district nurse with the patient address warning that it is to be kept secure.

	8
	District nurse visits the patient and provides treatment. District nurse records treatment for the patient in the local system but does not include any location information.


7.1.3. Alternate Flows – local system requests demographics from LSP PAS 

	Step
	Action

	3a
	Begins at step 3 of main flow. Local system requests demographics from LSP PAS which does trace on its patient index and does not find a match. PAS performs a trace on PDS and finds a match. PAS performs a retrieve and obtains the ‘S’ flag and no home location information.

	4a
	PAS provides demographic details to the local system with the protected data anonymised or blank. Returns to step 5 of main flow.


7.1.4. Alternate Flows – local system cannot protect protected data

	Step
	Action

	5b
	Begins at step 5 of main flow. Protected data for ‘S’ flagged patient cannot be entered into system. Referral letter is kept in secure location and only accessed by person with access rights for protected records. Returns to step 6 of main flow.


7.1.5. Alternate Flows – local system or PAS finds a local match

	Step
	Action

	2c
	Begins at step 2 of main flow or at step 3a of alternate flow. Local system or PAS synchronises with PDS.

	3c
	On obtaining the ‘S’ flag from PDS the system protects any protected data already held in the local system. Returns to step 4 or step 4a. 


7.2. Example Scenario

Mrs Jane Simpson has recently had knee replacement surgery. She had an ‘S’ flag placed on her PDS record when she separated from her abusive husband several years ago and still wants her home address kept secret. Jane needs to have her dressings changed and her GP sends a referral letter to the district nursing service, mentioning that Jane requires her home address to be protected. The letter arrives at the administration office for the district nursing service where it is dealt with by Mary Smith.  Mary does not have access rights to protected patients so passes the letter to her supervisor Gerry.  Gerry looks Jane up on the local system but finds no match. The system automatically traces Jane on PDS and finds a match. On retrieving the PDS record for Jane the local system detects the ‘S’ flag and warns Gerry that the record is protected unless the user has RBAC access rights. Gerry does have access rights so he enters the address, telephone number and GP practice code from the referral letter and the system hides this data from normal users.

Gerry schedules the visit for later in the week and allocates it to Suzy Dresser. The day before the visit Gerry gives Suzy a note with Jane’s address and reminds her that it is protected and she should not divulge it to anyone and destroy the note securely after the visit. Suzy visits Jane and changes her dressing. On return to base she puts the note with the address on into the bin for secure disposal.

Supporting Information

	Performance
	As for any front line user transaction

	Frequency
	Rare – most community units will never see one

	Volume
	There are approximately 1700 ‘S’ flagged patients across the whole NHS of which half may be active. 

A small proportion of these will need community care in a year.

	Business Rules
	Protected data (see Appendix A) needs to be shielded for ‘S’ flagged patients however, the address, telephone number and GP practice code can be provided where necessary to deliver care.

LSP systems should only pass protected data to downstream systems where they can be sure it will be protected.

	High Level Messaging Requirements
	The Business Use Case uses the following NASP messages


Trace request and response


Retrieval Request and response


8. Use Case – Screening Recall

8.1. Use Case Description

8.1.1. Summary

	Goal in Context
	To enable a ‘S’ flagged patient to be included in screening programmes for cancer.

	Scope
	NHAIS

	Primary Actors
	NHAIS user

Privileged user

	Secondary Actors
	Time

	Trigger
	Regular screening recall batch runs

	Preconditions
	

	Success End Condition
	‘S’ flagged patients are included in screening programmes without revealing their address

	Failed End Condition
	‘S’ flagged patients are excluded from screening programmes


Main Success Scenario 

	Step
	Action

	1
	All patients registered with GP practices are included in the relevant NHAIS patient index.

	2
	‘S’ flagged patients will have been notified to NHAIS without GP practice code or address details. NHAIS user contacts NBO to obtain GP practice code. This is entered into NHAIS record and the GP practice address is used as the patient address.

	3
	A regular screening job is run to call patients for screening. This produces letters to be sent to patients. The letter for ‘S’ flagged patient will be sent to the GP practice.

	4
	GP practice receives letter for patient. Administrator checks practice system and is informed that only a privileged user can enter or access location details. Notifications to the screening unit will include the practice address as the patient address.

	5
	Privileged user accesses the secured patient address and telephone number. Privileged user contacts the patient to inform them of the screening call and forwards the letter.

	6
	‘S’ flagged patient attends screening and results are notified to GP practice and NHAIS as normal. Any results to be sent to the patient will be sent to the practice address and forwarded to the patient as in steps 4 and 5.


8.2. Example Scenario

Mrs Jane Simpson had a ‘S’ flag placed on her PDS record when she separated from her abusive husband. When she registered with Dr Kindly’s practice, her details were forwarded to the Northshire NHAIS system. As her PDS record was ’S’ flagged, no GP or location details were sent. Christine Smith processed the registration exceptions and realised Jane was a ‘S’ flagged patient so phoned the Traceline team in the NBO to get the GP practice code and enter it in the system, using the practice address as Jane’s home address. Northshire NHAIS system communicates with Jane’s previous NHAIS system to obtain Jane’s screening history.

Betty Small manages the screening jobs and the following year, Jane is selected for a recall for cervical screening. The letter is sent to Jane at Dr Kindly’s practice. The letter arrives at the GP practice and is passed to the practice manager Joe Scott. Joe has access rights to protected records and looks up Jane’s address and the system. He then forwards the letter to her. Jane makes an appointment with her GP practice to have a smear test. The test samples and results are handled as for other pathology tests but the success/failure result is also supplied to NHAIS.

8.3. Supporting Information

	Performance
	Not relevant

	Frequency
	There could be one or two per screening run

	Volume
	There are approximately 1700 ‘S’ flagged patients across the whole NHS of which half may be active. 

A proportion of these will fall within screening categories.

	Business Rules
	Protected data (see Appendix A) needs to be shielded for ‘S’ flagged patients. 


Use Case – Analysis for Commissioning

8.4. Use Case Description

8.4.1. Summary

	Goal in Context
	To include care for ‘S’ flagged patients in commissioning reporting 

	Scope
	Trust system

	Primary Actors
	Administrator

Privileged user

	Secondary Actors
	Time

	Trigger
	A scheduled batch job is run to compile commissioning data

	Preconditions
	

	Success End Condition
	All care is fully reported

	Failed End Condition
	Care for ‘S’ flagged patients is omitted from commissioning data


8.4.2. Main Success Scenario 

	Step
	Action

	1
	Batch job is run to produce commissioning CDS 

	2
	Any records with incomplete or invalid data including missing GP code, NHS number, patient’s postcode, PCT are highlighted.

	3
	Where these exceptions are reported for ‘S’ flagged patients, a privileged user can insert the PCT of residence based on the patient’s postcode. The patient’s name and address should be anonymised and the PCT postcode used as the patient’s postcode.


8.5. Supporting Information

	Performance
	Not relevant

	Frequency
	Commissioning data is usually extracted monthly

	Volume
	There are approximately 1700 ‘S’ flagged patients across the whole NHS of which half may be active. 

A proportion of these will be treated by Trusts and need to be included in CDS reporting.

	Business Rules
	Protected data (see Appendix A) needs to be shielded for ‘S’ flagged patients. 


Use Case – Reports, letters and document management 
8.6. Use Case Description

8.6.1. Summary

	Goal in Context
	To prevent protected data for ‘S’ flagged patients being inadvertently revealed in documents

	Scope
	Local systems

	Primary Actors
	Privileged user 

Time

	Trigger
	Regular batch runs

	Preconditions
	

	Success End Condition
	Patient is treated without revealing home location

	Failed End Condition
	Home location is inadvertently revealed


8.6.2. Main Success Scenario – normal business

	1
	‘S’ flagged patients should normally be excluded from batch report runs that print or display any protected data

	2
	Where ‘S’ flagged patients need to be included in batch reports e.g. audit logs, their protected data should be anonymised

	3
	Facilities should be available for privileged users to produce one-off prints of items such as appointment letters, outpatient reports, discharge letters where protected data may need to be printed

	4
	When documents are being scanned for storage in a Document Management system, documents for ‘S’ flagged patients should have any protected data blanked out or the document as a whole excluded and stored securely

	5
	When an organisation is subsequently made aware of a ‘S’ flagged patient, a privileged user should search any Document Management system for stored documents that might reveal protected data. They should protect this data if possible, or print it and store securely before deleting it.


8.6.3.  Alternate Flows – data load

	4a
	When documents are being scanned in bulk for data take-on, scan all the documents into the as they are. A privileged user checks the MPI for any patients with 'S' flag set (there may need to be a synchronisation run against PDS to obtain the flag for any historic patients).

For ‘S’ flagged patients only (if any), a privileged user should search any Document Management system for stored documents that might reveal protected data. They should protect this data if possible, or print it and store securely before deleting it.


8.7. Supporting Information

	Performance
	Not relevant

	Frequency
	Organisations will only occasionally encounter ‘S’ flagged patients

	Volume
	There are approximately 1700 ‘S’ flagged patients across the whole NHS of which half may be active. 

	Business Rules
	Protected data (see Appendix A) needs to be shielded for ‘S’ flagged patients. 


Appendix A

The following items are considered to be protected for ‘S flagged patients

	Data
	Protected by PDS
	Protected in local systems

	Addresses (all types)
	
	

	Telecom details (all types)
	
	

	Patient Care Provider (GP practice)
	
	

	Patient Care Provider (pharmacies)
	
	

	Address of related person
	
	

	Telecom details of related person
	
	

	Care Provider Payment, specifically Residential Institute Code (primary care)
	
	

	Registration Encounter (primary care)
	
	

	Any other data that might imply a home location 
	
	


Appendix B

The following requirements are an excerpt from the 2008-B PDS Compliance Baseline: Flagged Records (Doc. Ref. 2)

	Reqt. ID
	Requirement Text
	Rating

	FLGGEN-1
	Formal local business practices for the local treatment of sensitive patients MUST be agreed between cluster NHS CfH requirements teams and suppliers
	Must

	FLGSEN-1
	If a sensitive record is displayed
, the local system MUST not display a sensitive patient’s address, telecoms information, related persons or GP posting/pharmacy details held on the local system, unless the logged-on user has the appropriate RBAC rights to view this information
	Must

	FLGSEN-2
	If a sensitive record is selected from a ‘search results screen’ or detected during the course of synchronisation, the local system MUST warn users accessing the patient’s record that the record is sensitive and therefore subject to special consideration, regardless of RBAC rights
	Must

	FLGSEN-2.1
	The advisory message displayed by the local system MUST warn the user:

- That unless they have the appropriate RBAC rights, they will not be able to view or amend ‘location’ data for the patient

- That updates to this record will not be sent to the PDS

- That no new allocation should be made for this patient
	Must

	FLGSEN-3
	Local systems MUST restrict access to any details relating to the patient’s location held locally
	Must

	FLGSEN-3.1
	Access to the location details on the record MUST be restricted using RBAC
	Must

	FLGSEN-3.2
	If a user does not have the appropriate activity access rights to a sensitive patient’s record, they MUST be denied access to the patient’s location information
	Must

	FLGSEN-3.2.1
	Users with appropriate access rights SHOULD continue to be able to access and update location information held locally only
	Should

	FLGSEN-4
	Local Systems SHOULD continue to attempt record synchronisation with the PDS, so that it can be detected whether a sensitive flag has been removed from the record
	Should

	FLGSEN-4.1
	Local systems SHOULD continue to update their LPI with non-restricted data from the PDS on synchronisation, but any attempt to send updates made on the local system to the PDS will be rejected
	Should

	FLGSEN-4.1.2
	Where local, restricted, ‘location’ information is present as per FLFSEN-3.2.1, this data MUST NOT be overwritten with blank data from PDS on record synchronisation
	Must

	FLGSEN-5
	Where location information for sensitive records is required by integration to ‘downstream’ systems, local systems SHOULD automatically replace the suppressed data with default data
	FLGSEN-5

	FLGSEN-5.1
	This default data MUST not indicate that the default is used in place of sensitive information, e.g. values such as ‘data not available’ MUST be used instead of ‘data suppressed for security reasons’
	FLGSEN-5.1

	FLGLCL-1
	Local systems MUST locally mark a record as flagged for sensitivity, so that protected behaviour can be ensured independently of PDS interaction
	Must

	FLGLCL-1.1
	Any record traced on the LPI with a local sensitivity flag MUST exhibit the same behaviour outlined in FLGSEN above
	Must

	FLGLCL-1.1.1
	A locally-flagged sensitive record MUST display a warning of the sensitive nature of the record, when selected from a trace or encountered during synchronisation
	Must

	FLGLCL-1.1.2
	Locally-held location information MUST NOT be displayed
	Must

	FLGLCL-1.1.3
	Access to the record MUST be restricted as outlined in FLGSEN-3
	Must





























� Details of the process and links to the downloadable forms are given in the PDS guide for general practice at


� HYPERLINK "http://www.connectingforhealth.nhs.uk/systemsandservices/demographics/docs/comms/pdsguide.pdf" ��http://www.connectingforhealth.nhs.uk/systemsandservices/demographics/docs/comms/pdsguide.pdf�


� Although this requirement and other refer to the ‘display’ of patient records, this should not be taken to mean only on computer screens. In particular, systems must also not print out lists of patient data which include sensitive information
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