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Part A Appendix

A.1 MHS Standard Elements

The MHS Message Header is used in EbXML Mode only.  It is encapsulated within a SOAP:Header.  It contains a number of elements that support processing at MHS nodes.  

In conformance with the SOAP specification, all SOAP extension element content is namespace qualified.  The relevant namespaces are defined in each section.

MHS implementation MUST use the SOAP mustUnderstand attribute on all SOAP Header extensions, namespace qualified to the SOAP namespace.
Note that the location definition defined in these sections is not designed to be a precise XPATH expression.
A.1.1 ebXML Elements

This section describes all structures associated with ebXML messages.
The namespace declaration for the ebXML SOAP envelope extensions has a required value of:

http://www.oasis-open.org/committees/ebxml-msg/schema/msg-header-2_0.xsd

The following table uses the prefix “eb:” to reference this namespace.  

The ebXML-MS schema REQUIRES that both ebXML elements and attributes be qualified (based on the schema definitions; elementFormDefault = “qualified” and attributeFormDefault = “qualified”)
A.1.1.1 ebXML Header

A major component of the message header is an ebXML compliant MessageHeader element.  The MHS can use the full set of ebXML elements, as defined in [ebXML-MS]. 

	Location
	Type
	Cardinality
	Comments

	//eb:MessageHeader/eb:From/eb:PartyId
	String
	1
	This is the Party Key from the Directory.  It is a unique Id that uniquely represents the party that is requesting the service. 

	//eb:MessageHeader/eb:From/eb:PartyId/@eb:type
	String
	0..1
	The type attribute indicates the namespace to which the contents of the PartyID element belongs.  Values are:

· “urn:nhs:names:partyType:ocs+serviceInstance”—represents the SDS Party Key.

	//eb:MessageHeader/eb:To/eb:PartyId
	String
	1
	This is the Party Key from the Directory.  It is a unique Id that uniquely represents the party that is requesting the service.

	//eb:MessageHeader/eb:To/eb:PartyId/@eb:type
	String
	0..1
	The type attribute indicates the namespace to which the contents of the PartyID element belongs.  Values are:

· “urn:nhs:names:partyType:ocs+serviceInstance”—represents the SDS Party Key.

	//eb:MessageHeader/eb:CPAId
	String
	1
	This element refers to the contract parameters that govern the exchange of messages between parties.  In ebXML this is delivered as Collaboration Protocol Profile and Agreement specification.  The NHS MHS does not currently have a notion of this protocol—implementation of interface contracts are conducted “out-of-band”.  Each set of contract properties are, however, assigned a globally unique reference.  The Sender MUST use this element to carry this reference, thus indicating an implied (and shared) store of interface contract information.  This reference MUST be meaningful to all MHS nodes in the collaboration, however implementation of the reference is outside of this specification.

	//eb:MessageHeader/eb:ConversationId
	String
	1
	The Sender establishes a globally unique id for the conversation.  When generating responses the eb:ConversationID is taken from the original message.  

	//eb:MessageHeader/eb:Service
	String
	1
	Identifies the name of the service to which this message is directed.  



	//eb:MessageHeader/eb:Action
	String
	1
	Identification of the action process within the message processing service on the receiver’s end of the conversation.  

The MHS obtains this information from the HL7 wrapper.

	//eb:MessageHeader/eb:MessageData/eb:MessageId
	String
	1
	A unique message identifier generated by the sender, defined by [ebXML-MS].  It is the responsibility of the sending Party to ensure that the UUID algorithm used generates identifiers that are unique across the National Program.

	//eb:MessageHeader/eb:MessageData/eb:RefToMessageId
	String
	0..1
	If present it MUST contain the MessageId of a previous and related message.

	//eb:MessageHeader/eb:MessageData/eb:Timestamp
	String 
	1
	The timestamp for the message determined by the ebXML MHS when the sent message is created.  

	//eb:MessageHeader/eb:MessageData/eb:TimeToLive
	DateTime
	0..1
	Optional.

See Part 2 of this specification for element implementation.

	//eb: MessageHeader/eb:DuplicateElimination
	Boolean
	0..1
	Optional.

Indicates to the Receiving ebXML MHS that it should eliminate duplicate messages.  This element is derived from the interface contract properties.

	//eb:SyncReply
	
	0..1
	Optional.

If present indicates that the receiving connection should be kept open for an expected response message.  This element is derived from the interface contract properties.

	//eb:AckRequested
	
	0..1
	Signals to the Receiver that the Sender wishes to receive an Acknowledge element.  If present signals to the Receiver that the message MUST be acknowledged with an Acknowledge element on receipt.  If absent, the receiver will not send an acknowledgement.  This element is derived from the interface contract properties.

	//eb:AckRequested/@SOAP:actor
	String
	0..1
	The MSH role from which an acknowledgement is required.  The valid values are:

· “urn:oasis:names:tc:ebxml-msg:actor:toPartyMSH”
· “urn:oasis:names:tc:ebxml-msg:actor:nextMSH”

	//eb:AckRequested/@eb:signed
	Boolean
	1..1
	Mandatory.

"False" indicates that an unsigned ebXML acknowledgement must be returned by the receiver to confirm receipt, if a digitally signed acknowledgement is required then the value must be "true".


A.1.1.2 Error List

The ErrorList is an ebXML extension element within the SOAP Header.  It indicates that the Receiver has found an MHS-related error in the message referenced by the RefToMessageId.  The implementer SHOULD use the error types described in [ebXML-MS].  The ErrorList contains one or more Error elements.  The ErrorList is only used in EbXML Mode.

ErrorList is part of the ebXML namespace.

	Location
	Type
	Cardinality
	Comments

	/eb:ErrorList/@eb:highestSeverity
	String
	1
	Either “Warning” or “Error”.

	/eb:ErrorList/@eb:version
	String
	1
	“2.0”

	/eb:ErrorList/eb:Error/@eb:errorCode
	String
	1
	Error code as per the ebXML specification.

	/eb:ErrorList/eb:Error/@eb:severity
	String
	1
	Either “Warning” or “Error”.

	/eb:ErrorList/eb:Error/@eb:location 
	String
	0..1
	An xPointer that indicates which part of the message the Error element relates to.

	/eb:ErrorList/eb:Error/description 
	String
	0..1
	A description of the error.


A.1.1.3 Acknowledgement

The Acknowledgment element is an ebXML extension element located the SOAP Header.  It is used by one MHS (typically the Receiver) to indicate to another MHS (the Sender) that it has received a message.  The Acknowledgement is only used in EbXML Mode.

Acknowledgement is part of the ebXML namespace.

	Location
	Type
	Cardinality
	Comments

	//eb:Acknowledgment/@SOAP:actor
	URI
	1
	Must match the actor from the AckRequested element that indicated the generation of the acknowledgement.

	//eb:Acknowledgment/eb:Timestamp
	UTC Time
	1
	This is the time that the message acknowledgement is created.

	//eb:Acknowledgment/eb:RefToMessageId
	String
	1
	Indicates the message being acknowledged by its MessageId.  


A.1.1.4 Manifest 

The Manifest element identifies the payload messages that are carried with the ebXML message.  Manifest is included in the SOAP:Body.  It is only used in ebXML Mode.

These references can be:

· References to the attached MIME parts using the cid reference mechanism.

· References to remote content not included in the message but accessible via other means and referenced via a URI.

Manifest is part of the ebXML namespace.

	Location
	Type
	Cardinality
	Comments

	
	
	
	

	//eb:Manifest/@eb:version
	string
	1
	ebXML-MS version as per section 2.3.8 of [ebXML-MS].

	//eb:Manifest/eb:Reference/xlink:href
	Xlink
	1
	This is a URI of the payload message.  In the case where the referenced content is included within the same message as an attachment, this attribute is the same as the Content-Id MIME attribute used in the description of the MIME attachment boundary.  It MUST confirm to the XLINK specification [XLINK].

The value of the xlink:href attribute in the ebXML Manifest/Reference has a slightly different format from MIME Content-ID as it has URI content.  In a Spine ebXML message it references a message part using the cid URI format defined in RFC2392. 

content-id    = url-addr-spec

url-addr-spec = addr-spec  ; URL encoding of RFC 822 addr-spec

cid-url       = "cid" ":" content-id

RFC2392 specifies that the process of converting a cid URL to the corresponding MIME Content-ID message header works by removing the "cid:" prefix, and enclosing the remaining parts with an angle bracket pair, < and >.  

	//eb:Manifest/eb:Reference/eb:Description
	String
	0..1
	Contains an optional freeform description of the attachment.

	./eb:Manifest/eb:Reference/eb:Description/@xml:lang
	String
	1..1
	Contains the language of the description compliant with [XML].


	//eb:Manifest/eb:Reference/eb:Schema/@eb:location
	URI
	0..*
	The location of a schema that describes the referenced messages.  

	//eb:Manifest/eb:Reference/eb:Schema/@eb:version
	String
	0..*
	A version number for the schema.

The MHS obtains this information from the HL7 wrapper.

	//eb:Manifest/Any
	Any
	0..*
	This allows a message payload to be included within the Manifest structure—that is, in the situation where by a message payload is included in the SOAP:Body.  This MUST not be supported by MHS implementations. 


A.1.1.5 HL7 ebXML Extensions

[HL7-ebXML] extends the ebXML within the HL7 ebXML namespace.  The extensions form part of the ebXML Manifest element.
The namespace declaration for the extensions has a required value of:

xmlns:hl7ebxml=”urn:hl7-org:transport/ebxml/DSTUv1.0”

The following table uses the prefix “hl7ebxml:” to reference this namespace.  
	Location
	Type
	Cardinality
	Comments

	//eb:Manifest/eb:Reference/hl7ebxml:Payload/@style
	String
	0..1
	This is a mandatory attribute for the Manifest item that refers to an HL7 XML document.  For this item this MUST be “HL7”.  

Other attachments are a string representing the specification that defines the encoding of the attachment.

	//eb:Manifest/eb:Reference/hl7ebxml:Payload/@encoding
	String
	0..1
	For the attachment that refers to the HL7 message this MUST be “XML”.  

Other attachments use a string representing the content-type of the attachment.

	//eb:Manifest/eb:Reference/hl7ebxml:Payload/@version
	String
	0..1
	For the attachment that refers to the HL7 message this is the version of the HL7 standard.  MUST be “3.0”.
Other attachments do not require this attribute.


Note.  The ebXML DSTU schema is not available from HL7.  As such, the following XSD is provide as an example only.

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" targetNamespace="urn:hl7-org:transport/ebxml/DSTUv1.0"
elementFormDefault=”qualified”>


<xs:element name="Payload">



<xs:annotation>




<xs:documentation>A schema describing the HL7 ebXML extensions as applied to the national spine system</xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:attribute name="style"/>




<xs:attribute name="encoding"/>




<xs:attribute name="version"/>



</xs:complexType>


</xs:element>

</xs:schema>

A.1.2 NHS-Specific Structures

A.1.2.1 Security Package

The SecurityPackage is depreciated for Release 2005-2.  Note that it is still used unpopulated in Gazetteer interactions.
A.1.2.2 Non-HL7 Web Service Header

The message header is used in web service mode when exchanging non-HL7 messages.  This version of the NASP Header was used for P1R1 web services. Refer to 2.6.5.1 for the latest version of the NASP Header. Note that the new header is a superset of elements contained here and is hence currently forward compatible.
	Location
	Type
	Cardinality
	Comments

	./messageHeader/messageId
	String
	1
	A unique message identifier generated by the sender.  This maybe a standard DCE UUID or the modified form of the DCE UUID defined in A.6 Unique Identifiers.

	./messageHeader/securityPackage
	Complex
	1
	The structure defined in A.1.2.1 Security Package

	./messageHeader/errorList
	Complex
	0..*
	The structure defined in A.1.2.3 Non-HL7 Web Services Error List.


A.1.2.3 Non-HL7 Web Services Error List

The errorList element is used in web service mode when exchanging non-HL7 messages.  This custom element is included in the Fault/detail element (in the SOAP Body) to allow the communication of application-specific faults.  Non-HL7 Web Services use this element as part of a custom NASP header.
	Location
	Type
	Cardinality
	Comments

	errorList/error
	Complex
	0..*
	Contains a collection of error elements, annotating separate error conditions.

	errorList/error/codeContext
	String
	1
	This is the “namespace” of the error being provided, and will be provided for each non-HL7 web service that uses the errorList element.

	errorList/error/errorCode
	String
	1
	Error code as per the specification of the service.

	errorList/error/severity
	String
	1
	Either “Warning” or “Error”.

	errorList/error/location
	String
	0..1
	An xPointer that indicates which part of the message the error element relates to.

	errorList/error/description
	String
	1
	A description of the error.


A.2 Assigned URNs

This section has been removed as it is described elsewhere (see part 3 and part B)
A.3 MHS Faults

This section defines the general MHS errors which can be thrown when in Web Service mode.
The custom ErrorList element is, essentially, used for two purposes:

· Returning Web Service-specific errors for non-HL7 services.  These are described in the sections of this specification related to non-HL7 services.

· Returning general MHS processing errors in Web Service mode.  This section defines these errors.
An MHS node MUST use the SOAP Fault element to throw MHS faults.  These are faults that are not specifically related to handing the payload describes in a Web Service.  The structure of the custom detail element for containing MHS Web Service errors is defined by the ErrorList described in A.1.2.3 Non-HL7 Web Services Error List.
In forming an ErrorList element within Fault/detail, the Sender MUST also set the following in the Fault element:

· Fault/faultcode as <SOAP namespace:>“Client” or “Server” depending on the class of error; e.g. “SOAP-ENV:Server”

· Fault/faultstring as “Service Exception”.  

The following MHS-specific errors may be thrown by an MHS using the ErrorList element.  All faults in this category exist under the urn:nhs:names:errors:mhs context.

	Code Error
	Severity
	Description
	Definition of Fault

	1
	Error
	MHS busy
	The MHS node is experiencing high load, either for a specific message type, a specific domain, or for all domains.  To aid in recovery, the MHS will begin rejecting messages using this SOAP fault.  Senders should wait before sending new messages to the MHS.

	110
	Error
	MHS Version Incompatible
	The MHS node has found, during Web Service header processing, that it does not support the sender’s requested version information.


A.4 Code Namespace (removed)

<< Moved to separate appendix >>

A.5 HL7 Domain Error Codes (removed)
<< Moved to separate appendix >>

A.6 Unique Identifiers

There are a number of MHS behavioural elements that require unique identifiers.  It is the assumption of this specification that unique ids will be globally (or universally) unique; the common acronyms being GUID and UUID respectively.

Without the definition of a common algorithm for UUIDs it is possible that UUID generators could generate non-unique ids.  While the likelihood is extremely low, it can not be discounted.  This specification therefore provides the following guidance for UUID generation.  All UUIDs generated in messages SHOULD be in the format defined here.  The exception to this requirement is where the formal specifications referenced in this document require an alternate method of UUID creation.
This definition comes from [Ballot6].

Definition:  A globally unique string representing a DCE Universal Unique Identifier (UUID) in the common UUID format that consists of 5 hyphen-separated groups of hexadecimal digits having 8, 4, 4, 4, and 12 places respectively. 
Both the UUID and its string representation are defined by the Open Group, CDE 1.1 Remote Procedure Call specification, Appendix A. 

UUIDs are assigned based on Ethernet MAC addresses, the point in time of creation and some random component. This mix is believed to generate sufficiently unique identifiers without any organisational policy for identifier assignment (in fact this piggy-backs on the organisation of MAC address assignment.) 

UUIDs are NOT the preferred identifier scheme for use as HL7 UIDs. UUIDs may be used when identifiers are issued to objects representing individuals (e.g., entity instance identifiers, act event identifiers, etc.) For objects describing classes of things or events (e.g., catalogue items), OIDs are the preferred identifier scheme. 

Definition 89: 
type UniversalUniqueIdentifier alias UUID specializes UID {
  INT timeLow;
  INT timeMid;
  INT timeHighAndVersion;
  INT clockSequence;
  INT node;
};
    

The structured definition of the UUID is provided mostly to be faithful to the UUID specification. Within HL7 and ebXML, UUIDs are used as UID strings only, i.e., the literal string value is the only thing that is communicated and is the only thing that a receiver should have to consider when working with UIDs. 

The literal form for the UUID is defined according to the original specification of the UUID.  However, because the HL7 UIDs are case sensitive, for use with HL7, the hexadecimal digits A-F in UUIDs must be converted to upper case. 
  
Definition 90: 
UUID.literal ST {
  UUID : hex8 "-" hex4 "-" hex4 "-" hex4 "-" hex12 {
          $.timeLow.equal($1);
          $.timeMid.equal($3);
          $.timeHighAndVersion.equal($5);
          $.clockSequence.equal($7);
          $.node.equal($9);
  }
 
  INT hex4 :  hexDigit hexDigit hexDigit hexDigit {
          $.equal($1.times(16).plus($2)
                     .times(16).plus($3)
                    .times(16).plus($4);
  }
 
  INT hex8 :  hexDigit hexDigit hexDigit hexDigit
              hexDigit hexDigit hexDigit hexDigit {
          $.equal($1.times(16).plus($2)
                     .times(16).plus($3)
                    .times(16).plus($4)
                     .times(16).plus($5)
                    .times(16).plus($6)
                     .times(16).plus($7)
                    .times(16).plus($8);
  }
 
  INT hex12 : hexDigit hexDigit hexDigit hexDigit
              hexDigit hexDigit hexDigit hexDigit
              hexDigit hexDigit hexDigit hexDigit {
          $.equal($1.times(16).plus($2)
                     .times(16).plus($3)
                    .times(16).plus($4)
                     .times(16).plus($5)
                    .times(16).plus($6)
                     .times(16).plus($7)
                    .times(16).plus($8)
                    .times(16).plus($9)
                     .times(16).plus($10)
                    .times(16).plus($11)
                    .times(16).plus($12);
  }
 
  INT hexDigit
  : "0" { $.equal(0); }
  | "1" { $.equal(1); }
  | "2" { $.equal(2); }
  | "3" { $.equal(3); }
  | "4" { $.equal(4); }
  | "5" { $.equal(5); }
  | "6" { $.equal(6); }
  | "7" { $.equal(7); }
  | "8" { $.equal(8); }
  | "9" { $.equal(9); }
  | "A" { $.equal(10); }
  | "B" { $.equal(11); }
  | "C" { $.equal(12); }
  | "D" { $.equal(13); }
  | "E" { $.equal(14); }
  | "F" { $.equal(15); }
};
      

NOTE: The output of UUID related programs and functions may use all sorts of forms, upper case, lower case, and with or without the hyphens that group the digits.  This variate output must be post-processed to conform to the HL7 specification, i.e., the hyphens must be inserted for the 8-4-4-4-12 grouping and all hexadecimal digits must be converted to upper case.
A.7 Message Examples

A.7.1 ebXML Mode
The following example shows a MHS message generated by a Sender MHS node (for instance, the EBS system or an LSP system) sent using ebXML mode.  The example shows a PDS General Update request.  The following are notable:

· The service is addressed as follows; Service: urn:nhs:names:services:pds; Action: PRPA_IN110000UKvv—the Action represents the top-level element of an HL7 message and is the server end of the interaction (defined as a PDS General Update Started in MIM).  The action PRPA_IN150000UKvv (defined as PDS successful update response in MIM) is one of the response elements.

· The defined contract profile for this service/action is based on the ebXML reliable message pattern defined in [BT-Mbeh]. 
· The interaction is partly synchronous and partly asynchronous (presence of SyncReply), with the signal (acknowledgement) returned on the same HTTPS connection, while the response is sent on a new HTTPS connection, to the end point associated with PRPA_IN150000UKvv interaction at the original FromParty.

· Authentication and Authorisation are not required.

· The HL7 message payload is included as a separate MIME part.

POST /MHSHandler   HTTP/1.1

Host: national.carerecords.nhs.uk

SOAPAction: "urn:nhs:names:services:pds/PRPA_IN110000UK01"

Content-Type: multipart/related; boundary="Boundary"; type="text/xml"; start="<ebXMLHeader@spine.nhs.com>"

--Boundary

Content-Id: <ebXMLHeader@spine.nhs.com>

Content-Type: text/xml
<?xml version="1.0" encoding="UTF-8"?>

<SOAP:Envelope xmlns:xsi="http://www.w3c.org/2001/XML-Schema-Instance"

xmlns:SOAP="http://schemas.xmlsoap.org/soap/envelope/"



xmlns:eb="http://www.oasis-open.org/committees/ebxml-msg/schema/msg-header-2_0.xsd"

<SOAP:Header>

<eb:MessageHeader SOAP:mustUnderstand="1" eb:version="2.0">



<eb:From>





<eb:PartyId eb:type="urn:nhs:names:partyType:ocs+serviceInstance">5JH-43</eb:PartyId>



</eb:From>



<eb:To>




<eb:PartyId eb:type="urn:nhs:names: partyType:ocs+serviceInstance">4100000-001</eb:PartyId>



</eb:To>



<eb:CPAId>1234-5678-9012-3456</eb:CPAId>



<eb:ConversationId>1111-2222-3333-4444</eb:ConversationId>



<eb:Service>urn:nhs:names:services:pds</eb:Service>



<eb:Action>PRPA_IN110000UK01</eb:Action>



<eb:MessageData>




<eb:MessageId>1111-2222-3333-0001</eb:MessageId>




<eb:TimeStamp>2004-06-30T12:00:00</eb:TimeStamp>



</eb:MessageData>



<eb:DuplicateElimination/>

</eb:MessageHeader>


<eb:ACKRequested SOAP:mustUnderstand="1" eb:version=”2.0” eb:signed="false" SOAP:actor="urn:oasis:names:tc:ebxml-msg:actor:toPartyMSH"/>


<eb:SyncReply/>
</SOAP:Header>

<SOAP:Body>


<eb:Manifest>



<eb:Reference xlink:href="cid:HL7Header@spine.nhs.com">




<eb:Schema eb:location="http://www.nhsia.nhs.uk/schemas/HL7-Message.xsd






eb:version="1.0"/>



<hl7ebxml:Payload style=”HL7” encoding=”XML” version=”3.0”/>


</eb:Reference>


<eb:Manifest>

</SOAP:Body>

</SOAP:Envelope>

--Boundary

Content-Id: <HL7Header@spine.nhs.com>

Content-Type: application/xml
<?xml version="1.0" encoding="UTF-8"?>

<!-- HL7 payload represented by the PRPA_IN110000UKvv XSD -->

--Boundary--
The interface contract properties for the example are as follows:

	Contract Property Name
	Property

	Service
	Patient Demographics (known through the namespace defined as urn:nhs:names:services:pds)

	Action
	Update Request (the HL7 interaction request message called PRPA_IN150000UKvv)

	PersistDuration
	60 seconds.

	RetryInterval
	20 seconds

	Retries
	2

	DuplicateElimination
	Yes

	AckRequest
	Yes

	SyncReplyMode
	MshSignalsOnly

	Actor
	“urn:oasis:names:tc:ebXML-msg:actor:ToPartyMSH

	End Point
	https://national.carerecords.nhs.uk/mhshandler

	IsAuthenticated
	Transient


A.8 List of Attachments

The following components are attachments to this specification and are considered normative parts of the specification:

· [BT-Mbeh].

· [BT-CP].

· [NASP-XML]. Note that the WSDL is not a normative part of this specification.  This package contains:

· WSDL/XSD for the PDS Web Service interactions (both P1R1 and 2006-B).

· WSDL/XSD for the LRS Web Service interactions (both P1R1 and 2006-B).
· WSDL/XSD for the Gazetteer Web Service.
· XSD for the common non-HL7 message components (the message header, the security package, and the common types).

· The standard HL7 data types and vocabulary schemas are included for completeness. 
· Common schemas used for a variety of interface purposes.
End of Document
� This section has been maintained for consistency but may be deprecated in later EIS versions.
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