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Part 11 Spine Access Control Service
11.1 Introduction

This document describes the additional Access Control Framework subsystem service provided by Spine. Specifically it covers the requirements for the web services to support resource based access control maintenance and query.

The Sealing Service exposes authorisation information on Spines external interface via the following messages:

SET_RESOURCE_PERMISSIONS_INUK01

GET_RESOURCE_PERMISSIONS_INUK01

GET_RESOURCE_PERMISSIONS_RESPONSE_INUK01

HAS_RESOURCE_PERMISSIONS_INUK01

HAS_RESOURCE_PERMISSIONS_RESPONSE_INUK01
11.1.1 Key Words

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", ”SHOULD", "SHOULD NOT", "RECOMMENDED",  "MAY", and "OPTIONAL" in this document are to be interpreted as described in RFC2119.

11.1.2 Pre-requisites

<<>>
11.2 Storyboards

11.2.1 Contemporaneous Sealing

11.2.1.1 Jose visits ED – Patient Initiated Sealing

Jose, 18, is on a night out whilst on holiday in Cornwall when he becomes drunk, falls and lacerates his tongue. He is taken to the nearest Emergency Department. They arrive and the receptionist logs this with the computer system and verifies Jose’s demographic details. The nature and time of the injury is recorded on the Local computer system and legitimate relationships are created for the A & E team.

The Triage Nurse accesses Jose’s Summary Care Record held on the national spine which shows a history of asthma, his current medication, a possible allergy to penicillin and his tetanus immunisation status.

Upon examining Jose’s tongue, the nurse finds that the bleeding has now stopped and the injury does not require any further treatment; she issues a patient advice leaflet. Paracetamol is prescribed and Jose is discharged from the department.

Jose informs the nurse he wishes to seal the fact that he has been drunk and fallen. The nurse explains the options e.g. Sealed and Sealed and Locked, and that the entire report, including the medication, will be sealed if part of this care event is sealed. Jose decides it should only be sealed and not sealed and locked as he wants the information to be available in an emergency.

A discharge report is prepared which includes all the pertinent details of the care episode. The local system generates a new document id and a new document set id for this discharge report
The Triage Nurse adds a Sealing Note to Jose’s record giving details of the sealing event and Jose’s decisions around his sealing options. The local system constructs a PSIS Seal Report – (POCD_IN180003UKXX) recording the relevant information. It generates a new document id and a new document set id for the seal report.
In order to seal the discharge report and the PSIS Seal Report, the local system constructs a Set Resource Permissions (SET_RESOURCE_PERMISSIONS_INUK01) request with two sets of access control records. Both sets have a function context of “Sealing”, a function of “View” and a resource type “Document Set”, One of the records has the resource id set to the document set id for the discharge report and the other has the resource id set to the document set id for the PSIS Seal report. Both records have the accessor set to “Everyone” with a permission of “No” and both have the user data field in the request populated with the document id (UUID) of the new PSIS Seal Report. This message is submitted to the national spine. After receiving confirmation that the sealing permission request has been recorded, the two sealed documents may now be submitted to the national spine. The local system submits the new PSIS Sealing Report to the national spine. The local system submits the new discharge report to the national spine, with a copy being forwarded to Jose’s GP*.
* NB If the report is sent to the GP as a primary recipient the GP’s workgroup will automatically be added to the seal on receipt by the local GP system, if the GP is a copy to recipient this will not happen and normal sealing procedures apply. 

11.2.2 Retrospective Sealing

11.2.2.1 Alan – Parent Sealing Request

Following a hit and run Alan, 14, is taken to his nearest ED. He is currently unconscious, and following identification, his parents have been informed and his mother arrives at the hospital.  Dr Forest meets with Mrs Turner (mother) and tells her what has happened. Alan undergoes a CT scan and the hospital run tests on him but it appears that he is fit and well, with only a few bruises but Dr Forest says he would like to keep him in for observation to be sure that Alan is ok. Alan is subsequently discharged and a discharge report is produced and sent. 

A few days later, Mrs Turner returns to the hospital as she has concerns about the hit and run being on Alan’s record. She discusses this with the doctor and as Alan is has no lasting damage she would like to have all the information about the episode sealed.  Dr Forest agrees, and says he will seal the information. He tells Mrs Turner that when he seals the information on the system he will have to record that she has been the requestor, she says she is happy with this. 

Using the local system, Dr Forest identifies the information that is to be sealed; this includes a copy of the discharge report that was submitted to the national spine.

Dr Forest then adds a Sealing Note to Alan’s record giving details of the sealing event and recording Alan’s mother’s decisions around his sealing options including the fact that the Seal Requestor was Alan’s mother. 
The local system generates a new document id and a new document set id for the seal report. It constructs a PSIS Seal Report – (POCD_IN180003UKXX) ready for submission to the national spine.

In order to seal the existing discharge report and the new PSIS Seal report on the national spine, the local system constructs a Set Resource Permissions (SET_RESOURCE_PERMISSIONS_INUK01) request containing two sets of access control records; one with the resource id set to the document set id for the discharge report (extracted from the document set identifier for the discharge report on the national spine) and one with the resource id set to the document set id for the new PSIS Seal Report. Both access control records have a function context of “Sealing”, a function of “View”, an accessor of “Everyone” and a permission of “No”. Both records also have the user data field populated with the document id (UUID) of the new PSIS Seal Report. This Set Resource Permissions message is submitted to the national spine and upon receipt of a successful acknowledgement; the local system submits the new PSIS Seal Report to the national spine.

The local system also seals local copies of the data relating to the episode and confirms to Dr Forest that all relevant records have been sealed.

11.2.2.2 Mavis - Retrospective Sealing

Mavis, who is known to have migraines, develops a severe headache which is worse than normal and is worried by the associated photophobia and vomiting. She decides to attend the local A & E. When she arrives she gives her details to the receptionist who logs into the Local computer system and her details are verified.

Dr Carter (ED) sees Mavis having already reviewed her Summary Care Record and decides that a CT scan is necessary because she has developed neck stiffness in addition to her previous symptoms. The CT is performed and Dr Carter is able to view the scan via PACS. He sees a small Subarachnoid Haemorrhage and decides to refer her to the Neurosurgical department.  Mr Head (neurosurgeon) is based at the local teaching hospital, he takes down Mavis’s details and whilst speaking to Dr Carter views the CT scan on PACS. 

Mr Head recommends that Mavis should be admitted to the Neurosurgical Unit. Later that day Mavis is transferred to the Neurosurgical Unit, Dr Carter completes an Emergency Department report which is sent to the Summary Care Record and a copy of this message is sent to the GP and Mr Head.  Mr Head also sends a copy of the Neurosurgery discharge report to the Summary Care Record.
Mavis has been very worried about being in hospital and is glad to be discharged. Later that week Mavis becomes increasingly worried about what might be on her medical record, and decides to return to the hospital and makes an appointment with one of Dr Carter’s team. Mavis attends her appointment, and explains to the clinician that she does not want anyone else to know about her recent visit and asks if she can seal the episode. After discussions regarding the implications of this decision, the clinician agrees that he will do this. He explains the difference between Sealing and Sealing and Locking, and that he recommends only sealing the information  as this has the advantage that the information can be retrieved if needed in future (with her express consent) in an emergency and she accepts this. The information identified by Mavis is sealed on the local system, and because the sealing is being done retrospectively and the information is already on the Summary Care Record the clinician also seals the information in the Summary Care Record through CSA **.  

Using the CSA sealing functionality, the clinician selects the Emergency Department report and the Neurosurgery discharge report relating to the episode and adds a sealing note to Mavis’s record giving details of the sealing event and recording Mavis’s decisions around her sealing options including the fact that the seal requestor was Mavis herself.
CSA generates a new document id and a new document set id for the seal report. CSA then constructs a PSIS Seal Report – (POCD_IN180003UKXX) recording the relevant information. CSA also constructs a Set Resource Permissions (SET_RESOURCE_PERMISSIONS_INUK01) request containing three sets of access control records; one with the resource id set to the document set id for the ED report, one with the resource id set to the document set id for the Neurosurgery report and one with the resource id set to the document set id for the new PSIS Seal Report. All three access control records have a function context set to “Sealing”, a function set to “View”, an accessor set to “Everyone” and a permission set to “No”. All three records also have the user data field populated with the document id (UUID) of the new PSIS Seal Report. CSA submits the Set Resource Permissions request to the national spine. Upon receipt of a successful response, CSA then submits the new PSIS Seal Report to the national spine.

** If the local system could do this automatically it would not be essential to seal through CSA also.

11.2.2.3 Clinician Requesting Sealing

Claire and her GP, Dr North, have a very good relationship. Claire has been seeing Dr North regularly for the past 20 years and believes he knows her well and understands her conditions. During a recent consultation, Claire and Dr North were discussing the fact that Claire was considering sealing off a part of her record which dealt with depression she had 3 years ago. Dr North agrees to seal this episode and this was done. After Claire has finished her consultation Dr North realised that all but one of the episodes of care had been sealed and as he feels he knows Claire well enough, he decides that he will seal this additional counselling session he has found on her behalf. He did this on his local system and also through CSA noting that he had been the requestor for this action.

Using the CSA sealing functionality, the Dr North selects the relevant document to be sealed and adds a sealing note to Claire’s record giving details of the sealing event and recording Claire’s decisions around her sealing options (restricted to Sealing as this is a retrospective sealing event) including the fact that the seal requestor was Dr North (himself). CSA generates a new document id and a new document set id and constructs a PSIS Seal Report – (POCD_IN180003UKXX) recording the relevant information. CSA also constructs a Set Resource Permissions (SET_RESOURCE_PERMISSIONS_INUK01) request with two access control records. Both with a function context of “Sealing” and function of “View”. The resource id for the first is the document set id for the document to be Sealed (extracted from the document set identifier for the PSIS Outpatient’s report on the national spine, which was the omitted document in this case). The resource id for the second is the document set ID for the new PSIS Seal Report. For both records, the accessor is set to “Everyone” and the permission is set to “No”. The user data field for each record is populated with the document id (UUID) of the new PSIS Seal Report. The CSA submits the PSIS Seal Report to the national spine.
11.2.3 Accessing the summary care record

11.2.3.1 Mavis’ Condition Deteriorates – Accessing sealed information

Following deterioration in Mavis’s clinical state, she goes to her GP (Dr Plod) and he accesses her local records (Detailed Care Record) to re examine her notes.  Dr Plod’s system checks for updates from the Summary Care record. Before doing so, the system must determine whether the patient has dissented to store information in the Summary Care Record, and if not, whether any access restrictions exist for documents in the Summary Care Record. The system constructs a Get Resource Permissions (GET_RESOURCE_PERMISSIONS_INUK01) request which carries Mavis’s NHS number as the resource context. No function context or resource information is provided. After submitting the access control request to the national spine a response is received detailing all the resource based access control permissions that exist for this care record. The local system ensures that the patient has not dissented to store (indicated by an access control record with a function context of “Consent”, a function of “View”, a resource type and id of “Everyone” and a permission of “No”). As no such record exists for Mavis, the local system checks for any patient seals (access control records with a function context of “Sealing” and function of “View”). With this information, the system is able to determine how to present documents from the Summary Care Record to Dr. Plod.
On accessing the records and identifying the relevant material Dr Plod sees an icon displayed on the screen. The icon indicates that some information is sealed and that Dr Plod must either seek the patients permission to gain temporary access or must provide clear justification if he is to access it without the patients permission. Dr Plod feels it is critical to see for this session as it is an ongoing condition. He asks Mavis whether he can access the information; however she does not want him to see the information and refuses to allow him access.  Dr Plod explains his concerns but accepts her decisions  as he would like to refer her back to the hospital anyway as he has become concerned with the way Mavis’s health has deteriorated and reassures her that he has not seen any of the information which has been sealed.  

11.2.4 Unsealing

11.2.4.1 Unsealing request with RBAC rights 

When Susan was 16 she had a termination of pregnancy which resulted in complications and at the time requested that her GP contemporaneously seal it, which was done.   

Three years later Susan is pregnant and is attending an antenatal appointment with the same GP. During the consultation the GP notices that her previous TOP was sealed and that there had been complications that might be relevant during her pregnancy and discusses this with her. Susan remembers sealing this but is no longer sensitive about it.  Susan, who is more concerned about the possibility that the procedure may be relevant to her current pregnancy, decides that it no longer needs to be sealed and requests this information to be unsealed (with the knowledge that she could reseal again later if she wished). At the same time Susan asks to review the rest of her record. The GP access’s Susan’s combined local detailed care record and summary care record and reviews it with Susan. He finds another piece of local information she sealed. The GP attempts to access this information and finds that because he is not in the sealer’s local workgroup he does not automatically have access. He does have RBAC and LR access rights so the system displays a prompt telling him that with Susan’s express permission he can access the information. The GP asks Susan for permission and she says yes. On screen the GP confirms that permission has been granted and gains temporary access to the information. An alert is raised to the Privacy Officer for this Practice. The sealed information turns outs to be a contemporaneously sealed ED report from a minor accident she had whilst drunk as a 17 year old. Again Susan feels that this should now be unsealed and requests this. The GP already has seal/unseal RBAC rights granted and while this temporary permission is held the GP unseals the information. Using the local system’s functionality, the GP selects the information to be unsealed (the document relating to the TOP and the ED report). He also notes that these two reports both exist in Susan’s summary care record so he also selected these copies to be unsealed. He then adds an unsealing note giving details of the unsealing event and recording Claire’s decisions to unseal each of these document sets. The local system generates a new document id and document set id for the unseal report and constructs a PSIS Unseal Report – (POCD_IN180005UKXX) recording the relevant information ready for submission to the national spine. The local system also constructs a Set Resource Permissions (SET_RESOURCE_PERMISSIONS_INUK01) request containing two sets of access control records – one for each of the summary care record documents to be unsealed. The function context is “Sealing” and the function is “View”, the resource id is the document set id for the relevant document (each of the two documents from the summary care record). The accessor details are omitted and the permission set to “Clear”. The user data field in the request is populated with the document id (UUID) of the associated PSIS Unseal Report. The local system unseals the local copies of the information and submits the set resource permissions request to the national spine in order to unseal the copies on the summary care record. The new PSIS Unseal Report is then submitted to the national spine.
11.2.4.2 Unsealing request from Parent

Alice, 15, and her mother (Mrs Percival) attend a routine appointment at Alice’s GP (Dr Brighton). When Alice was 13 she suffered Bullying and was physically assaulted on one occasion. She attended the local A&E for this, was treated and Mrs Percival sealed this episode on behalf of Alice. Alice is now 15 and Mrs Percival feels that it is Alice’s decision whether this remains sealed. Alice has said she does not feel sensitive about the issue, and indeed would prefer it to show on her records, for this reason Mrs Percival has now requested that the information be unsealed. The system logs Mrs Percival as the requestor for this action, and the information is unsealed on the local system.  

Dr Brighton accesses Alice’s NHS Summary Care Record via CSA and locates the information requesting to be unsealed i.e. the ED Report relating to Alice’s visit when she was 13. The document is marked as sealed, but as Dr Brighton has patient consent to access this information he can temporary access the information within the seal – this action creates an alert. Once the seal has been temporarily accessed, Dr Brighton uses the CSA sealing functionality to select the information which Mrs Percival has specified (the ED report) and adds an unsealing note giving details of the unsealing event and recording Alice’s mother’s decisions to unseal this document set. CSA generates a new document id and document set id for the unseal report and constructs a PSIS Unseal Report – (POCD_IN180005UKXX) recording the relevant information. CSA then constructs a Set Resource Permissions (SET_RESOURCE_PERMISSIONS_INUK01) request containing the access control permissions for the document to be unsealed. The function context is “Sealing” and the function is “View”, the resource id is the document set id for the document. The accessor details are omitted and the permission set to “Clear”. The user data field in the request is populated with the document id (UUID) of the new PSIS Unseal Report. The CSA submits the Set Resource Permissions request to the national spine. The PSIS Unseal Report is then sent to the national spine.
11.2.5 Summary Care Record Consent
11.2.5.1 Converying the default consent settings of ‘Ask’.
Michael, 42 has received information that his local GP Practice is to be included in the Summary Care Record (SCR) programme and that his local hospitals will all soon be linked up to the spine.  The information carefully sets out the benefits of this to patients and their rights to restricting the access to this information by clinicians, including the patient’s right to ‘opt out’ of the programme entirely and not have any SCR.  Michael is HIV positive, contracted from intravenous drug use in his late teens.  He feels that this information however might be misinterpreted and make his current position as a Scout leader and voluntary youth worker untenable and wishes to have all his medical history restricted.  He therefore decides to ‘opt out’ of having an SCR and goes to his GP to have this recorded.
His GP (Dr Goodhew) explains that the default process for clinicians accessing his SCR record is that they will need to get permission from Michael to access his data as part of each encounter. He realises that this is perhaps not in his best medical interest to change his consent settings and decides to leave access to his SCR at its default setting so that his information is available but only with his express consent in every case.

11.2.5.2 Recording a decision not to have a Summary Care Record
Harry, an elderly gentleman who has recently moved into the area, read a local newspaper article describing the benefits to patients resulting from the recent changes linking GP information with the national Summary Care Record. Harry contacts his local GP surgery and expresses his wishes not to have his information made available nationally. The GP receptionist makes an appointment for Harry to see the Nurse Practitioner for the practice and discuss his concerns.
The next day Harry visits Julie Brown, the Nurse Practitioner for the practice who has been trained to advise patients regarding confidentiality concerns. Harry explains that he does not trust government database and does not want his information to be sent to the spine. Julie explains the benefits provided by the system and the possible consequences of his decision, especially in an emergency situation and for someone in Harry’s position; living alone. Despite this advice, Harry is adamant that he does not want his information to be made available on the Summary Care Record. The practice’s system is able to capture patient’s confidentiality requirements and communicate these to the national spine. Julie records Harry’s wishes not to have information stored in the Summary Care Record, The system constructs a Set Resource Permissions (SET_RESOURCE_PERMISSIONS_INUK01) request with two sets of access control records: one with a function context of “Consent” and function of “Store” and the other with a function context of “Consent” and function of “View”. Both these records have the resource type “SCR” and Harry’s NHS number as the resource id. They also have the accessor set to “Everyone” with a permission of “No”. The user data field in the request is not populated. This message is submitted to the national spine.
Nurse Brown explains to Harry that if he changes his mind he should return to the practice and they will update his records and also submit a GP summary record to the Summary Care Record in order to ensure that up-to-date information is available in an emergency situation.

11.2.5.3 Recording a SCR Consent request
Following a fall in his home resulting in him being taken by ambulance to the local Emergency Department, Harry visits his local GP practice to have the dressing on his cut knee changed. Harry sees Nurse Practitioner Julie Brown and explains that when he was taken to the Emergency Department he failed to provide details of his current medications due to his confused state of mind. This resulted in him being administered a drug that caused a mild adverse reaction. Luckily this had no lasting effects but did mean that he had to stay in hospital overnight. He now realises that this could have been much worse, and he can see the benefits of the national Summary Care Record in these situations. Julie explains that she is able to record the fact that he would like to change his mind regarding dissenting to store for the Summary Care Record and that she could update it with his latest information. This will ensure that he receives the most appropriate medical care should another similar incident occur. Harry agrees to this.
Julie accesses Harry’s records on their local system and updates his confidentiality preferences to remove Harry’s dissent to store decision. The system constructs a Set Resource Permissions (SET_RESOURCE_PERMISSIONS_INUK01) request to change Harry's SCR Consent status to allow viewing without asking on the national spine. The request carries two sets of access control records: one with a function context of “Consent” and function of “Store” and the other with a function context of “Consent” and function of “View”. Both these records have the resource type “SCR” and Harry’s NHS number as the resource id. The have no accessor details and a permission of “Yes”. The user data field in the request is not populated. This message is submitted to the national spine.

Julie also requests the system to produce a GP summary record for submission to the Summary Care Record. She reviews this with Harry and explains the information that will be available to anyone treating him, subject to strict security controls. Harry is happy with this and Julie requests the system to submit this to the national spine.

11.3 Sample Message

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing" xmlns="urn:hl7-org:v3">
<SOAP-ENV:Header>


<wsa:MessageID>uuid:6B29FC40-CA47-1067-B31D-00DD010662DA</wsa:MessageID>


<wsa:Action>urn:nhs:names:services:lrs/SET_RESOURCE_PERMISSIONS_INUK01</wsa:Action>


<wsa:To>https://synch.nis1.national.ncrs.nhs.uk/syncservice/tms</wsa:To>


<wsa:From>



<wsa:Address>http://myMSH.com/pds/myPage.asmx</wsa:Address>


</wsa:From>


<communicationFunctionRcv>



<device>




<id root="1.2.826.0.1285.0.2.0.107" extension="ZZZ999-100000000900001"/>



</device>


</communicationFunctionRcv>


<communicationFunctionSnd>



<device>




<id root="1.2.826.0.1285.0.2.0.107" extension="ZZZ000-100000000800001"/>



</device>


</communicationFunctionSnd>


<wsa:ReplyTo>



<wsa:Address>http://myMSH.com/pds/myPage.asmx</wsa:Address>


</wsa:ReplyTo>

</SOAP-ENV:Header>

<SOAP-ENV:Body>


<SET_RESOURCE_PERMISSIONS_INUK01 type="Message" xmlns="urn:hl7-org:v3" xmlns:crs="http://national.carerecords.nhs.uk/schema/crs/">



<id root="11111111-1111-1111-1111-111111111111"/>



<creationTime value="200401061130"/>



<versionCode code="V3NPfIT3.0"/>



<interactionId root="2.16.840.1.113883.2.1.3.2.4.12" extension="SET_RESOURCE_PERMISSIONS_INUK01"/>



<processingCode code="P"/>



<processingModeCode code="T"/>



<acceptAckCode code="NE"/>



<communicationFunctionRcv type="CommunicationFunction" typeCode="RCV">




<device classCode="DEV" determinerCode="INSTANCE" type="Device">





<id root="1.2.826.0.1285.0.2.0.107" extension="ZZZ999-100000000900001"/>




</device>



</communicationFunctionRcv>



<communicationFunctionSnd type="CommunicationFunction" typeCode="SND">




<device type="Device" classCode="DEV" determinerCode="INSTANCE">





<id root="1.2.826.0.1285.0.2.0.107" extension="ZZZ000-100000000800001"/>




</device>



</communicationFunctionSnd>



<ControlActEvent classCode="CACT" moodCode="EVN">




<author typeCode="AUT">





<AgentPersonSDS classCode="AGNT">






<id root="1.2.826.0.1285.0.2.0.67" extension="7643324387"/>






<agentPersonSDS classCode="PSN" determinerCode="INSTANCE">







<id root="1.2.826.0.1285.0.2.0.65" extension="5452322"/>






</agentPersonSDS>






<part typeCode="PART">







<partSDSRole classCode="ROL">








<id root="1.2.826.0.1285.0.2.1.104" extension="ABCD"/>







</partSDSRole>






</part>





</AgentPersonSDS>




</author>




<author1 typeCode="AUT">





<AgentSystemSDS classCode="AGNT">






<agentSystemSDS classCode="DEV" determinerCode="INSTANCE">







<id root="1.2.826.0.1285.0.2.0.107" extension="accredited system id"/>






</agentSystemSDS>





</AgentSystemSDS>




</author1>




<author1 typeCode="AUT">





<AgentSystemSDS classCode="AGNT">






<agentSystemSDS classCode="DEV" determinerCode="INSTANCE">







<id root="9.99.999.9.999999.9.9.9.9.9.99" extension="workstation id"/>






</agentSystemSDS>





</AgentSystemSDS>




</author1>




<crs:setResourcePermissionsRequest xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="http://national.carerecords.nhs.uk/schema/crs/ ..\schema\setResourcePermissionsRequest_0_4.xsd">





<crs:permissions>






<crs:resourceContext root="2.16.840.1.113883.2.1.4.1" extension="9999999484"/>






<crs:accessControlAssertion>







<crs:permission>No</crs:permission>







<crs:userData>BBBBE26A-A9D1-A411-F824-9F7A00A33757</crs:userData>







<crs:resource>








<crs:type>Document Set</crs:type>








<crs:Id>AEBCE36A-D2D4-A726-F824-5D7A00A34281</crs:Id>







</crs:resource>







<crs:function>








<crs:context>Sealing</crs:context>








<crs:code>View</crs:code>







</crs:function>







<crs:accessor>








<crs:type>Everyone</crs:type>








<crs:accessorId>









<crs:name>Everyone</crs:name>








</crs:accessorId>







</crs:accessor>






</crs:accessControlAssertion>





</crs:permissions>




</crs:setResourcePermissionsRequest>



</ControlActEvent>


</SET_RESOURCE_PERMISSIONS_INUK01>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
Example 1 – Sample ACS Interaction
11.4 Interactions

The PSIS Sealing messages follow the pseudo-HL7 interaction model as described in part 2 section 2.6.6 (Web Service) and section 2.5.8 (ebXML). Also refer to part 3 for details of behaviour patterns for each interaction.

The following table assigns Transmission Wrapper and Control Act elements to the Access Control Service messages.

	Interaction
	Transmission Wrapper
	Control Act Wrapper
	Message Type

	SET_RESOURCE_PERMISSIONS_INUK01
	MCCI_MT010101UK12
	MCAI_MT040101UK03
	setResourcePermissionsRequest

	MCCI_IN010000UK13
	MCCI_MT020101UK12
	MCAI_MT040101UK03
	MCCI_MT020101UK12

	GET_RESOURCE_PERMISSIONS_INUK01
	MCCI_MT010101UK12
	QUQI_MT050000UK01
	getResourcePermissionsRequest

	GET_RESOURCE_PERMISSIONS_RESPONSE_INUK01
	MCCI_MT020101UK12
	QUQI_MT030101UK03
	getResourcePermissionsResponse

	HAS_RESOURCE_PERMISSIONS_INUK01
	MCCI_MT010101UK12
	QUQI_MT050000UK01
	hasResourcePermissionsRequest

	HAS_RESOURCE_PERMISSIONS_RESPONSE_INUK01
	MCCI_MT020101UK12
	QUQI_MT030101UK03
	hasResourcePermissionsResponse


ACS Wrappers and Control Acts
11.5 Interface Elements

11.5.1 Common Elements
	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Permissions
	Element
	Permissions
	1
	Details of the permissions to be set


11.5.2 Set Resource Permissions
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Figure 1 – Set Resource Permissions
11.5.2.1 Set Resource Permissions
	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Permissions
	Element
	Permissions
	1
	Details of the permissions to be set


11.5.2.2 Permissions

Class representing the permissions to be set.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Resource Context
	Element
	II
	1
	Unique identifier for the context of the update request.

e.g. NHS number for the summary care record for which the permissions relate.

The root element identifies the NHS patient numbering scheme represented by OID 2.16.840.1.113883.2.1.4.1.

The extension contains the actual NHS number.

	Access Control Assertion
	Element
	Access Control Assertion
	1..*
	One or more sets of access controls to be asserted.
Note: The Spine cannot guarantee the order or update when multiple access control assertions are present in a single request. Therefore, multiple permission changes to the same resource and function combination must be sent via separate requests.


11.5.2.3 Access Control Assertion

Class representing the permissions to be set.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Permission
	Element
	Enumerated String
	1
	A code representing the permission to be set. Possible values are:

“Yes”

“No”

“Clear”

	User Data
	Element
	String
	0..1
	User reference data.
When the function context is "Sealing", userdata must carry the UUID of the Sealing Report for the sealing event that sealed this resource.

	Resource
	Element
	Resource
	1
	The resource to which the permission relates.

	Function
	Element
	Function
	1
	The function to which the permission relates.

	Accessor
	Element
	Accessor
	0..1
	The accessor to which the permission relates. May only be omitted if the permission is Clear.


11.5.2.4 Resource

Class representing the resource to which the permission relates.
	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Type
	Element
	String
	1
	The type of resource. For example:

“SCR”

“Document Set”

	Id
	Element
	String
	1
	Unique identifier for the resource

e.g. NHS number or document set id


11.5.2.5 Function

Class representing the function for which the permission relates.
	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Context
	Element
	Enumerated String
	1
	A code representing the context of the function. Possible values are:

“Consent”

“Sealing”

	Code
	Element
	Enumerated String
	1
	A code representing the function. Possible values are:

“View”

“Store”

N.B. When ‘Context’ is ‘Sealing’ the ‘Code’ MUST be ‘View’


11.5.2.6 Accessor

Class representing the accessor to whom the permission relates.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Type
	Element
	Enumerated String
	1
	A code representing the type of accessor Possible values are:

“Everyone”

“User Id”

	Accessor Id
	Element
	User or Everyone
	1
	Identifier of the accessor

A choice of either a specific user id or everyone.


11.5.2.7 User

Class representing the User.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Id
	Element
	II
	1
	SDS User Id of accessor.

The root attribute shall contain an OID with the value 1.2.826.0.1285.0.2.0.65.

The extension attribute shall contain the SDS User ID, known in the External Interface Specification as User's Unique Identifier.


11.5.2.8 Everyone

Class representing all users.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Name
	Element
	String
	1
	Fixed value of “Everyone”


11.5.3 Set Resource Permissions Response
The response for the Set Resource Permission request is simply and Application Acknowledgement containing indications of success of failure.
11.5.4 Get Resource Permissions Request
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11.5.4.1 Get Resource Permissions Request

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Access Control Query
	Element
	Access Control Query
	1
	Details of the query criteria


11.5.4.2 Access Control Query

Class representing the query criteria.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Resource Context
	Element
	II
	1
	Unique identifier for the context of the query.

e.g. NHS number for the summary care record for which the query relates.

	Query Criteria
	Element
	Query Criteria
	0..1
	Optional Query Criteria for the query.


11.5.4.3 Query Criteria

Class representing the optional Query Criteria.
	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Function
	Element
	Function
	1
	Function definition to act as a filter on the query

	Resource
	Element
	Resource
	1..*
	Optional resources to act as further filter criteria.


11.5.4.4 Function

Class representing the function for which the permission relates.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Context
	Element
	Enumerated String
	1
	A code representing the context of the function:

“Consent”

“Sealing”

	Code
	Element
	Enumerated String
	0..1
	An optional code representing the function:

“View”

“Store”


11.5.4.5 Resource

Class representing the resource to which the permission relates.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Type
	Element
	String
	1
	A code representing the type of resource. For example:

“SCR”

“Document Set”

	Id
	Element
	String
	1
	Unique identifier for the resource

e.g. NHS number or document set id


11.5.5 Get Resource Permissions Response
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11.5.5.1 Get Resource Permissions Response.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Permissions
	Element
	Permission
	0..1
	The permissions which have been selected by the query, provided that the query was successful.


11.5.5.2 Permissions

Class representing the permissions selected by the query.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Resource Context
	Element
	II
	1
	Unique identifier for the context of the query.

e.g. NHS number for the summary care record for which the query relates.

	Access Control Assertion
	Element
	Access Control Assertion
	0..*
	The set of access control details selected by the query

N.B. When value is default (‘Ask’) this element will not be returned.


11.5.5.3 Access Control Assertion

Class representing the permissions set.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Permission
	Element
	Enumerated String
	1
	A code representing the permission recorded in ACF:

Yes

No

	User Data
	Element
	String
	0..1
	User reference data.
When the function context is "Sealing", userdata will carry the UUID of the Sealing Report for the sealing event that sealed this resource.

	Resource
	Element
	Resource
	1
	The resource to which the permission relates.

	Function
	Element
	Function
	1
	The function to which the permission relates.

	Accessor
	Element
	Accessor
	1
	The accessor to which the permission relates.


11.5.5.4 Resource

Class representing the resource to which the permission relates.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Type
	Element
	String
	1
	A code representing the type of resource:

“SCR”

“Document Set”

	Id
	Element
	String
	1
	Unique identifier for the resource

e.g. NHS number or document set id


11.5.5.5 Function

Class representing the function for which the permission relates.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Context
	Element
	Enumerated String
	1
	A code representing the context of the function:

“Consent”

“Sealing”

	Code
	Element
	Enumerated String
	0..1
	An optional code representing the function:

“View”

“Store”


11.5.5.6 Accessor

Class representing the accessor to whom the permission relates.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Type
	Element
	Enumerated String
	1
	A code representing the type of accessor Possible values are:

“Everyone”

“User Id”

	Accessor Id
	Element
	User or Everyone
	1
	Identifier of the accessor

A choice of either a specific user id or everyone.


11.5.5.7 User

Class representing the User.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Id
	Element
	II
	1
	SDS User Id of accessor.

The root attribute shall contain an OID with the value 1.2.826.0.1285.0.2.0.65.

The extension attribute shall contain the SDS User ID, known in the External Interface Specification as User's Unique Identifier.


11.5.5.8 Everyone

Class representing all users.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Name
	Element
	String
	1
	Fixed value of “Everyone”


11.5.6 Has Resource Permissions
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11.5.6.1 Has Resource Permissions Request

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Access Control Query
	Element
	Access Control Query
	1
	Details of the query criteria


11.5.6.2 Access Control Query

Class representing the query criteria.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Resource Context
	Element
	II
	1
	Unique identifier for the context of the query.

e.g. NHS number for the summary care record for which the query relates.

	Access Control Set
	Element
	Access Control Set
	1..*
	One or more access control sets for which permissions are being requested


11.5.6.3 Access Control Set

Class representing the set of access information for which the permission is to be retrieved.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Resource
	Element
	Resource
	1
	The resource to which the permission relates.

	Function
	Element
	Function
	1
	The function to which the permission relates.

	Accessor
	Element
	Accessor
	1
	The accessor to which the permission relates.


11.5.6.4 Function

Class representing the function for which the permission relates.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Context
	Element
	Enumerated String
	1
	A code representing the context of the function:

“Consent”

“Sealing”

	Code
	Element
	Enumerated String
	1
	A code representing the function:

“View”

“Store”


11.5.6.5 Resource

Class representing the resource to which the permission relates.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Type
	Element
	String
	1
	A code representing the type of resource, for example:

“SCR”

“Document Set”

	Id
	Element
	String
	1
	Unique identifier for the resource

e.g. NHS number or document set id


11.5.6.6 Accessor

Class representing the accessor to whom the permission relates.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Type
	Element
	Enumerated String
	1
	A code representing the type of accessor Possible values are:

“Everyone”

“User Id”

	Accessor Id
	Element
	User or Everyone
	1
	Identifier of the accessor

A choice of either a specific user id or everyone.


11.5.6.7 User

Class representing the User.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Id
	Element
	II
	1
	SDS User Id of accessor.

The root attribute shall contain an OID with the value 1.2.826.0.1285.0.2.0.65.

The extension attribute shall contain the SDS User ID, known in the External Interface Specification as User's Unique Identifier.


11.5.6.8 Everyone

Class representing all users.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Name
	Element
	String
	1
	Fixed value of “Everyone”


11.5.7 Has Resource Permissions Response
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11.5.7.1 Has Resource Permissions Response.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Permissions
	Element
	Permission
	0..1
	The permissions which have been selected by the query, provided that the query was successful.


11.5.7.2 Permissions

Class representing the permissions returned.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Resource Context
	Element
	II
	1
	Unique identifier for the context of the query.

e.g. NHS number for the summary care record for which the query relates.

	Access Control Assertion
	Element
	Access Control Assertion
	1..*
	The set of access control details returned by the function.


11.5.7.3 Access Control Assertion

Class representing the permissions set.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Permission
	Element
	Enumerated String
	1
	A code representing the permission recorded or determined by the default policy:

Yes

No

Ask

	User Data
	Element
	String
	0..1
	User reference data.
When the function context is "Sealing", userdata will carry the UUID of the Sealing Report for the sealing event that sealed this resource.

	Resource
	Element
	Resource
	1
	The resource to which the permission relates.

	Function
	Element
	Function
	1
	The function to which the permission relates.

	Accessor
	Element
	Accessor
	1
	The accessor to which the permission relates.


11.5.7.4 Resource

Class representing the resource to which the permission relates.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Type
	Element
	String
	1
	A code representing the type of resource, for example:

“SCR”

“Document Set”

	Id
	Element
	String
	1
	Unique identifier for the resource

e.g. NHS number or document set id


11.5.7.5 Function

Class representing the function for which the permission relates.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Context
	Element
	Enumerated String
	1
	A code representing the context of the function:

“Consent”

“Sealing”

	Code
	Element
	Enumerated String
	1
	A code representing the function:

“View”

“Store”


11.5.7.6 Accessor

Class representing the accessor to whom the permission relates.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Type
	Element
	Enumerated String
	1
	A code representing the type of accessor Possible values are:

“Everyone”

“User Id”

	Accessor Id
	Element
	User or Everyone
	1
	Identifier of the accessor

A choice of either a specific user id or everyone.


11.5.7.7 User

Class representing the User.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Id
	Element
	II
	1
	SDS User Id of accessor.

The root attribute shall contain an OID with the value 1.2.826.0.1285.0.2.0.65.

The extension attribute shall contain the SDS User ID, known in the External Interface Specification as User's Unique Identifier.


11.5.7.8 Everyone

Class representing all users.

	Schema Element
	Element Type
	Value Type
	Cardinality
	Notes

	Name
	Element
	String
	1
	Fixed value of “Everyone”
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