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1.1. Introduction

This addendum to the PSIS and CDA Domains Technical Compliance Specification documents standard processes for sending and querying HL7v3 CDA (clinical) documents, according to the following flows:

1. Clinical Domain Master Process (Start here)

2. Send Document (to any type of recipient)

3. Retrieve data from PSIS

4. Retrieve latest version of document
5. Process PSIS response (Originator)

6. Process primary/copy recipient response (Originator)

Specific response codes are listed here also, which provide not only the reason(s) leading to each response but also what remedial action a system receiving a specific response should take. The response codes listed here are the result of a significant simplification of PSIS responses following the Early Adopter Programme. All response codes are also listed in EIS11 as part of that specification’s Error Codes Baseline [Ref.12].
It is intended that this addendum answers any exception-handling questions for suppliers building against PSIS. Additional guidance is provided for those systems receiving clinical information directly from another Spine-accredited system in the Clinical Messaging – Receiver Requirements (NPFIT-FNT-TO-DSD-0135). 
Not all sections apply to all systems and the applicability of each section is highlighted throughout the document.
This is a generic document that covers multiple types of system. In all cases the specific requirements for that type of system in the relevant SCR baseline take precedence over this document.

1.1.1. Process Flows: Notes to readers

Process flows within this section are replicated from a CASE tool. As such they follow an industry-standard representation. The following aspects of these flows merit further explanation:

1. A Link symbol (two links in a chain) within a box should be interpreted as ‘expanded in a separate process flow’. All related flows are shown here (see above).

2. Unique IDs for each step (action and merge steps) are not significant, in that they do not affect the process in any way. Examples are [ERRxxxACT] and Mergeyyy, where xxx and yyy are unique 3-digit numbers. These may be used as reference in any comments/queries, however their origin is internal to the CASE application which generated them. 

1.1.2. Notes for systems only sending and retrieving GP Summaries
This document also highlights possible errors when using the PSIS query interface and sending any document to PSIS. It also covers the error handling scenarios for CDA documents, which can also include Peer-to-Peer process flows, 
Those suppliers implementing the GP Summary Sending or GP Summary Retrieval SCR baselines should note that:

1. The process flows assume the use of the Access Control Service on Spine to centrally record patient consent. It is recognised that GP Summary Sending systems will be migrating from a position of recording consent locally.
2. GP Summary Sending systems will use MIM 4.2 to send GP summaries. These GP summaries can be retrieved using the MIM 7.2.02 PSIS query interface. MIM 7.2.02 is now the preferred PSIS query interface and the only one that should be used for new implementations of GP Summary Sending systems.
3. GP Summaries can only to be sent to PSIS. GP Summary Sending and GP Summary Retrieval systems will not initially use the PSIS interfaces pertaining to sending and receiving CDA documents Peer-to-Peer. The flows and errors listed for these will not apply unless these systems have also implemented Peer-to-Peer functionality.

4. GP Summaries cannot be sealed. GP Summary Sending and GP Summary Retrieval systems will not need to implement the parts of the flows and errors associated with this.
5. GP Summaries are sent in the background by GP Summary Sending systems. Any reference to previewing a document prior to sending applies only to CDA documents.

1.1.3. Peer-to-Peer Messaging

“Peer-to-Peer” refers to NHS organisations transferring information between each other directly (as opposed to uploading / downloading information from a National System). For example, a hospital sending a Discharge Summary to a GP.

For the purpose of this document the terms “Peer-to-Peer” and “Point-to-Point” are equivalent. Peer-to-Peer messaging in the context of this document is via TMS. A document sent Peer-to-Peer may also be sent to PSIS.

The use of the terms “primary recipient”, “direct recipient” and “copy recipient” implies a Peer-to-Peer interaction.

1.2. Process Flows

1.2.1. Clinical Domain Master Process

This process outlines a generic process that all systems must follow.
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1.2.1.1. Endstate Descriptions – Clinical Master Process

	Endstate
	Description

	Could not get patient demographics
	In this state, systems may continue to access the summary care record (read only) through the use of patient-verified local demographics data (i.e. cached PDS data), with a locally-held SCN (indicating that the demographics has been synchronised in the past).

	Could not get resource permissions
	In this state, the local system is not able to proceed with access to the summary care record. Direct (Primary, Copy recipient) communications may continue. 

	End of Process
	No further actions required.


1.2.2. Send Document (all recipients)

This process covers sending to PSIS which is pertinent to all systems. It also covers the additional steps for sending CDA documents both to PSIS and Peer-to-Peer.
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1.2.2.1. Endstate Descriptions – Send Document

	Endstate
	Description

	Nothing to Replace
	This is a logically inconsistent state where no further action is required (A local system wants to replace something it doesn’t know about).

	Document Withdrawn
	The document retrieved as the latest version in a document set is a nullify document; the document set has been withdrawn. No further updates can be made to this document set.

	Could not retrieve latest document version
	See also “Endstate Descriptions – Retrieve Latest Version of Document”. 

Local process must stop. The application/user is attempting to update a document which has been updated since the document was last queried/updated by the local system. As the latest version cannot be retrieved, the local system cannot update it. If appropriate, the local user may be offered the option to create a new document. This would not be appropriate if: the document to be updated contained erroneous or clinically unsafe information; or the document was to be withdrawn.

	No documents sent
	A document has been constructed but no documents have been sent, on account of no recipients being specified. The user may be presented with the opportunity to go back to constructing, or adding recipients to, the clinical document.

	Could not set access controls
	The document to be sent is marked as requiring a new access control, but it is not possible to set the appropriate permissions in the access control service.  In this scenario, either:
1. The access controls must be queued for sending by the local application, along with the document, when the ACS becomes available (note: Access controls must be sent before the document), or 

2. The user may be redirected back to editing the document to remove the sensitive information prior to sending the document.

	Success: [document] sent to PSIS
	Successful completion of this branch of the flow (Send to PSIS).

	Success: [document] Sent Point-to-Point
	Successful completion of this branch of the Peer-to-Peer flow (Send to primary or copy recipient).

	Failure: Error sending point-to-point (No user action). 
	A problem has arisen which makes delivery of the message to a selected direct recipient (Peer-to-Peer) impossible. This is typically an application fault at the recipient.

	Failure: Error sending point-to-point (contact local support)
	A document has not been sent Peer-to-Peer to a direct (primary, copy) recipient for a permanent technical reason likely to be an application failure, possibly locally.  The fault has been escalated to local application support.

	Failure: Error sending to PSIS (Contact local support)
	A document has not been accepted by PSIS because of a permanent local application error. Process stops and local support process is invoked.

	Failure: Error sending to PSIS. No further action required
	A document has not been accepted by PSIS because of an irresolvable problem with the request, for example an attempted security violation. See Note 3, below.

	Restart Business Process
	A logical inconsistency on PSIS has occurred which may be remedied by local action (new UUIDs etc).


1.2.2.2. Notes
1. Flows are independently managed on a per-recipient basis, and not as a single transaction. They are not rolled back in the case of individual flows failing.

2. The asynchronous behaviour of this process is driven by the messaging architecture (see (1) above): as responses to messages are sent independently, to PSIS and/or other Spine-accredited systems, the process waits for each message response to come back asynchronously. These responses need to be processed asynchronously and may involve a local application user. (This process therefore assumes an ‘Inbox’ capability, or equivalent metaphor, in a local system).

3. If all recipients fail for a document, for which access controls have been set, then those access controls may be allowed to persist in the access control service (they will remain unused).

4. Should a local system/user be attempting to update a document within a patient’s record which was sent prior to that patient dissenting from having a Summary Care Record, then that patient record (on the SCR) will become out of sync with known information at the local system level. There is no requirement for systems to take any special action in this circumstance.
5. Should a local system have been sent a document – or retrieve a document from PSIS – containing clinical errors, and that patient has more recently dissented from having a Summary Care Record, then there is at present no requirement for that clinician to contact the Clinical Back Office.

1.2.3. Retrieve Clinical Data from PSIS
NB: This flow is for systems that are not accredited to manage Consent checks.  It does not cover the case of system retrieval for the purposes of maintaining a local cache of SCR clinical information.
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1.2.3.1. Endstate Descriptions – Retrieve Clinical Data from PSIS

	Endstate
	Description

	Failure: Cannot Query PSIS
	A patient has dissented from having a Summary Care Record on PSIS and therefore the service must not be queried. This must be reported to the local application user.

	No PSIS documents retrieved
	PSIS will not return documents, for systems that are not accredited to undertake their own consent processing, where the patient’s SCR Consent status indicates that the patient wishes to be asked for their permission to view SCR content.  In this case, no attempt has been made to query PSIS since no access reason has been supplied by the user.

	Retrieval Finished
	No further user or system actions. 


Notes
1. This process includes a reference to being able to mark a document as incorrect (Nullify). This process only applies to CDA documents. The process of nullifying a CDA document may be undertaken by either a direct (primary, copy) recipient or by a system retrieving a CDA document from PSIS.  There are constraints on who can nullify a CDA document dependant on the document type and whether the user’s organisation is the same as the originator (see PSIS and CDA Domains Technical Compliance Specification – Ref 1).  Primary/copy recipient behaviour is not shown here (see Clinical Messaging Receiver Requirements, NPFIT-FNT-TO-DSD-0135 for specified behaviour). Nullify documents, used for withdrawing a clinical document from use and/or flagging the document for replacement (as a new document) from the originating organisation, should be sent point-to-point to all original recipients and originator, in order to propagate the withdrawal to all users of this data with minimum latency. The nullify document contains a reason code and free text field which a local application/user should use to explain why the original document is being withdrawn. See the MIM for further details.

1.2.4. Retrieve latest version of document

This is a generic retrieval process for any type of document. However Set ID is only applicable to CDA documents.
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1.2.4.1. Endstate Descriptions – Retrieve Latest Version of Document
	Endstate
	Description

	Failure: Patient has dissented from having [a SCR]
	A local system may not query the PSIS SCR for a patient, should that patient have dissented from having a SCR (expressed in ACS permissions). Process stop.

	No PSIS documents retrieved
	PSIS will not return documents, for systems that are not accredited to undertake their own consent processing, where the patient’s SCR Consent status indicates that the patient wishes to be asked for their permission to view SCR content.  In this case, no attempt has been made to query PSIS since no access reason has been supplied by the user.

	Success
	Latest version of document retrieved from PSIS and cached locally. 

	Failure: could not retrieve document from PSIS
	PSIS not able to respond with document requested.


1.2.5. Process Response from PSIS (Originator)

This describes the generic error handling process for error responses received from PSIS. All systems that query or update PSIS must follow this process but not all errors are pertinent to all systems.
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1.2.5.1. Endstate Descriptions – Process Response from PSIS
	Endstate
	Description

	Success
	Successful response received (see response table: a successful PSIS Query response contains no response ‘code’, whereas an update will return an appropriate ‘success’ code in the application acknowledgement. 

	Failure: replacement version error
	A PSIS update has failed because the update was attempting to make an update which would create a logical inconsistency in the information model. (i.e. replacement of a replaced document). 

	Failure: retry sending to PSIS
	PSIS request has failed but may be retried.

	Failure: restart business process
	The parent process must restart at an appropriate point, dependent on response returned (i.e. 5-digit detailed response).

	Failure: contact local support
	A system-level error, either within the PSIS service or within the local application, has occurred. This is cannot be retried so must be escalated with local application support. This must be reported to the user, and should also be reported directly (either through communication or logs) to the local support process. 

	Failure: no further action
	The context of the request is such that there is no system error but the request is denied by the service. An example would be an attempted security violation from the local user.


Notes
1. This process relies heavily on the information contained in section 1.4.2, “PSIS Responses”.
2. All failure states may result in the error being reported to the user (this includes the ‘no further action’ endstate, which may report the reason why it is not possible to retry the request). 

1.2.6. Process Primary/Copy recipient response (Originator)

This process described the error handling for systems that send or receive documents Peer-to-Peer only.
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1. This process focuses on the correct interpretation of response codes as defined in section 1.4.3, “Primary and Copy Recipient Clinical Domain Messaging”.

2. All failure states may result in the error being reported to the user (this includes the ‘no further action’ endstate, which may report the reason why it is not possible to retry the request). 

1.2.6.1. Endstate Descriptions – Process Primary/Copy recipient Response

	Endstate
	Description

	Success
	Successful response received

	Failure: replacement version error
	Sending a document update has failed because the update was attempting to make an update which the destination application believes would create a logical inconsistency in the CDA information model. (i.e. replacement of a replaced document). 

This does not force the withdrawal of the same document from PSIS. Process stop.

	Failure: retry sending to recipient
	The document failed to be delivered to the destination application, but may be retried.

	Failure: restart business process
	The parent process must restart at an appropriate point, dependent on response returned (i.e. 5-digit detailed response).

	Failure: contact local support
	A system-level error has occurred, either within the local or remote application, This cannot be retried so must be escalated with local application support. This must be reported to the user, and should also be reported direct (either through communication or logs) to the local support process.  The business process must use alternative communication methods.  The sending system should provide support for this, e.g. by allowing the content to be printed, or faxed, or sent as an email attachment.

	Failure: no further action
	The context of the request is such that there is no system error but the request is denied by the service. An example would be an attempted security violation from the local user.


Notes
1. This process relies heavily on the information contained in section 1.4.3, “Primary and Copy Recipient Clinical Domain Messaging”.

2. All failure states may result in the error being reported to the user (this includes the ‘no further action’ endstate, which may report the reason why it is not possible to retry the request). 
1.3. Guidance on Managing Responses from Multiple Recipients
The Sender of a document Peer-to-Peer is responsible for managing the coordination of actions necessary to resolve situations where a Clinical Document has been sent to multiple recipients, and one or more of the recipient systems either does not return a response, or returns an error response.

This section provides guidance.  It is the supplier’s responsibility to ensure that appropriate system actions are taken, and that appropriate system support to users is provided, for each condition that could occur. 

This section is only applicable to systems capable of sending CDA documents Peer-to-Peer. 

1.3.1. Actions to be supported

The sending system must provide facilities that allow users to take appropriate action to cover the cases where it is not possible for the system to determine what action to take.

The system may determine that the following action should be taken:

· Do nothing (a special case);

· Resend the same message to one or more recipients;

· Invoke the local support process.

The user may require one or more of the following options to be taken:

· Send a replacement message to a (potentially new) list of multiple recipients;

· Withdraw (Nullify) the Clinical Document from all recipients that have accepted the document;

· Send a new Clinical Document to a (potentially new) list of multiple recipients;

· Invoke alternative communication plans.

Systems must provide support for these actions.

1.3.2. Dependencies
When managing responses from multiple recipients, the actions to be taken will depend on:

· Whether all systems return the same response or whether different responses are returned by different recipients.

· Whether PSIS is one of the recipients and has returned success.

· Whether the issue can be resolved by the user in a timely fashion or not.

The actions must be consistent with the existing rules that are stated in full in the compliance specifications including:
· If a Clinical Document is Nullified, the nullification must be sent to all recipients that successfully processed any version of that Clinical Document.

· Similarly, if a Clinical Document is Replaced, the replacement must be sent to all recipients that successfully processed any version of that Clinical Document.

· When a document is sent, the content must be identical for all recipients.  (This includes the content that lists the primary and copy recipients.)
The actions must take into account the constraints that the current version of PSIS imposes with regard to replacement rules.  The current constraints are:
1. When replacing or withdrawing (nullifying) a Clinical Document, the particular document being replaced must have been received successfully by PSIS. (This is described in Section 3.2.3.1 of Ref 1.) 

1.3.3. Examples of Actions to be taken

The following is a set of examples of the types of actions that are appropriate for various conditions.
1.3.3.1. Condition: Document Already Processed

In the circumstance that the message is rejected as a duplicate message (Detected Issue codes “401” with “30132”.), or a duplicate document (Detected Issue codes “410” with “41003”.), and it was indeed intentionally sent more than once, then the error condition does not require any further action to be taken.
(This condition may occur when no response was received from the first message sent, and the message is re-sent but the message had actually been processed.  The second attempt would return this condition.)

1.3.3.2. Condition: No Response
If no acknowledgement is received (no ebXML ack), then the message should be automatically retried for those recipients for which this is the case.
1.3.3.3. Condition: Retries Expired
If message retries continue to get no response, then it will be necessary for alternative communication methods to be used.
1. It is necessary to use an alternative communication method for the failing recipient(s). The system should provide support for this.

2. Since the list of recipients in the Clinical Document does not match the list of recipients that have received the Clinical Document, a new version should be produced with the reduced list of recipients, excluding the failed recipient(s), and this should be sent all the recipients that accepted the message.

1.3.3.4. Condition: Validation Error
The condition may arise where some systems accept a Clinical Document as valid, and others may reject the same message as invalid.  If this is a technical validation error, Detected Issue code “400” will be returned.  If it is a clinical validation error, then some other form of communication will have been used to inform the sender.
On detection of this condition, local support will be needed to determine the cause of the problem.  The user must also have been informed.

The cause may be either:

A. The Message is valid, but the validation by the rejecting system(s) is incorrect.

B. The Message is invalid (therefore the sending system is at fault) but some systems have not detected this and have accepted the message.

Cause not Determined

If the cause is not determined within an acceptable time period, the user should:
1. Withdraw the message.  The system should provide the set of recipients for which the message must be withdrawn – i.e. all those that provided a successful response, or for which no response has been received.

2. Use alternative communication methods (e.g. paper, email).  The system should provide as much support for this as possible.
Document is Valid

If the cause is determined to be that the validation error is incorrect and the document is indeed valid:

1. It is necessary to use an alternative communication method for the failing recipient.

2. Since the list of recipients in the Clinical Document does not match the list of recipients that have received the Clinical Document, a new version should be produced with the reduced list of recipients, excluding the failed recipient(s), and this should be sent all the recipients that accepted the message.

Document is Invalid

If the document is found to be invalid (meaning that there is a fault in the Sending system), the Sending system must be able to:

1.   Withdraw the message from all recipients that did not return a failure response.
2.   Provide support for using alternative communication methods to communicate to all recipients.

1.3.3.5. Condition: Patient not Accepted
This condition is where one or more recipients respond with an error for the reason that the patient is not know to the system, and the system does not accept documents for unknown patients.  (Detected Issue codes “410” with “41002”.)

The sending system must be able to:
1. Send a replacement document with a revised list of recipients.

1.3.3.6. Condition: Patient not Valid

If a system has detected that the patient’s NHS Number is not valid, then, assuming that this is (now) the case, the system must be able to:

1. Withdraw the message for all recipients that have accepted the message, or from which no response has been received.
The business process should be restarted at an earlier point with the correct NHS Number.

If the patient is valid, and the system that sent the error is incorrect, then the local support route should be followed to investigate the cause.  In the meantime:
1. Send a replacement document with a revised list of recipients to successful recipients.

2. Use alternative communication methods (e.g. paper, email) to the failed recipient.  The system should provide as much support for this as possible.

1.3.3.7. Condition: Service Failure

Service failures that return detected issue code 500 are not likely to succeed if retried immediately.  The problem is will require investigation prior to resolution.  The sending system must be able to:

1. Retry sending to the failed recipient if advised by support staff.
Or

1. Use alternative communication methods to the failed recipient.

2. Send a replacement document with a revised list of recipients to successful recipients.

1.4. Handling Clinical Messaging Responses
1.4.1. Response Codes
The following sections define local system behaviour on receipt of the response from both to PSIS and  other registered endpoints (primary and copy recipients for Peer-to-Peer) within the NHS estate. 

All responses to sending clinical documents will contain a 3-digit and zero or more 5-digit codes, each encoded as a detectedIssueEvent within the ControlAct (MCAI_MT040101UK03) of an Application Acknowledgement (MCCI_IN010000UK13).  Systems receiving an application acknowledgement must examine both ‘detectedIssueEvent’ objects included in that message to retrieve the three-digit response code as listed below, and take the action prescribed. 

PSIS responses will use the following OID for both categories of error response (the same for both 3-digit and 5-digit responses): 2.16.840.1.113883.2.1.3.2.4.17.33. 

Direct (Primary, Copy) clinical document recipients for Peer-to-Peer documents use a different OID for 3-digit codes and 5-digit codes: 2.16.840.1.113883.2.1.3.2.4.17.227, as specified in the MIM. 

Most three-digit response codes have a prescribed action which does not require inspection of the 5-digit code. Where this is the case, the 5-digit code can be ignored by the receiving system. For each of the three-digit codes which require further detail to determine the action, a separate detailed actions table are given on the basis of the 5-digit codes. 

When sending a document, a ‘success’ response is coded as a single 3-digit response, with no corresponding 5-digit code, as per the following response code tables.

In PSIS Query, response codes will be returned in the control act of the query response message. In PSIS Query, success (standard three-digit code, ‘200’) will not be returned as part of the control act of the query response.  It is worth noting that a detectedIssueEvent for ‘no data’ will be returned (three-digit code, ‘210’) which should also be counted as a successful outcome (See the table for this, and further details). 
1.4.1.1. Important Notes
The codes specified here are correct from the 2008-B (MIM7.2.02 / EIS11.6) release of the Spine, deployed April 2009. NHS Connecting for Health requires that suppliers use the relevant response codes in this document, which are the same as those in the EIS11 Error Base, and not those in previous releases. 

It is not expected that this set of codes and behaviours will be altered in subsequent Spine releases; however, systems should invoke a default behaviour (e.g. refer to support) if an unexpected code is encountered.
1.4.2. PSIS Responses

1.4.2.1. High Level (three-digit) Codes

	3-Digit Response Code
	Display Name
	Description
	Action
	Detected Issue Qualifier - Severity
	Ack Type

	200
	Success
	Success. Not returned from PSIS Query (Domain update messages only).
	Follow normal process flow.
	 
	AA

	210
	No data found
	Successful query with warning that record queried is empty or has no records fitting the query filter criteria
	Follow alternative process flow.
	WG
	AE

	400
	Invalid Request
	Invalidly formatted request.  Local software problem (Unlikely to be resolvable at runtime)
	Invoke local support process.
	ER
	AE

	401
	Duplicate Message ID
	Duplicate message UUID encountered within the last 24 hours and processed successfully. A message with this UUID has been successfully stored. Either 
1. a duplicate message has been sent from the local system, or 
2. the ID has already been used by another system
	If (1) successful response received for this message, then this may be ignored (success). 
If (2) then defer to local support (requires central investigation).
	ER
	AE

	410
	Logical inconsistency
	Business condition related to PSIS which prevents the action being performed by PSIS e.g. Patient is merged.
	Restart process flow at an appropriate point. Take action dependent on 5-digit code
	ER
	AE

	420
	Action denied by Access Control
	Business condition related to access control  which prevents the action being performed by PSIS e.g. No LR exists for this URP ID and patient / patient dissent / document sealed
	Inform user. Take action dependent on 5-digit code.
	ER
	AE

	430
	Invalid Update
	Attempt to replace or withdraw a document that is already replaced or withdrawn.
	Reassess update. Query latest document Id in set, or query latest GP summary for Id to update.
	ER
	AE

	500
	System Error- no retry
	System Error with the PSIS Service – It is not possible to retry the message/request
	Needs central investigation
	ER
	AE

	501
	Message Type not supported (deprecated)

	Message Type of the payload is not supported. The message sent cannot be processed by the SPINE.
	Invoke local support process.
	ER
	AE

	502
	Service Not Available
	Service Not Available
	This can only be received from a Query. The local system / user may choose to retry when the service is available.
	ER
	AR

	503
	Service not available


	Service Not Available (Deprecated)
	This occurs for update failures caused by database failover. This will be retried internally within the SPINE and should not be seen by end-systems
	ER
	AE

	504
	Rejection during failover


	Rejection during failover (Deprecated)
	This can only be received from a query and is caused by database failover. The sender should check service status and retry 3 times when service is available.
	ER
	AE

	505
	Version not implemented
	Not Used (Deprecated)
	 
	ER
	AE

	506
	System error- Retriable
	Not Used (Deprecated)
	 
	ER
	AE


Key: Deprecated Codes
1.4.2.2. PSIS Response code 410: Detailed (5-digit) Response Actions

	3-digit Error Code
	5-digit Source Code
	Error Text
	Description
	Action / Remediation
	Supported From 
MIM

	410
	30112
	30112 - Event operation ''{0}'' failed. Details: ''{1}'' 
	There was a problem creating an event (as part of Create Event or Replace Event processing). 
	Restart process. Check NHS number, and that the document to be replaced exists. 
	MIM4.2

	410
	30134
	30134 - Duplicate event with eventId ''{0}'' and nhsNumber ''{1}''.
	Attempt made to insert an event that already exists
	Restart process. Check existing document on PSIS.
	MIM4.2

	410
	30142
	30142 - Duplicate document with docId {0} and nhsNumber {1}.
	The document with this document identifier has already been stored in PSIS
	Check that the document UUID is correct
	MIM4.2

	410
	30307
	30307 - The NHS Number has been merged.
	Local (and PDS) records indicate that NHS# included in document has been merged with another record.
	Report to user. 

This extremely rare occurrence may only happen if a patient has been merged between identifying a patient on PDS and sending the clinical document (to PSIS or point-to-point).
	MIM4.2

	410
	30308
	30308 - The Case status is Normal but the Event id ''{0}'' does not exist. 
	This message occurs when attempting to access an event which does not exist.
	Verify the document UUID being requested.
	MIM4.2

	410
	30317
	30317 - Unique constraint violated. ''{0}'' 
	This message occurs when a unique constraint is violated when adding data to a table. 
	Not restartable. Local investigation required.
	MIM4.2

	410
	30318
	30318 - ''{0}'' - database error was ''{1}'' 
	This message occurs when an integrity constraint was violated when adding data to a table 
	Not restartable. Local investigation required.
	MIM4.2

	410
	30333
	30333 - Document Set Mismatch - Source Doc Set ({0}) does not match Target Doc Set({1}).
	An unexpected error occurred relating to the mismatch in document set ids.
	Not restartable. Local investigation required.
	MIM6.2

	410
	30340
	30340 - CSMP Pattern Not Found for Event ({0}).
	An unexpected error occurred. A document was expected to be a CSMP document but was found not to be of this type. MIM4.2 client attempting to retrieve a CDA document by UUID.
	Not restartable. Local investigation required.
	MIM4.2

	410
	30344
	30344 - More than one document satisfied the query criteria for supplied SetID [{0}]
	An unexpected error occurred when querying documents with a given Set ID.
More than one document has been returned in a query requesting the latest document in a document. This can occur if duplicate document set ids have been used for documents that are not part of the same replacement chain.
	Invoke local support process. Requires central investigation (Clinical Back Office).


Query by document UUID will retrieve each document. Document List query by setId will return the IDs of all normal document state, non-DQ nullfiied state documents within the given document set.
	MiM6.2

	410
	30361
	[PSIS-30361] - More than one document satisfied the query criteria for supplied SetID [{0}]
	Used in Query Requests, when retrieving compressed documents by SetId, and more than one matching document is found.
	Needs central investigation.
	MiM7.2


1.4.2.3. PSIS Response Code 420: Detailed (5-digit) Response Actions
	Error Code
	Source Code
	Error Text
	Description
	Action
	Supported From 
MIM

	420
	30401
	30401 - PQR-01 - No Legitimate Relationships exist for the query originator ''{0}'' 
	A query message has been sent to PSIS with a userRoleProfileID that does not have a legitimate relationship within ACF to the patient that is being queried. This is the equivalent of error code 30416, which is for updates rather than queries. 
	Report to user that no legitimate relationship exists between the user and the patient. 
	MIM4.2

	420
	30402
	30402 - PQR-02 - No explicit Service User Consent exists for Sharing of this record 
	A message has been sent to PSIS for a patient that has not consented (within ACF) to having their records retrieved via PSIS. 
	Report to user that the patient has dissented to share their record. Possible to override this form of dissent with correct role and reason.
	MIM4.2

	420
	30405
	30405 - PQR-05 - The user's RBAC does not permit access to any of the response data 
	A message has been sent to PSIS with a userRoleProfileID that does not have the RBAC (role based access control) flags required for the message (either the "Read PSIS" role, or the "Write PSIS" role, depending on whether the message is a query or an update, respectively). 
	Report to user that their role does not permit the requested action.
	MIM4.2

	420
	30416
	30416 - PQR-01 - No Legitimate Relationships exist for the request originator ''{0}'' 
	An update message has been sent to PSIS with a userRoleProfileID that does not have a legitimate relationship within ACF to the patient that is being updated. This is the equivalent of error code 30401, which is for queries rather than updates. 
	Report to user that no legitimate relationship exists between the user and the patient. 
	MIM4.2

	420
	30418
	30418 - ACF does not permit access to resource
	The resource is sealed from access by ACF
	Report that user has dissented from having information stored in a shared care record. No further action possible with record in this state.
	MIM4.2


1.4.3. Primary and Copy Recipient Clinical Domain Messaging
1.4.3.1. Sender and Receiver Responsibilities for Peer-to-Peer
The following table illustrates scenarios generating error responses from a system receiving (pushed) a clinical document across Spine, from a source system. Illustrative examples are

· Acute Hospital Trust to PCT (GP) message, i.e. discharge, outpatient, or emergency department reports;

· Mental Health Care Programme Approach being sent to Care team members (across organisation boundaries). 
1.4.3.2. Peer-to-Peer Response Codes

The code system associated with the codes listed below, including both the 3-digit codes and the 5-digit codes is the OID value “2.16.840.1.113883.2.1.3.2.4.17.227”.
	Error Code
	Source Code
	Severity
	Error Text
	Description / 
Receiving Condition
(Destination)
	Remediation 
(Source)
	P2P Only

	200
	
	AA
	Success
	Success
	Success
	

	400
	30113
	ER
	30113 - Parsing an HL7 document failed. Details: ''{0}'' 
	The HL7 event data passed in to a Create Event or Replace Event message is malformed or invalid in some way. Details of how it is incorrect should be included in the displayText. 
	Report to local support. May require communication with recipient solution provider should it be provably a problem with that system (Requires local investigation)
	 

	400
	30135
	ER
	30135 - The request message must contain either a User Role Profile ID or an Accredited System ID.
	A message was received which did not contain either a User Role Profile ID or an Accredited System ID.  One of these User identification values must be supplied, otherwise a valid Audit record cannot be created and the message will be rejected.
	Report to local support. Source system must provide this information as part of the message.
	 

	400
	30138
	ER
	30138 - The request message contained a Code System of ''{0}'' for Event/Document  Type ''{1}'', which is not valid.
	Mismatch between codeSystem used for an attribute and expectation according to local parser. May be caused by version incompatibility. Report to local support.
	Report to local support. 
	 

	400
	35010
	ER
	35010 - Unique Identifier for Focal Act was not present
	The Focal Act ID GUID for the clinical payload was missing from this message.
	Report to local support. Application should be sending message iwhich includes UUID (DCE GUID) for the Focal Act.
	 

	400
	35020
	ER
	35020 - Unique Identifier for the Focal Act being replaced was not present
	The message payload indicated that this is a ‘replacement’ message but the Focal Act GUID to be replaced was missing from the message.
	Report to local support. Application should be sending message iwhich includes UUID (DCE GUID) for the Focal Act.
	 

	400
	35030
	ER
	35030 - Unique Identifier for the Focal Act being withdrawn was not present
	The message payload indicated that this is a ‘withdrawal’ message but the Focal Act GUID to be withdrawn was missing from the message.
	Report to local support. Application should be sending message iwhich includes UUID (DCE GUID) for the Focal Act.
	 

	400
	35040
	ER
	35040 - Unique Identifier for the message was not present
	The message GUID was missing from the message.  (Note: this error is more likely to be detected by TMS and this error is unlikely to be seen by an end-user system.
	Report to local support. Application should be sending message with a a DCE GUID unique identifier (UUID).
	 

	400
	35050
	ER
	35050 - The NHS number (i.e. the recordTarget) was not present.
	The message payload was incorrectly formatted and omitted the NHS Number identifier that this message relates to.
	Report to local support. Application should send message including a valid format NHS Number
	 

	400
	35060
	ER
	35060 - The codeSystem value used for the NHS Number was incorrect; Value used was {0}, value required was {1}
	The code system identifier (OID) used to classify this NHS Number was not of the permanent new style (i.e. 10 numeric characters) type.
	Report to local support. Application should use the correct OID value for NHS Number as per the supported MiM(s).
	 

	400
	35110
	ER
	35110 - A value for the  codeSystem for the user role profile is missing or incorrect
	The code system identifier (OID) used to classify the User Role Profile is missing or had an incorrect value in the message payload.
	Report to local support. Incorrect OID used in message sent (to identify URP id).
	 

	400
	35120
	ER
	35120 - Interaction ID identifying this message type is missing
	The message type identifier in the message was missing
	Report to local support. Message type identifier must be included/sent.
	 

	400
	35160
	ER
	35160 - Invalid input message. Mandatory field {0} missing
	The mandatory field indicated in the message is missing from the Control Act or clinical payload
	Report to local support. Mandatory field missing from non-user-driven part of message. 
	 

	400
	35170
	ER
	35170 - Mandatory OID value for the {field} is missing
	The mandatory code system field (OID) indicated in the message is missing from the Control Act or clinical payload
	Report to local support. Mandatory OID missing from message.
	 

	400
	35180
	ER
	35180 - OID value for  {field} is invalid.
	A mandatory code system field (OID) indicated in the message had an unexpected value either in the Control Act or CDA document
	Report to local support. Unexpected codesystem value supplied.
	 

	400
	40001
	ER
	Coded entry {0} reference value {1} not found.
	A Coded entry exists without a matching marked-up text fragment. 

Process document but do not process this coded entry. 
	Report to local support. This should not be a possible outcome of constructing a document.
	Yes

	400
	40002
	ER
	Coded entry {0} contains an invalid code for the supplied codeSystem {1}.  
	Versions of the terminology or vocabulary were out of step.
	Report to local support. Local vocabulary / terminology is not supported at the destination. Check local configuration against TRUD and MIM build.
	Yes

	400
	40003
	ER
	Unexpected Application Acknowledgement received.
	An Application Acknowledgement has been received for a message that is not recorded as originating from this system.
	Report to local support.  Message routing or message management error.
	Yes

	401
	30132
	ER
	30132 - The request message with UUID ''{0}'' for patient record identified by "{1}"  has already been processed.
	A message and/or document with the same UUID has already been received by this recipient (and has been processed). 
	No remediation needed - destination system has correctly identified the duplicate message.
	 

	410
	41003
	ER
	41003 – The Document with UUID ''{0}'' for patient record identified by "{1}"  has already been processed.
	A document with this document Id has already been received and processed by this recipient.
	Report to local support. Local investigation required.
	Yes

	410
	41002
	ER
	41002 - Patient not known here.
	NHS Number supplied is not a patient expected by this endpoint. Receiver checks patient list and does not locate local record with given NHS#.
	Report to user. 

Recheck patient identity and registered GP Practice on PDS. Invoke local support process / escalate to National Demographics Back Office.
	 

	410
	30307
	ER
	30307 - The NHS Number has been merged.
	Local (and PDS) records indicate that NHS# included in document has been merged with another record. 
	Report to user. 

This extremely rare occurrence may only happen if a patient has been merged between identifying a patient on PDS and sending the clinical document (to PSIS or point-to-point).
	

	410
	41004
	ER
	41004 – NHS Number “{0}” is not known or not valid on PDS.
	The NHS Number is not present on PDS or not currently valid on PDS and no superseding NHS Number exists.
	Report to local support. Local investigation required.
	Yes

	410
	30333
	ER
	30333 - Document Set Mismatch - Source Doc Set ({0}) does not match Target Doc Set({1}).
	An unexpected error occurred relating to the mismatch in document set ids.
	Report to local support. Local investigation required.
	

	410
	41001
	ER
	41001 – Insufficient Addressing Specificity.
	Although the structural specification allows it, the type of document sent should not be sent to this type of recipient. (documents may be sent to organisation, site, or user).
	Resolve appropriate addressee locally; readdress document/message to new more specific addressee, resend.
	Yes

	410
	41005
	ER
	41005 – No recipient found for this end-point.
	There is no primary or copy recipient identified in the document that the recipient system recognises as within its scope. 
	Report to local support. Local investigation required.
	Yes

	430
	30326
	ER
	30326 - The event, with eventId ''{0}'' and nhsNumber ''{1}'', has already been withdrawn
	The Document sent is attempting to replace a document which has been nullified. (This should not happen)
	Restart business process (see process flows)
	 

	430
	30327
	ER
	30327 - Parent Document to be replaced is already replaced.
	The Document sent is attempting to replace a document which has been replaced already. (This should not happen).
	Restart business process (see process flows)
	 

	500
	30101
	ER
	Service failure.
	Recoverable error caught in local (destination) application. Could not process this request.
	Report to local support. Local support to follow up with destination site support).
	 

	501
	50101
	ER
	Message Type not supported here
	Message type provided in interaction is not supported by this endpoint.
	Invoke NASP support to fix SDS Accredited system interaction set.
	Yes

	501
	50102
	ER
	Document Type not supported here
	Document type (Snomed -CT® coded within document) not supported by local (destination) system.
	Stop process flow. This document will not be received by this version of the destination application.
	Yes

	503
	50300
	ER
	Destination application  temporarily unavailable.
	Local  (destination) application temporarily unavailable
	Retry message later. 
	 


NB: if a receiving system is able to parse and reliably render the CDA document, then that system must choose on the basis of its capabilities, which coded entries to process. This is made possible within CDA documents through the ‘templateId’ element within each coded entry fragment. Inability to interpret a coded entry is not a reason for flagging an error back to the source of the clinical document/message.
1.4.4. PSIS Error Code Removal and Remapping – Release 2008B 
Note:

Between 2006B and 2008A a number of Error codes became redundant and were removed from the error list.  Between Releases 2008A and 2008B the mapping to three digit codes was changed for a number of the five digit codes.  The details of these changes were documented in version 2.0 of this document, but are no longer relevant and have therefore been removed from later versions. 





































































































































































































































































































































































































































































































































































































































































































































� : Response code #30125 is now classified under high-level code #400
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