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[bookmark: _Toc286130037]1.0 Introduction
[bookmark: _Toc286130038]1.1 Purpose
This document contains business requirements for viewing Summary Care Records, and applies to all suppliers who are including functionality in their products for viewing Summary Care Records.
[bookmark: _Toc286130039]1.2 Requirements Types and Priorities
Requirements are one of three types; Functional, Non-Functional, or a Business Rule.

Each requirement has a priority, which is stated using the keywords MUST, MAY, and SHOULD as described in RFC2119:
- MUST: This word, or the terms "REQUIRED" or "SHALL", means that the definition is an absolute requirement of the specification.
- SHOULD: This word, or the adjective "RECOMMENDED", means that there may exist valid reasons in particular circumstances to ignore a particular item, but the full implications must be understood and carefully weighed before choosing a different course.
- MAY: This word, or the adjective "OPTIONAL", mean that an item is truly optional.  One implementer may choose to include the item because a particular implementation requires it or because the implementer feels that it enhances the implementation while another implementer may omit the same item.  An implementation which does not include a particular option MUST be prepared to interoperate with another implementation which does include the option, though perhaps with reduced functionality.  In the same vein an implementation which does include a particular option MUST be prepared to interoperate with another implementation which does not include the option (except, of course, for the feature the option provides.
[bookmark: 2_0_Overview][bookmark: BKM_823D8AF7_3C9A_4bd7_B1CB_621D92B52D48]

[bookmark: _Toc286130040]2.0 Overview
[bookmark: _Toc286130041]2.1 The Summary Care Record
The Summary Care Record is an electronic record which will give healthcare staff working in urgent and emergency care settings with faster, easier access to essential information about a patient. Patients will also be able to access their SCR using HealthSpace, thus enabling them to have a degree of control of their healthcare and records.
[bookmark: _Toc286130042]2.2 The SCR Consent Preference
For patients wishing to express an SCR Consent Preference, each patient is given the following choice: "Do you want to have a Summary Care Record?"

If the patient chooses to have an SCR, the patient will be given a further choice: "Do you want to be asked for permission to view your Summary Care Record every time healthcare staff need to view it?

The patient's answer to each of these questions will translate into one of three SCR Consent Preference values, which will be recorded against the patient on ACS on the Spine. The three phrases and corresponding ACS values for the SCR Consent Preference are:

1. "The patient does not have a Summary Care Record (has opted out)" - Has an ACS value of "No".
2. "The patient must be asked every time for permission to view their Summary Care Record" - Value is unset on ACS.
3. "The Patient need not be asked for permission to view their Summary Care Record" - Has an ACS value of "Yes".

The default implied value can also be explicitly stated by a patient, and therefore the SCR Consent Preference can be changed from any value to any value, including back to the default value.

The only record affected by a patient's SCR Consent Preference is the patient's SCR; other national and local records for the patient being introduced as part of NHS Connecting for Health are unaffected.

Throughout this requirements document, the term "SCR Consent Preference" is solely referring to the value stored on ACS on the Spine.
    

[bookmark: 3_0_Requirements][bookmark: BKM_BF110931_8D5D_4ceb_9367_E2B92669F958]

[bookmark: _Toc286130043]3.0 Requirements

Overview of all requirements, by section and by requirement number: 
[bookmark: _Toc286130044]3.1 Viewing Summary Care Records
[bookmark: _Toc286130045]CPR.047 Record Patient Details Before Viewing Their SCR
Requirement Type:		«Functional» Requirement 
Requirement Priority:	MUST

Description:
The system MUST only allow users to view the SCR of patients who are recorded locally on the system. As a minimum, the following details SHOULD be recorded on the system: NHS number, Surname, Gender, Date of Birth, and either Forename or Postcode.
													 
[bookmark: _Toc286130046]CPR.039 Viewing a Patient's SCR
Requirement Type:		«Functional» Requirement 
Requirement Priority:	MUST

Description:
Overview

If a patient's SCR Consent Preference is "The patient must be asked every time for permission to view their Summary Care Record", then in normal circumstances the patient must be asked every time for permission to view their SCR. However, in certain circumstances the patient's SCR can be viewed without the patient's permission. These circumstances are:

Clinical reasons:
- Clinical emergency.

Legal reasons:
- Access made in the public interest.
- Access required by statute, including subject access requests made under the Data Protection Act 1998.
- Access required by Court Order.

Requirement

The system MUST provide functionality to view the SCR of any patient whose details have been recorded on the system (see GPS.047), and adhere to the Principles for Implementing Permission to View for the Summary Care Record, which is part of the Compliance Index Baseline.

If a user chooses to view the SCR of a patient whose SCR Consent Preference is "The patient must be asked every time for permission to view their Summary Care Record", then:

- If the user is attempting to view the patient's SCR from within the organisation at which the patient is fully GMS registered (i.e. the user's organisation code in their current role matches the patient's GP Practice Code on PDS), then the patient's permission is not required to view their SCR, and the system MUST allow the user to view the patient's SCR without going through the steps below.
- If the user is attempting to view the patient's SCR from outside the organisation at which the patient is fully GMS registered, then the system MUST query the patient's SCR to establish whether there is any viewable content with the status "Normal", and with a DQ status of either "DQ Normal" or "DQ Suspect".
- If there is not any viewable SCR content for the patient, then the system MUST inform the user that "This patient's Summary Care Record does not currently contain any information". The system MUST not allow the user to view the patient's SCR, and MUST not allow the user to continue any further with this process.
- If there is viewable SCR content for the patient, then the system MUST ask the user "Has this patient given you permission to view their Summary Care Record?". The system MUST display whichever of the following four options the user has the correct RBAC activity for in their current role, and MUST not display any of the following options for which the user does not have the correct RBAC activity in their current role:
1. Yes (View Record) (see CPR.035)
2. No (Access Refused) (see CPR.038)
3. Emergency Access (see CPR.036)
4. Access for Legal Reasons (see CPR.037)

There are only four permissible combinations of the above four options that can be displayed to users:
- 1 and 2 only.
- 1, 2, and 3 only.
- 1, 2, 3, and 4.
- 4 only.

There MUST not be any system limits to how many times a user can choose to view a patient's SCR.
													 
[bookmark: _Toc286130047]CPR.035 Viewing a Patient's SCR - Permission Given
Requirement Type:		«Functional» Requirement 
Requirement Priority:	MUST

Description:
Following on from CPR.039:

- If the user chooses 1. Yes (View Record), then the system MUST allow the user to view the patient's SCR.
- The system MUST allow the user to record optional additional information as free-text.
													 
[bookmark: _Toc286130048]CPR.038 Viewing a Patient's SCR - Permission Refused
Requirement Type:		«Functional» Requirement 
Requirement Priority:	MUST

Description:
Following on from CPR.039:

- If the user chooses 2. No (Access Refused), then the system MUST not allow the user to view the patient's SCR.
- The system MUST allow the user to record optional additional information as free-text.
													 
[bookmark: _Toc286130049]CPR.036 Viewing a Patient's SCR - Emergency Access
Requirement Type:		«Functional» Requirement 
Requirement Priority:	MUST

Description:
Following on from CPR.039:

If the user chooses 3. Emergency Access, then the system MUST display all of the following to the user on a single screen:
- The system MUST Inform the user that: "You are about to access the patient's Summary Care Record even though the patient has not given you their permission. You must have justification for this action, which will be audited and may be investigated". This wording SHOULD be easily and centrally configurable by suppliers to accommodate potential future changes from NHS CFH without the need to redeploy any software.
- The system MUST ask the user to select a clinical reason (from CPR.039) for viewing the patient's SCR without the patient's permission. If there is only one clinical reason available for a user to select (as is currently the case), then the clinical reason MUST already be selected. The reason selected in this step is used in "CPR.043 Alerts for Privacy Officers When Viewing".
- The system MUST allow the user to record optional additional information as free-text.
- The system MUST ask the user to confirm that they wish to proceed.

If the user does not confirm, the system MUST not allow the user to view the patient's SCR, and MUST not allow the user to continue any further with this process. If the user does confirm, then the system MUST then allow the user to view the patient's SCR. 

The clinical reasons are subject to periodic review and change, and therefore MUST be easily and centrally configurable by suppliers to accommodate potential future changes from NHS CFH without the need to redeploy any software.
													 
[bookmark: _Toc286130050]CPR.037 Viewing a Patient's SCR - Legal Access
Requirement Type:		«Functional» Requirement 
Requirement Priority:	MUST

Description:
Following on from CPR.039:

- If the user chooses 4. Access for Legal Reasons, then the system MUST display all of the following to the user on a single screen:
- The system MUST Inform the user that: "You are about to access the patient's Summary Care Record even though the patient has not given you their permission. You must have justification for this action, which will be audited and may be investigated". This wording SHOULD be easily and centrally configurable by suppliers to accommodate potential future changes from NHS CFH without the need to redeploy any software.
- The system MUST ask the user to select a legal reason (from CPR.039) for viewing the patient's SCR without the patient's permission. If there is only one legal reason available for a user to select (as is not currently the case), then the legal reason MUST already be selected. The reason selected in this step is used in "CPR.043 Alerts for Privacy Officers When Viewing".
- The system MUST allow the user to record optional additional information as free-text.
- The system MUST ask the user to confirm that they wish to proceed.

If the user does not confirm, the system MUST not allow the user to view the patient's SCR, and MUST not allow the user to continue any further with this process. If the user does confirm, then the system MUST then allow the user to view the patient's SCR.

The legal reasons are subject to periodic review and change, and therefore MUST be easily and centrally configurable by suppliers to accommodate potential future changes from NHS CFH without the need to redeploy any software.
													 
[bookmark: _Toc286130051]CPR.024 Consent Alert Types
Requirement Type:		«Functional» Requirement 
Requirement Priority:	MUST

Description:
The system MUST use the following Consent Alert Types:

CodeSystem: 2.16.840.1.113883.2.1.3.2.4.17.201    
AlertType Code: 1    
Display Name: SCR access without permission    
Note: Applicable when the patient's SCR Consent Preference is "The patient must be asked every time for permission to view their Summary Care Record".

CodeSystem: 2.16.840.1.113883.2.1.3.2.4.17.201    
AlertType Code: 1    
Display Name: Access for legal reason    
Note: Applicable when the patient's SCR Consent Preference is "The patient must be asked every time for permission to view their Summary Care Record".

Note: The same AlertType Code is sent for different display names to allow for future flexibility of introducing further AlertType codes.
													 
[bookmark: _Toc286130052]CPR.012 Behaviour for Dissenting Patients
Requirement Type:		«Functional» Requirement 
Requirement Priority:	MUST

Description:
It is not possible to override a patient's SCR Consent Preference of "The patient does not have a Summary Care Record (has opted out)" and view their SCR. The system MUST not attempt to do so. This is enforced by the Spine, and attempting to do so would result in an error being returned from PSIS.
													 
[bookmark: _Toc286130053]CPR.043 Alerts for Privacy Officers When Viewing
Requirement Type:		«Functional» Requirement 
Requirement Priority:	MUST

Description:
For each patient whose SCR Consent Preference is "The patient must be asked every time for permission to view their Summary Care Record", the system MUST send one information governance alert to a Privacy Officer in the user's organisation for each unique user who views the patient's SCR without their permission (see CPR.039).

For each clinical or legal override, the system MUST only send one information governance alert regardless of how many times the patient's SCR is subsequently viewed by each unique user within the same period or session.
													   
[bookmark: 3_2_Querying_Summary_Care_Records][bookmark: BKM_C595570F_1F59_4072_AEAF_E8BA76861088]

[bookmark: _Toc286130054]3.2 Querying Summary Care Records
[bookmark: _Toc286130055]CPR.041 Querying a Patient's SCR
Requirement Type:		«Functional» Requirement 
Requirement Priority:	MUST

Description:
The system MUST always check a patient's SCR Consent Preference on ACS on the Spine before querying a patient's SCR.

For patients whose SCR Consent Preference is:
- "The patient does not have a Summary Care Record (has opted out)"
the system MUST not query the patient's SCR.

For patients whose SCR Consent Preference is:
- "The patient must be asked every time for permission to view their Summary Care Record", or
- "The Patient need not be asked for permission to view their Summary Care Record"
the system is able to query the patient's SCR as and when required.

If the patient's SCR Consent Preference cannot be determined (ie. due to a network error, local system error, ACS offline, etc), then the system SHOULD still query the patient's SCR and deal with any errors.
													 
[bookmark: _Toc286130056]CPR.028 System-Initiated Queries
Requirement Type:		«Functional» Requirement 
Requirement Priority:	MUST

Description:
For system-initiated queries for viewing where the user is not going to be shown any SCR content belonging to a patient, then for patients whose SCR Consent Preference is "The patient must be asked every time for permission to view their Summary Care Record", the system MUST query PSIS in the background without users going through the permission to view process (see CPR.039). 

If at any point the system needs to show any SCR content from the system-initiated query to the user, the system MUST go through the permission to view process as usual (see CPR.039).
													 
[bookmark: _Toc286130057]CPR.042 Alerts for Privacy Officers When Querying
Requirement Type:		«Functional» Requirement 
Requirement Priority:	MUST

Description:
For patients whose SCR Consent Preference is "The patient must be asked every time for permission to view their Summary Care Record", there is currently no requirement for a Privacy Officer in a user's organisation to be alerted when the system is executing a system-initiated query of a patient's SCR (see CPR.028).

Note: The reasons for alerting that are not listed in this document are documented in the Alerts domain of the MIM.
													   
[bookmark: 3_3_Stop_Using_the_Consent_to_Share_Flag][bookmark: BKM_77CEE487_3748_416f_90AB_6B17ED232FA8]

[bookmark: _Toc286130058]3.3 Stop Using the Consent to Share Flag
[bookmark: _Toc286130059]CPR.011 Stop Using the PDS Consent to Share Flag for SCR
Requirement Type:		«Functional» Requirement 
Requirement Priority:	MUST

Description:
The system MUST not use the Consent to Share flag in PDS on the Spine for the purpose of the Summary Care Record. This is not used for the SCR Consent Preference.
													   
[bookmark: 3_4_Information_Governance_and_Spine_Com][bookmark: BKM_B8F8BC5D_0E67_4eaf_B91D_79E6CC188F42]

[bookmark: _Toc286130060]3.4 Information Governance and Spine Compliance
[bookmark: _Toc286130061]CPR.048 Only GP Summary Systems Update ACS
Requirement Type:		«Functional» Requirement 
Requirement Priority:	MUST

Description:
The system MUST not update a patient's SCR Consent Preference on ACS unless it is the system which sends GP summaries for the patient.
													 
[bookmark: _Toc286130062]CPR.014 Smartcard Authentication
Requirement Type:		«Functional» Requirement 
Requirement Priority:	MUST

Description:
Users MUST be authenticated using the standard NHS smartcard and comply with Spine authentication requirements applicable to Smartcards (see Information Governance Requirements for ESP Systems) to view a patient's SCR.
													 
[bookmark: _Toc286130063]CPR.015 Recording Information on Local System for Audit Purposes
Requirement Type:		«Functional» Requirement 
Requirement Priority:	MUST

Description:
For audit purposes, the system MUST record all user interactions with the system, and all user and system initiated interactions with Spine services. For each interaction, the system MUST record the interaction type, date, time, and user (if not system generated).
													 
[bookmark: _Toc286130064]CPR.016 Role Based Access Control
Requirement Type:		«Non Funct...» Requirement 
Requirement Priority:	MUST

Description:
The system MUST use Role Based Access Control (RBAC) to control which Spine-authenticated users are able to view a patient's SCR (CPR.039).

Refer to NPFIT-SI-SIGOV-0073 Guidance on Implementing RBAC for PSIS and PDS.
													     
[bookmark: 4_0_Process_Flows][bookmark: BKM_6DFF0B5D_39F7_4b29_BEC7_401D929E95CB]

[bookmark: _Toc286130065]4.0 Process Flows
The process flows in this section illustrate the logic contained in some of the requirements.
[bookmark: _Toc286130066]4.1 Viewing a Patient's SCR
[image: ]
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		1.1

		24/05/2010
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· “CPR.021 Changing the SCR Consent Preference Mid-Session”: Updated to remove the ambiguity around when to send the update to ACS. Note removed as it is no longer relevant.

· “CPR.010 Viewing a Patient's SCR”: Document reference in the “Overview” section updated. Main “Requirement” section updated for clarity, to be less restrictive, and to comply with the document “NPFIT-SCR-SCRDOCS-0003.01 Principles for Implementing Permission to View for the Summary Care Record to support the diversity of care settings in the NHS“.
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· “CPR.028 System-Initiated Queries” added.
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		26/07/2010

		Changes:
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· “CPR.031 Migration Error Handling” added.
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· “CPR.035 Viewing a Patient's SCR - Permission Given” added.

· “CPR.036 Viewing a Patient's SCR - Emergency Access” added.

· “CPR.037 Viewing a Patient's SCR - Legal Access” added.

· “CPR.038 Viewing a Patient's SCR - Permission Refused” added.

· “CPR.010 Viewing a Patient's SCR”: Major changes, replaced with “CPR.039 Viewing a Patient's SCR”.

· Section 1.1 removed, Sections 1.2 and 2.3 re-numbered.

· Section 1.2 renamed to “1.2 Requirements Types and Priorities”, and has been shortened.

· “CPR.001 Setting the SCR Consent Preference”: Slight rewording for clarity. Notes removed. Paragraph about restricting via RBAC reworded.

· “CPR.027 Patients With Verified Demographic Details”: Note removed.

· CPR.001, CPR.003, CPR.004, and CPR.005 all consolidated into “CPR.040 Setting the SCR Consent Preference (GP)”, due to unnecessary repetition.

· “CPR.006 Prompting for the SCR Consent Preference” moved to Section 3.1.

· Section 3.2 (now empty) removed and other sections re-numbered accordingly.

· CPR.007 and CPR.008 consolidated into “CPR.041 Querying and Sending to a Patients SCR”.

· “CPR.028 System-Initiated Queries”: Reworded for clarity. Note removed. Changed from MAY to MUST.

· “CPR.012 Behaviour for Dissenting Patients”: Second and third paragraphs removed. The second was incorrect, and the third was not required.

· “CPR.013 Sending Alerts to Privacy Officers”: Reworded slightly for clarity.

· Section 3.3 Accessing a Patient’s SCR renamed to Section 3.3 Viewing Summary Care Records.

· Pre-amble for each requirements section updated, for clarity on which systems each section applies to.

· Section 3.4 Querying Summary Care Records added, CPR.040, CPR.028, and CPR.013 moved into it from Section 3.3 Viewing Summary Care Records.

· “CPR.013 Sending Alerts to Privacy Officers “ replaced by “CPR.042 Alerts for Privacy Officers When Querying” and “CPR.043 Alerts for Privacy Officers When Viewing”.

· “CPR.002 Viewing the SCR Consent Preference” replaced by “CPR.044 Viewing the SCR Consent Preference”.
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		14/12/2010

		Changes:

· Versions 1.4e and v1.4f internal only.

· “CPR.016 Role Based Access Control”: List and references updated.

· “CPR.040 Setting the SCR Consent Preference”: Last paragraph removed.

· “CPR.045 SCR Consent Preference Screen” added.

· “CPR.023 Consent Override Reasons” deprecated.

· “CPR.025 Alert Reason to Type Map” deprecated.

· "CPR.024 Consent Alert Types” moved to section 3, section 5 deleted, now empty.



		10

		1.4h

		25/01/2011

		Changes:

· Section 3.2 “Migrating to the SCR Consent Preference” deleted (only applied to GP systems, now covered in GP Summary Requirements).

· “CPR.032 Migration Patient Eligibility Criteria” deprecated.

· “CPR.029 Migration Rules” deprecated.

· “CPR.034 Scope of Migration” deprecated.

· “CPR.030 Running Migration” deprecated.

· “CPR.031 Migration Error Handling” deprecated.

· “CPR.033 Only Use The SCR Consent Preference on ACS” deprecated.

· “CPR.046 Using the SCR Consent Preference Screen” added.

· “Again” removed from all instances of "The Patient need not be asked again for permission to view their Summary Care Record".

· “CPR.039 Viewing a Patient’s SCR”: Wording for second and third options changed, also affects “CPR.036 Viewing a Patient's SCR - Emergency Access” and “CPR.037 Viewing a Patient's SCR - Legal Access”.

· “CPR.036 Viewing a Patient's SCR - Emergency Access” and “CPR.037 Viewing a Patient's SCR - Legal Access”: Process changed so that warning, reason, free text, and confirmation are all on the same screen.

· "CPR.043 Alerts for Privacy Officers When Viewing”: Changed to send an alert every time SCR is viewed.



		11

		1.4i

		01/02/2011

		Changes:

· Document renamed from “SCR Consent Preference Requirements” to “SCR Viewing Requirements” to reflect the fact that the sections on Setting and Migrating have been removed.

· Section 3.1 “Setting the SCR Consent Preference” removed, other sections renumbered accordingly.

· “CPR.040 Setting the SCR Consent Preference” deprecated.

· “CPR.045 SCR Consent Preference Screen” deprecated.

· “CPR.046 Using the SCR Consent Preference Screen” deprecated.

· “CPR.027 Patients With Verified Demographic Details” deprecated.

· “CPR.044 Viewing the SCR Consent Preference” deprecated.

· “CPR.006 Prompting for the SCR Consent Preference” deprecated.

· “CPR.041 Querying and Sending to a Patient's SCR” renamed to “CPR.041 Querying a Patient's SCR” and changed to remove references to sending.

· “CPR.028 System-Initiated Queries”: References to sending removed.

· “CPR.014 Smartcard Authentication: References to sending removed.

· “CPR.016 Role Based Access Control”: References to sending removed.

· Section 4.1 “Setting the SCR Consent Preference” removed.

· Section 5.0 “State Machines” removed.

· “CPR.047 Record Patient Details Before Viewing Their SCR” added.

· “CPR.039 Viewing a Patient's SCR”: Reference to CPR.047 added.



		12

		1.4j

		04/02/2011

		Changes:

· “CPR.039 Viewing a Patient's SCR”: Question added, option names changed.

· “CPR.038 Viewing a Patient's SCR - Permission Refused”: Moved to follow on from CPR.035.

· CPR.035, CPR.036, CPR.037, and CPR.038: Option names changed to correspond with CPR.039.

· “CPR.035 Viewing a Patient's SCR - Permission Given” and “CPR.038 Viewing a Patient's SCR - Permission Refused”: Free-text box added.

· “CPR.047 Record Patient Details Before Viewing Their SCR”: “registered” changed to “recorded”

· “CPR.043 Alerts for Privacy Officers When Viewing”: Clarification added for “per override reason”.

· Pre-amble removed from all sub-sections in Section 3. Covered now by Section 1.1.

· “CPR.042 Alerts for Privacy Officers When Querying”: Last sentence removed. Note added.

· “CPR.048 Only GP Summary Systems Update ACS”: Reworded slightly for clarity.

· “CPR.011 Stop Using the PDS Consent to Share Flag for SCR”: Last sentence replaced for clarity.



		13

		1.5

		14/02/2011

		Approved and up-issued for release.



		14

		1.6

		22/02/2011

		Changes:

· “CPR.041 Querying a Patient's SCR”: Name corrected.

· CPR.035, CPR.036, CPR.037, and CPR.038: Option names corrected.

Approved and up-issued for release.
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Change History V1.0-V1.6:

· “CPR.027 Patients With Verified Demographic Details” added.

· “CPR.028 System-Initiated Queries” added.

· “CPR.022 Migrating to the SCR Consent…” replaced by “CPR.029 Migration Rules”.

· “CPR.030 Running Migration” added.

· “CPR.031 Migration Error Handling” added.

· “CPR.032 Migration Patient Eligibility Criteria” added.

· “CPR.033 Only Use The SCR Consent Preference on ACS” added.

· “CPR.034 Scope of Migration” added.

· “CPR.017 Legitimate Relationships” deprecated.

· “CPR.019 Spine Compliance” deprecated.

· “CPR.021 Changing the SCR Consent Preference Mid-Session” deprecated.

· “CPR.035 Viewing a Patient's SCR - Permission Given” added.

· “CPR.036 Viewing a Patient's SCR - Emergency Access” added.

· “CPR.037 Viewing a Patient's SCR - Legal Access” added.

· “CPR.038 Viewing a Patient's SCR - Permission Refused” added.

· “CPR.010 Viewing a Patient's SCR” replaced with “CPR.039 Viewing a Patient's SCR”.

· CPR.001, CPR.003, CPR.004, and CPR.005 all consolidated into “CPR.040 Setting the SCR Consent Preference”.

· CPR.007 and CPR.008 consolidated into “CPR.041 Querying and Sending to a Patient’s SCR”.

· “CPR.013 Sending Alerts to Privacy Officers “ replaced by “CPR.042 Alerts for Privacy Officers When Querying” and “CPR.043 Alerts for Privacy Officers When Viewing”.

· “CPR.002 Viewing the SCR Consent Preference” replaced by “CPR.044 Viewing the SCR Consent Preference” added.

· “CPR.045 SCR Consent Preference Screen” added.

· “CPR.023 Consent Override Reasons” deprecated.

· “CPR.025 Alert Reason to Type Map” deprecated.

· “CPR.032 Migration Patient Eligibility Criteria” deprecated.

· “CPR.029 Migration Rules” deprecated.

· “CPR.034 Scope of Migration” deprecated.

· “CPR.030 Running Migration” deprecated.

· “CPR.031 Migration Error Handling” deprecated.

· “CPR.033 Only Use The SCR Consent Preference on ACS” deprecated.

· “CPR.046 Using the SCR Consent Preference Screen” added.

· “CPR.040 Setting the SCR Consent Preference” deprecated.

· “CPR.045 SCR Consent Preference Screen” deprecated.

· “CPR.046 Using the SCR Consent Preference Screen” deprecated.

· “CPR.027 Patients With Verified Demographic Details” deprecated.

· “CPR.044 Viewing the SCR Consent Preference” deprecated.

· “CPR.006 Prompting for the SCR Consent Preference” deprecated.

· “CPR.041 Querying and Sending to a Patient's SCR” renamed to “CPR.041 Querying a Patient's SCR”.

· “CPR.047 Record Patient Details Before Viewing Their SCR” added.

· “CPR.048 Only GP Summary Systems Update ACS” added.




REQUIREMENTS LISTED BY SUB-SECTION:


1 Viewing Summary Care Records

CPR.047 Record Patient Details Before Viewing Their SCR

CPR.039 Viewing a Patient’s SCR

CPR.035 Viewing a Patient's SCR - Permission Given

CPR.038 Viewing a Patient's SCR - Permission Refused

CPR.036 Viewing a Patient's SCR - Emergency Access

CPR.037 Viewing a Patient's SCR - Legal Access

CPR.024 Consent Alert Types

CPR.012 Behaviour for Dissenting Patients

CPR.043 Alerts for Privacy Officers When Viewing

2 Querying Summary Care Records

CPR.041 Querying a Patient’s SCR

CPR.028 System-Initiated Queries

CPR.042 Alerts for Privacy Officers When Querying

3 Stop Using Previous Consent Models

CPR.011 Stop Using the PDS Consent to Share Flag for SCR

4 Information Governance and Spine Compliance

CPR.048 Only GP Summary Systems Update ACS

CPR.014 Smartcard Authentication

CPR.015 Recording Information on Local System for Audit Purposes

CPR.016 Role Based Access Control




REQUIREMENTS LISTED BY REQUIREMENT NUMBER:



		REQUIREMENT

		STATUS



		CPR.001 Setting the SCR Consent Preference

		Replaced by CPR.039



		CPR.002 Viewing the SCR Consent Preference (Non-GP)

		Replaced by CPR.043



		CPR.003 Changing to "Patient does not wish to have a SCR"

		Replaced by CPR.039



		CPR.004 Changing to "Patient must be asked every time..."

		Replaced by CPR.039



		CPR.005 Changing to "Patient need not be asked..."

		Replaced by CPR.039



		CPR.006 Prompting for the SCR Consent Preference

		Deprecated



		CPR.007 Querying and the SCR Consent Preference

		Replaced by CPR.040



		CPR.008 Sending and the SCR Consent Preference

		Replaced by CPR.040



		CPR.009 Accessing a SCR With Permission to View

		Replaced by CPR.010



		CPR.010 Viewing a Patient’s SCR

		Replaced by CPR.039



		CPR.011 Stop Using the PDS Consent to Share Flag for SCR

		Active



		CPR.012 Behaviour for Dissenting Patients

		Active



		CPR.013 Sending Alerts to Privacy Officers

		Active



		CPR.014 Smartcard Authentication

		Active



		CPR.015 Recording Information on Local System for Audit Purposes

		Active



		CPR.016 Role Based Access Control

		Active



		CPR.017 Legitimate Relationships

		Deprecated



		CPR.018 Compliance with the IG Foundation Module

		Replaced by CPR.019



		CPR.019 Spine Compliance

		Deprecated



		CPR.020 Sending Notifications to Patients

		Deprecated



		CPR.021 Changing the SCR Consent Preference Mid-Session

		Deprecated



		CPR.022 Migrating to the SCR Consent Preference

		Replaced by CPR.029



		CPR.023 Consent Override Reasons

		Deprecated



		CPR.024 Consent Alert Types

		Active



		CPR.025 Alert Reason to Type Map

		Deprecated



		CPR.026 Setting the SCR Consent Preference Using Codes

		Deprecated



		CPR.027 Patients With Verified Demographic Details

		Deprecated



		CPR.028 System-Initiated Queries

		Active



		CPR.029 Migration Rules

		Deprecated



		CPR.030 Running Migration

		Deprecated



		CPR.031 Migration Error Handling

		Deprecated



		CPR.032 Migration Patient Eligibility Criteria

		Deprecated



		CPR.033 Only Use The SCR Consent Preference on ACS

		Deprecated



		CPR.034 Scope of Migration

		Deprecated



		CPR.035 Viewing a Patient's SCR - Permission Given

		Active



		CPR.036 Viewing a Patient's SCR - Emergency Access

		Active



		CPR.037 Viewing a Patient's SCR - Legal Access

		Active



		CPR.038 Viewing a Patient's SCR - Permission Refused

		Active



		CPR.039 Viewing a Patient's SCR

		Active



		CPR.040 Setting the SCR Consent Preference

		Deprecated



		CPR.041 Querying a Patient’s SCR

		Active



		CPR.042 Alerts for Privacy Officers When Querying

		Active



		CPR.043 Alerts for Privacy Officers When Viewing

		Active



		CPR.044 Viewing the SCR Consent Preference

		Deprecated



		CPR.045 SCR Consent Preference Screen

		Deprecated



		CPR.046 Using the SCR Consent Preference Screen

		Deprecated



		CPR.047 Record Patient Details Before Viewing Their SCR

		Active



		CPR.048 Only GP Summary Systems Update ACS

		Active
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act CPRUC002 Viewing a Patient's SCR

Start

 A user chooses to view the

SCR of a patient whose SCR

Consent Preference is "The

patient must be asked every

time for permission to view

their Summary Care Record"

and whose details have been

recorded on the system

 Query the patient's SCR to

establish whether there is

any viewable content with

the status "Normal", and

with a DQ status of either

"DQ Normal" or "DQ

Suspect"

 Viewable SCR

content for the

patient?

 Inform the user. The

system MUST not allow

the user to view the

patient's SCR, and MUST

not allow the user to

continue any further with

this process.

 End

 Inform the user that: "You are

about to access the patient's

SCR even though the patient

has not given you their

permission. You must have

justification for this action,

which will be audited and may

be investigated."

 User provides optional

free text reason

 The system MUST allow

the user to view the

patient's SCR

 User selects a clinical

reason for viewing the

patient's SCR without the

patient's permission

 User selects

one of the

four options

 The system MUST not allow

the user to view the

patient's SCR and MUST not

allow the user to continue

any further with this

process.

 Inform the user that: "You are

about to access the patient's

SCR even though the patient

has not given you their

permission. You must have

justification for this action,

which will be audited and may

be investigated."

 The system MUST ask the

user "Has this patient

given you permission to

view their Summary Care

Record?"

 Confirm?

 User selects a legal

reason for viewing the

patient's SCR without the

patient's permission.

 Is the user attempting to view the

patient's SCR from within the

organisation at which the patient

is fully GMS registered?

 Patient permission not

required to view the

patient's SCR. Display

patient's SCR to user.

 End

 End

  The system MUST display

whichever of the following

four options the user has

the correct RBAC activity

for in their current role

[Gain emergency

access to the

patient's SCR]

[No]

[No]

[Gain legal

access to the

patient's SCR]

[The patient has given

permission for their Summary

Care Record to be viewed]

[Yes]

[Yes]

[Yes]

[No]

[The patient has explicitly

refused permission for

their Summary Care

Record to be viewed]
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