	[image: ]
	Commercial in Confidence
 Connecting For Health - Higher Severity Service Incident Management Process

	
	Programme
	Service Management
	Document Record ID Key

	
	Sub-Prog / Project
	Service Operations
	

	
	Sub Prog/Proj Mgr
	Sam Wood
	Status
	Draft

	
	Owner
	Chris Smith
	Version
	4.2

	
	Author
	Chris Smith
	Version Date
	09/10/12




	Document filename:
	OFFICIAL
NHS Digital - Higher Severity Service Incident Management Process

	Project / Programme
	Service Management
	Project
	Service Operations

	Document Reference
	NHS Digital-0046-488

	Project Manager
	Fraser Fearn
	Status
	FINAL
	Owner
	Pete Tebay
	Version
	6.9
	Author
	Pete Tebay
	Version issue date
	20/07/2020





NHS Digital Higher Severity Service Incident Management Process






[image: ]

	



Higher Severity Service Incident Management Process	v 6.6 15/08/2018 6.9 FINAL 20/07/2020




Copyright © 2018 NHS Digital OFFICIAL	Page 14 of 33






Copyright ©  2018 NHS Digital OFFICIAL	Page 6 of 33


Document management
[bookmark: _Toc350847280][bookmark: _Toc350847324]Revision History
	Version
	Date
	Summary of Changes

	0.1
	09/02/06
	First draft 

	0.2
	08/06/06
	Added lower-level details

	0.3
	20/10/06
	Amended details

	0.4
	24/11/06
	Amended NHS Digital  contact details

	0.5
	18/12/06
	Amended NHS Digital  contact details

	0.6
	31/08/07
	Full process and document review

	0.7
	19/10/07
	Service Management General Review

	1.2
	23/09/08
	PID information update

	1.3
	10/10/08
	Updated new communications policy information.

	1.4
	09/12/08
	Updated State of the Nation Process 

	1.5
	28/05/09
	Update sections in line with the new comms policy.

	2.0
	28/05/09
	Updated Owner & Author information. 

	2.1
	16/12/09
	Updated security process

	2.2
	29/01/10
	Updated escalation process

	3.0
	22/03/10
	Full review of HSSI process

	3.1
	04/06/10
	Updated with NSD out of hours changes

	4.0
	03/07/10
	Above changes confirmed signed off

	4.0
	03/08/11
	In hours HSSI process flow re-written

	4.0
	11/06/12
	End Point disablement process added

	4.1
	24/10/12
	Inputs & Outputs added

	4.2
	05/12/12
	Full process and document review & re-write

	5.0
	05/12/12
	Full process and document review & re-write final

	6.0
	06/09/12
	Updated for full operational activities

	6.1
	01/06/15
	Updated Clinical Incident process

	6.2
	25/05/16
	Updated Endpoint disablement section

	6.3
	17/07/16
	Updated Endpoint disablement section, removed Accenture HSSI section & general tidy up

	6.4
	14/09/16
	Rebranded and reviewed

	6.5
	08/09/17
	Uplifted embedded docs & links to the central store. Core hour change

	6.6
	15/08/18
	Minor updates

	6.7
	19/11/19
	Minor updates to Clinical Incident process 

	6.8
	28/11/19
	  Appendix review – embedded documents updated

	6.9
	20/04/20
	  Updated Service Bridge phone number 0300 303 4333



[bookmark: _Toc350847281][bookmark: _Toc350847325]

Reviewers
This document must be reviewed by the following people: 
	Reviewer name
	Title / Responsibility
	Date
	Version

	Tim Vause
	Service Delivery Manager
	23/10/2013
	6.0

	Pete Tebay
	Service Management Lead Service Operations
	15/08/2018
	6.6

	Neil Bennett
	Head of Service Management
	23/10/2013
	6.0

	Fraser Fearn
	Service Management Lead GP & Pharmacy
	23/10/2013
	6.0

	Lyn Marsh
	Service Management Lead
	
	6.0

	David Miller
	NHS Digital Service Desk Team Manager
	
	6.0

	Emma Murphy
	Environments System Integration Manager 
	23/10/2013
	6.0

	Ash Raines
	Core Development Programme Manager
	23/10/2013
	6.0

	Mike Anderson
	Senior Safety Engineer
	23/10/2013
	6.0

	Dan Taylor
	Head of Infrastructure Security
	
	6.0



[bookmark: _Toc350847282][bookmark: _Toc350847326]Approved by
This document must be approved by the following people: 
	Name
	Signature
	Title
	Date 
	Version

	Pete Tebay
	Service Management Lead - Service Operations
	
	15/08/2018
	6.6

	
	
	
	
	


[bookmark: _Toc350847283][bookmark: _Toc350847327]
Glossary of Terms
	Term / Abbreviation
	What it stands for

	HSSI
	High Severity Service Incident

	ECAB
	Emergency Change Advisory Board

	ERFC
	Emergency Request for Change

	HSIR
	High Severity Incident Report

	NHS Digital
	National Health Service Digital 

	NSP
	National Service Provider 

	NCAB
	National Change Advisory Board

	RFC
	Request For Change  

	MIM
	Major Incident Manager (Manages HSSIs)

	ITSCM
	IT Systems Crisis Management
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1 [bookmark: _Toc31273213]Introduction

[bookmark: _Toc31273214][bookmark: _Toc129919753][bookmark: _Toc131548446]Purpose
This document describes the process details for NHS Digital Service Management in the event of a Higher Severity Service Incident (HSSI) being invoked 24x7x365.

[bookmark: _Toc511639429][bookmark: _Toc1213154][bookmark: _Toc6583490][bookmark: _Toc23825240][bookmark: _Toc27801869][bookmark: _Toc29972932][bookmark: _Toc52707987][bookmark: _Toc59943176][bookmark: _Toc59943296][bookmark: _Toc59943390][bookmark: _Toc59956176][bookmark: _Toc66258907][bookmark: _Toc131548447][bookmark: _Toc330907851][bookmark: _Toc31273215][bookmark: _Ref1029699]Scope 
This document details the processes to be followed by the NHS Digital Service Bridge team, NHS Digital National Service Desk, and out of hours Escalation & Deployment Managers within the NHS Digital Service Management team and Systems and Service Delivery team.
This document also details the inputs and outputs required from Service Provider organisations, other Service Desks which support internal services and internal NHS Digital support teams to ensure NHS Digital Service Bridge operational activities can be fulfilled.
HSSIs relating to National Services & Applications (internally and externally delivered), Local Service Providers and GPSoC will be managed by the NHS Digital Service Bridge, NHS Digital National Service Desk, other Service Desks which support internal services, internal and external NHS Digital Service Providers and out of hours Escalation & Deployment Managers as per the process documented. This process does not cover the management of HSSIs for Locally Contracted Providers (LCPs) or Existing Service Providers (ESPs) as they are outside of the remit of the NHS Digital Service Bridge. The exception to this is where the issues LCPs/ESPs are experiencing impact on the delivery of NHS Digital managed services. 

[bookmark: _Toc342384359][bookmark: _Toc342483727][bookmark: _Toc31273216]Governance
NHS Digital Service Management has the responsibility to manage service delivery, ensuring that the services are being delivered as agreed, to the required level of performance and quality. As part of this Service Integration and Management remit there are instances where NHS Digital Service Management has to co-ordinate the activities of the internal and external NHS Digital Service Providers to ensure that service quality is not compromised and that any risks to clinical (patient) safety, security or information governance (IG) are reduced or avoided. 

[bookmark: _Toc235947062][bookmark: _Toc235947117][bookmark: _Toc312328124][bookmark: _Toc339376104][bookmark: _Toc339376210][bookmark: _Toc339376416][bookmark: _Toc339376466][bookmark: _Toc339376971][bookmark: _Toc339377020][bookmark: _Toc342483728][bookmark: _Toc31273217]Objectives
The objective of the HSSI Management process is to bring additional management expertise and focus to the HSSI, with the authority to lever whatever resources are required to resolve the Incident in the fastest possible time. This is a collaborative process between the NHS Digital Service Bridge Team/NHS Digital National Service Desk, other Service Desks which support internal services, internal and external NHS Digital Service Providers and Escalation & Deployment Managers, with the primary objective of minimising the impact of an HSSI to the user community.

[bookmark: _Toc131548448][bookmark: _Toc330907852][bookmark: _Toc31273218]Background
The NHS Digital Service Bridge team are part of NHS Digital National Service Management with Operations and Assurance Services. The NHS Digital Service Bridge monitor, manage and communicate HSSIs (severity 1 and 2 incidents) and are on site at the Whitehall building, Leeds from 08.00 – 17.30 Mon-Fri excluding bank holidays. The NHS Digital Service Bridge team provides an operational and governance role to all suppliers of NHS Digital services in the event of a HSSI. 
Out of hours HSSI Management is performed by the NHS Digital National Service Desk and out of hours Escalation & Deployment Managers on a rotation basis. The Escalation & Deployment Manager is not necessarily a member of the NHS Digital Service Bridge team, but is a member of NHS Digital Service Management.
2 [bookmark: _Toc330907860][bookmark: _Toc31273219]Invocation of a Higher Severity Service Incident

The ITIL (Information Technology Infrastructure Library) term for a HSSI is Major Incident and it also states:
A separate procedure, with shorter timescales and greater urgency, must be used for ‘major’ incidents. A definition of what constitutes a major incident must be agreed and ideally mapped onto the overall incident prioritization scheme – such that they will be dealt with through this separate procedure. 
Within NHS Digital the definition of a Higher Severity Service Incident is a severity 1 or 2 incident, which may be caused by:
· Outage or significant performance issues affecting multiple local sites.
· Outage or significant performance issues affecting National systems and services.
· A clinical safety risk identified following assessment by NHS Digital or a supplier organisation.
· A security / information governance risk assessed as medium / high risk by NHS Digital or a supplier organisation.

For the NHS Digital Severity Level Guidelines please see the appendix.

The impact and urgency of an Incident is assessed by considering the number of users affected and the criticality of the system(s) affected, within the context of the reasons listed above. A HSSI is when the criticality and volume of users affected breaches pre-determined threshold levels defined within support schedules. For internally provisioned services (NHS Digital Service Provider), the NHS Digital are responsible for assigning the severity level. For services provisioned to the NHS Digital, the Service Providers are responsible for assigning the severity level and may consult with NHS Digital and or other Service Providers to help make this decision. However in cases of dispute the final decision on severity will be made by the NHS Digital Service Bridge / NHS Digital.
The decision to invoke the HSSI Management process must be made by the NHS Digital Service Bridge team member working at the time a call is received, or if out of hours this decision is the responsibility of the NHS Digital National Service Desk in the first instance or on call NHS Digital Service Management Escalation & Deployment Manager if the Incident has been escalated. The decision should be made after examining all information provided by either the NHS Digital for internally provisioned services or the Service Provider for externally provisioned services, but only when that Service Provider has confirmed the severity as 1 or 2 (unless overruling the internal and external NHS Digital Service Providers, see above). 


Initial notification of a severity 1 or 2 Incident, will come from the internal and external NHS Digital Service Providers, Accredited Desk NHS Digital National Service Desk or where relevant, other Service Desks which support internal services. The NHS Digital Service Bridge will also pro-actively monitor the National Monitoring Service (NMS) tools currently available to the team during core hours. Based on the alerts generated from Events and Monitoring, the NHS Digital Service Bridge will take proactive action to alert internal and external NHS Digital Service Providers and instigate system health checks where potential problems may be occurring but will always confirm the situation with a internal and external NHS Digital Service Provider before communicating any HSSI.  Additionally where information provided to the Service Bridge may indicate a potential problem (i.e. Incident logged as a Severity 3 or 4) action may be taken to investigate further with internal and external NHS Digital Service Providers to ensure prevention of a HSSI.
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3 [bookmark: _Toc31273220]Higher Severity Service Incident Management Process (Core hours)
A quick reference guide for NHS Digital internally provided services can be found in the appendix.
[bookmark: _Toc129919766]The following process diagram shows the high level steps to be followed, by the NHS Digital  Service Management Service Bridge In Hours (08:00 – 17.30 Mon-Fri excluding bank holidays) from the point of receiving details of a severity 1 or 2 incident.
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	Process Step
	Owner
	Definition

	1a. HSSI Reported 
	NHS Digital National Service Desk  / Accredited Desk / Other internal Service Desk
	The NHS Digital National Service Desk, Accredited Desk or other internal Service Desk receives details of an incident, following prioritisation, classification and triage the incident is assigned as severity 1 or 2. Incident details are recorded in the incident logging tool used by the NHS Digital National Service Desk or relevant Service Desk.

	1b. HSSI Reported
	NHS Digital Service Bridge
	The NHS Digital Service Bridge pro-actively identifies an issue or receives details of an incident, following prioritisation, classification and triage the incident is assigned an unconfirmed severity 1 or 2. Incident details are recorded in the incident logging tool used by the NHS Digital Service Bridge.

	1c. HSSI Reported
	Service Provider
	The Service Provider receives details of an incident, following prioritisation, classification and triage the incident is assigned as severity 1 or 2. Incident details are recorded in the incident logging tool used by the Service Provider. This includes NHS Digital support teams for internally provided services.

	2. Confirm HSSI with relevant supplier
	NHS Digital National Service Desk 
	On an initial report of a HSSI from a user the NHS Digital National Service Desk must verify the severity with the relevant Service Provider.

	3. Provide confirmed HSSI details to Service Bridge
	NHS Digital National Service Desk  / Accredited Desk / Other internal Service Desk
	The HSSI must only be reported to the NHS Digital Service Bridge once it has been confirmed by the supplier. 

	4. Provide confirmed HSSI details to Service Bridge

	Service Provider
	The HSSI must only be reported to the NHS Digital Service Bridge once it has been confirmed by the supplier. The MDS in Appendix B should be used by the Service Provider to give the minimum details.

	5. Initiate HSSI Procedures
	NHS Digital Service Bridge
	The NHS Digital Service Bridge records all information within the Incident Management Toolset

	6. Crisis Management Required
	NHS Digital Service Bridge
	The NHS Digital Service Bridge must assess if the HSSI fits the criteria to invoke Crisis Management Processes

	7. Security or Clinical Safety Risk 
	NHS Digital Service Bridge
	The NHS Digital Service Bridge must assess if the HSSI fits the criteria to invoke Security or Clinical Safety processes.

	8. Security or Clinical Safety Risk 
	NHS Digital Service Bridge
	The NHS Digital Service Bridge must flag the incident appropriately within the toolset and complete the additional Security or Clinical Safety minimum dataset fields and assign to the relevant team.

	9. Create Communications
	NHS Digital Service Bridge
	The NHS Digital Service Bridge will formulate SMS, Email and Service Status Web Page communications that are sent via a communications toolset to a list of pre-defined subscribers. Note that some Predefined Service are not communicated in this manner. Details of these services are stored locally on the Service Bridge.

	10/11. NHS Digital Incident diagnosis and Resolution
	NHS Digital Service Bridge
	The NHS Digital Service Bridge may call upon internal technical specialists to advise on incident resolution activity

	12. Drive Resolution
	NHS Digital Service Bridge
	The NHS Digital Service Bridge will update, escalate and drive resolution via war rooms as appropriate.

	13. Follow Internal Process
	Service Provider
	NHS Digital expects the supplier / internal support team to follow standard internal process for logging, classification, diagnostics and resolution of the incident. The supplier should provide updates to the Service Bridge throughout the lifecycle of the incident.

	14. Incident diagnosis Process
	Service Provider 
	The Service Provider will follow internal processes for diagnosis and resolution of the incident. This will be done in conjunction with the NHS Digital Service Bridge Team through regular technical and management meetings/conference calls, led/facilitated by the NHS Digital Service Bridge 

	15. Provide Regular updates of the incident until completion
	Service Provider
	NHS Digital expects the supplier to provide regular updates upon request with a guideline of every 90 minutes for a severity 2 HSSI and every 60 minutes for severity 1 HSSI.

	16. Provide Regular updates to the incident reporter
	NHS Digital National Service Desk  / Accredited Desk
	The NHS Digital National Service Desk / Accredited Desk / other internal Service Desk should continue to update the end user with regards to progress of the incident reported, this  can be achieved through relaying Service Bridge communications

	17.HSSI Resolution Activity
	Service Provider 
	The Service Provider will follow internal processes for resolving HSSIs

	18.HSSI Resolved.
	Service Provider 
	Through internal testing where applicable, the Service Provider will confirm if the HSSI is resolved

	19. Provide Full Resolution Details.
	Service Provider
	Provide full details of the resolution to the NHS Digital Service Bridge. Where a root cause is yet to be determined, a problem record number should be quoted.

	20.Send final HSSI communications
	NHS Digital Service Bridge 
	A final service notification alert should be sent using the Communications Manager toolset. A summary of the resolution must be included. 


	21. Close incident with resolution details. Update incident reporter
	NHS Digital National Service Desk
	The NHS Digital National Service Desk or other internal Service Desk will be notified of the resolution via the HSSI communications (Step 20). The NHS Digital National Service Desk or other internal Service Desk must confirm that the incident has been resolved directly with the end user before closure.

	22.HSSI Closed
	NHS Digital Service Bridge
	The NHS Digital Service Bridge resolves the incident record within the incident management toolset.

	23/24. Post Incident Review
	NHS Digital Service Bridge
	The NHS Digital Service Bridge is responsible for arranging & facilitating the Post Incident Review Meeting upon resolution of an incident. This will only be invoked at the discretion of the Service Bridge Manager and is not always required.

	25.Service Review
	NHS Digital Service Bridge / Service Provider
	The NHS Digital Service Bridge and the Service Provider is jointly responsible for ensuring a Service review Meeting is regularly arranged/attended with minutes and actions recorded and actioned.
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4 [bookmark: _Toc31273222]Higher Severity Service Incident Management Process (Out of hours)



The following process diagram shows the high level steps to be followed, by the NHS Digital National Service Desk when acting as the Service Bridge out of hours (17.30 – 08.00 Mon-Fri and 17:30 Friday through to 08:00 Monday, including bank holidays) from the point of receiving details of a severity 1 or 2 incident.

[bookmark: _Toc31273223]Process Definition Details

	Process Step
	Owner
	Definition

	1. HSSI Reported
	NHS Digital National Service Desk 
	The NHS Digital National Service Desk receives details of an incident that has been assigned a severity 1 or 2 severity level from the end user

	1a. HSSI Reported
	Relevant Service Provider
	The Service Provider receives details of an incident from NHS Digital National Service Desk, Accredited Desk, User-base or Monitoring. This includes NHS Digital support teams for internally provided services.

	2. Pre-assessment and Confirm HSSI 
	Relevant Service Provider
	Following prioritisation, classification and triage the incident is assigned a severity 1 or 2 setting and notified to the NHS Digital National Service Desk on the Service Bridge number.

	3. Supplier confirmed
	NHS Digital National Service Desk 
	The HSSI can only be progressed when this has been confirmed by the supplier. 

	4. HSSI logged in SM Toolset
	NHS Digital National Service Desk
	The NHS Digital National Service Desk should log all HSSI details within SM Toolset. 

	5. Has the supplier confirmed the HSSI?
	NHS Digital National Service Desk
	If the NHS Digital National Service Desk have not received confirmed acceptance of a HSSI within 20 minutes of initial notification to the supplier of a potential severity 1 or 2 HSSI, the supplier should be chased for confirmation.

	6. BAU HSSI?
	NHS Digital National Service Desk
	The NHS Digital National Service Desk must decide if the HSSI fits the HSSI NON BAU profile as detailed in Appendix G. If this is a BAU HSSI, proceed to step 11. If this is not then proceed to step 7.

	7.Contact Escalation & Deployment Manager 
	NHS Digital National Service Desk
	Using the weekly distributed Escalation & Deployment Manager  Rota, the  NHS Digital National Service Desk will need to perform a look up to see which Escalation & Deployment Manager  (EDM) is on call. Full details of the HSSI / query should be relayed over the telephone

	8.Incident handling advice and guidance
	NHS Digital EDM
	Based on the information provided by the NHS Digital National Service Desk. The NHS Digital EDM will provide guidance on how to onward manage the incident.

	9.Are HSSI comms required
	NHS Digital EDM
	NHS Digital EDM will advise if communications are required

	10.Communications handling advice and guidance
	NHS Digital EDM
	Based on the information provided by the NHS Digital National Service Desk. The NHS Digital EDM will provide guidance on what information to communicate if deemed necessary

	11. Send regular SMS & Email notifications to stakeholders. Regular checkpoint meetings. Update webpage
	NHS Digital National Service Desk
	If HSSI communications are required for the HSSI in hand, then the NHS Digital National Service Desk should use the standard template for creation of the communication, and follow the standard process for communicating this information out. This includes the Communications Manager and Service Status Page.
The Service Status webpage will updated automatically and throughout the lifecycle of the HSSI in line with the SMS and E-mail communications for services where they are required.

	12. Follow internal process
	Relevant Service Provider
	NHS Digital expects the supplier to follow standard internal process for diagnostics and resolution of the incident. The supplier should provide updates to the NHS Digital National Service Desk throughout the lifecycle of the incident as requested with general guidance of every 90 minutes for a severity 2 and every 60 minutes for severity 1

	13. Incident diagnosis Process
	Relevant Service Provider
	The supplier will follow internal processes for diagnosis and resolution of the incident. This will be done in conjunction with the NHS Digital National Service Desk through regular technical and management telephone updates.

	14. HSSI resolution activity
	Relevant Service Provider
	The supplier will follow internal processes for resolution of the incident. This will be done in conjunction with the NHS Digital National Service Desk / EDM through regular technical and management telephone updates.

	15. Provide Regular updates of the incident until completion

	Relevant Service Provider
	NHS Digital expects the supplier to provide regular updates on the HSSI as defined in step 12.

	16. Escalation required
	Relevant Service Provider
NHS Digital National Service Desk
NHS Digital EDM
	An escalation regarding an ongoing HSSI can be initiated by either the Relevant Service Provider, NHS Digital National Service Desk, other internal Service Desk or NHS Digital EDM. All escalations should be raised to the NHS Digital National Service Desk and raised to the NHS Digital EDM. Advice and guidance will be issued to the NHS Digital National Service Desk.

	17. HSSI resolved?
	Relevant Service Provider

	Relevant supplier should perform checks to ensure the incident that is believed technically resolved is no longer being experienced by the end user. If yes, then Relevant ISP can progress to step 18. If No then the Relevant ISP should continue with step 13/14.


	18. Provide full resolution details – process to be followed to completion
	Relevant Service Provider
	Provide full details of the resolution to the NHS Digital National Service Desk. Continue to engage in the HSSIM Process until NHS Digital is satisfied.

	19. Send final comms. Update website. Update the HSSI Record.
	NHS Digital National Service Desk
	A final Service Notification Alert should be sent using the communications manager and the Service Status Page where required. The SM Toolset record closure details should be completed and set to a status of resolved.

























5 [bookmark: _Toc31273224]HSSI Types
[bookmark: _Toc113922744][bookmark: _Toc131548452][bookmark: _Toc330907861][bookmark: _Toc31273225]Security Incidents
The Information Security Management - Incident Handling and Response Procedure provides a definition of an Incident, for the purposes of Security as:
‘An incident is any unauthorised access, use, modification, or control of the Authority’s  resources, any violation of the Authority’s security policies, or any attempt to defeat security mechanisms or exploit vulnerabilities and/or bugs which may exist within the Authority’s operational environment.’
In the case of Security Incidents it may be necessary to modify the normal HSSI process. This is because security related Incidents may require specialist handling in order to manage possible press interest and/or management input regarding the resolution of the incident.
This section of the document defines what steps are to be taken in the event that a Security Incident, or possible Security Incident, comes to the attention of the NHS Digital Service Bridge.
A HSSI may result from a Security Incident, for instance if a service is taken down in order to limit possible damage from a Security Incident. Similarly an Incident may be the first sight that NHS Digital has of a possible Security Incident. It is therefore important that clear lines of communication exist between the NHS Digital Service Bridge, Information Security Team and Information Governance who have responsibility for data security.
Types of Security Incident include:
· Account compromise
· Behavioural vulnerability
· Corruption of Data / Information
· Denial of Service
· Disclosure (Misuse) of Data / Information
· Missing Patient Data
· Network compromise
· Password compromise
· Physical security
· Process vulnerability
· Root compromise
· Software vulnerability
· Theft – Data
· Theft – Physical
· Unauthorised Access and/or Use
· Virus 

This list is not exhaustive.

[bookmark: _Toc131548453][bookmark: _Toc31273226]Security Incident Management
If notification of a Security Incident, or potential security, incident is received from a internal and external NHS Digital Service Provider, the NHS Digital National Service Desk, through proactive monitoring of incidents or through any other source, the NHS Digital Service Bridge or NHS Digital Escalation & Deployment Manager should immediately inform the NHS Digital Senior Management. The Service Bridge procedure for initiating a security risk assessment within the SM Toolset can be found in Appendix A.

The security flag should be ticked within the toolset incident record and a security record should be completed within the SM Toolset. The record will then be assigned via the toolset to the Security and I.G group. The incident assignment should be followed up with a phone call to ensure the incident has been received. Should security contacts be unavailable and the requirement for a security team contact is of an urgent nature then this should be escalated to a level 3 escalation point within NHS Digital.
As part of the role of the OST/IG contact in this process, it will be their responsibility to clearly identify any special requirements and to provide clear guidance of what, if any, communications are sent, which may include Press Office involvement if required (Press Office contact details can be found on the Service Bridge Contacts Sheet. It will be the responsibility of the NHS Digital Service Bridge or NHS Digital Escalation & Deployment Manager to manage through to resolution any communications regarding the incident within the constraints of the IG requirements, but with the assistance of the IG Security Team where appropriate. 

[bookmark: _Toc31273227]Patient Identifiable Data (PID)
During investigations into Problems or Incidents it is sometimes required that a third party forwards information for use in, for example, the diagnosis of a live service Incident. However such information should not under any circumstances contain Patient Identifiable Data (PID) or any other data of a sensitive nature. Such data can be defined as information that allows the identification of an individual patient to be revealed, either explicitly or by implication.

It is the responsibility of all parties involved to ensure PID is not sent accidentally or handled incorrectly when it is sent. However Service Management team members must always:
1. Proactively check with a supplier that any data provided does not contain PID (or have any other security implications) prior to onward dissemination or that if it does then it is retransmitted via the correct means and only if essential.
2. Where possible a manual check will also be performed on data sent through before onward dissemination (although it is not always possible to read the information provided in the format it is in).
3. If PID is absolutely essential to facilitate investigation of an issue that it is provided in a way that upholds the Care Record Guarantee (e-Gif, encryption, known accesses etc.)
If for any reason a situation arises where a NHS Digital Service Management representative is unsure of how to proceed or is not 100% sure about what is being sent then it should be escalated to a senior manager immediately.

[bookmark: _Toc330907862][bookmark: _Toc31273228]Clinical Safety Incidents
Any HSSI that may have a clinical impact must be immediately reported to the Clinical Safety Team. 
The clinical safety flag should be ticked within the SM Toolset incident record and the additional clinical minimum dataset (MDS) information should be completed. The incident will then be assigned via the toolset to the Clinical Safety Team. The incident assignment should be followed up with a phone call to ensure the incident has been received. The Service Bridge procedure for initiating a clinical risk assessment within the SM Toolset can be found in Appendix A.
The Clinical Safety Team will begin the process of defining if the HSSI is in fact a clinical safety issue or whether it is a standard HSSI. If it is defined as a clinical issue then from that point on the Clinical Safety Team takes full responsibility for the management of the clinical risk until it is deemed safe and the NHS Digital Service Bridge will maintain ownership of the incident record.
The Clinical Safety Team has the responsibility of interacting with the necessary clinical safety officers and clinicians both within NHS Digital and the internal and external NHS Digital Service Providers They will update the NHS Digital Service Bridge or NHS Digital Escalation & Deployment Manager where appropriate and let them know when support is required. 
Out of hours the clinically impacting HSSIs will be escalated to the NHS Digital Escalation & Deployment Manager who should contact the Clinical Safety Team on call Safety Officer resource.
The NHS Digital Service Bridge and NHS Digital Escalation & Deployment Manager s have the responsibility to ensure all information that is available is provided within the incident record. The contact details for the Clinical Safety Team are in the NHS Digital Service Bridge Contact Sheet and on the NHS Digital Escalation & Deployment Manager rota.
Clinical Safety HSSI Incidents will be communicated out by the NHS Digital Service Bridge if there is any potential risk to patient care.
If a HSSI is raised and a patient(s) have already come to some harm then the NHS Digital Service Bridge will NOT communicate the incident.  




6 [bookmark: _Toc31273229]NHS Digital Service Bridge Key Inputs & Outputs


7 [bookmark: _Toc31273230]Roles and Responsibilities

[bookmark: _Toc31273231]NHS Digital Service Bridge (In Hours)
The objectives of the NHS Digital Service Bridge are to ensure internal and external NHS Digital Service Providers are operating in accordance with commercial and operational agreements agreed with NHS Digital, and to facilitate collaboration between resolver groups / stakeholders where no official relationships are agreed; to reduce the business impact and expedite the resolution of the HSSI. 
Roles and Responsibilities:
· Provide dedicated major incident management telephone support. 
· Ensure the required resources are being made available internally and by the Service Providers and that resolution plans are on track by regularly reviewing the HSSI with the Service Provider MIMs and internal technical teams.
· Escalate within internal and external NHS Digital Service Providers in a timely and constructive manner to break down any barriers to the resolution of the Incident. 
· Schedule and agree the time of each checkpoint meeting/call. Internal and external NHS Digital Service Providers currently work to the guidance of updates to the NHS Digital Service Bridge every 60 minutes for a severity 1 and every 90 minutes for a severity 2 HSSI.
· If out-of-hours and where required, schedule and agree Emergency CAB Meetings.
· If the HSSI continues beyond the working day, a detailed handover must be provided to the NHS Digital National Service Desk in the format of an email template and telephone call.
· Facilitate cross supplier / internal support team war room activities to drive incident resolution.
· Facilitate checkpoint meetings where required.
· Arbitrate on HSSI severity disputes to ensure the correct severity is set by NHS Digital Service Providers.
· Manage Service Provider Higher Severity Incident Reports within 10 day policy.
· For NHS Digital internally delivered service HSSIs, on closure of an HSSI, the NHS Digital Service Bridge will ensure that the incident details are sufficient for a HSSIR to be generated.
· Issue regular communications to interested parties and ensure all communications are substantiated and based on the facts discussed and agreed during meetings or via any other communication channel. 
· Perform end to end monitoring of fix time OLA’s (jeopardy management) for Incidents that have a severity 1 or 2 setting and will escalate to support teams where an Incident has reached its defined threshold or has breached its fix time OLA.
· Perform end to end monitoring of fix time OLA’s (jeopardy management) for High Priority Events that have a severity 1 or 2 setting and will escalate to support teams where an Event has reached its defined threshold or has breached its fix time OLA.
· Ensure the internal and external NHS Digital Service Providers conducts a Post Incident Review when required following an HSSI.

[bookmark: _Toc31273232]NHS Digital National Service Desk (Acting as service Bridge Out of Hours)
Roles and Responsibilities
· For out of hours support: 17:30 - 08:00, Monday to Friday, weekends and bank holidays, the NHS Digital National Service Desk (acting as the Service Bridge) and a NHS Digital Escalation & Deployment Manager  will be available. Please refer to the current NHS Digital Escalation & Deployment Manager rota which provides names and contact details for all of the NHS Digital Escalation & Deployment Managers. The weekly rota will be distributed each Monday morning by NHS Digital Service Management Team.
· NHS Digital National Service Desk must take on the responsibilities of the NHS Digital Service Bridge (With the exception of NMS monitoring).
· NHS Digital National Service Desk will only be responsible for the management of severity 1 or 2 HSSIs.
· NHS Digital National Service Desk must follow the same communications procedures as the NHS Digital Service Bridge.
· NHS Digital National Service Desk must provide a detailed handover to the NHS Digital Service Bridge at the end of the shift. 

[bookmark: _Toc31273233]Escalation & Deployment Manager 
Roles and Responsibilities for the HSSI management process:
· The NHS Digital Escalation & Deployment Manager  must be available as per the EDM Rota
· The NHS Digital Escalation & Deployment Manager  will only be responsible for escalation and advice and guidance to the NHS Digital National Service Desk of severity 1 or 2 HSSIs.
· The NHS Digital Escalation & Deployment Manager  will be responsible for escalating to Level 3 Management where required.
· The NHS Digital Escalation & Deployment Manager will host any multi-party conference calls which are required to progress HSSIs outside of core hours.

[bookmark: _Toc31273234]NHS Digital National Service Desk, Accredited Service Desks and other internal Service Desks
The internal processes of the NHS Digital National Service Desk and other internal Service Desks in the capacity of Incident Management are out of scope for this document, however when any severity 1 or 2 Incident is identified, the NHS Digital National Service Desk or other internal Servie Desks are responsible for the following:
· For each Incident logged that initially assigned a severity 1 or 2 then this Incident must be logged with the relevant internal and external NHS Digital Service Providers for confirmation and investigation.
· The severity 1 or 2 Incident will only be reported to the NHS Digital Service Bridge once the relevant internal and external NHS Digital Service Provider has confirmed the severity. In the case of internally delivered NHS Digital services, The NHS Digital National Service Desk or other internal Service Desk will set the severity and assign accordingly.
· Provide hot handover (phone call) of HSSIs to both the NHS Digital Service Bridge and internal NHS Digital Service Providers.
· Update the Service Desk Parent Incident and all other associated Incidents as and when information becomes available from the internal and external NHS Digital Service Provider and NHS Digital Service Bridge.
· Provide communication updates on the HSSI to end users as appropriate.
· Once the HSSI has been resolved the Service Desk parent incident and all other associated Incidents should be updated with resolution details and closed.

[bookmark: _Toc31273235]Service Provider Obligations
External Service Providers are responsible for the following:
· Severity 1 or 2 Incidents must be reported by phone to the NHS Digital Service Bridge within 20 minutes of Incident acceptance on 0300 303 4333.
· Suppliers must provide a minimum dataset of information to the NHS Digital Service Bridge on initial logging, update and closure. Full details of this MDS can be found within here (Appendix B).
· Providing Higher Severity Incident Report within 10 working days of HSSI resolution (See Appendix F).
· Provide an HSSI action plan upon reasonable request by the NHS Digital Service Bridge during an HSSI. Further details available within the HSSI Reporting section
· Ensure support to the NHS Digital Service Bridge and other suppliers during interoperable HSSI investigations.
· Provide responses and supporting data were required when NHS Digital monitoring events have been identified.
· Participate / provide feeds into State of the Nation Calls when required





[bookmark: _Toc31273236]GPIT Service Provider Obligations

The Supplier is responsible for providing a technical fix to all HSSIs or significant HSSIs. The Supplier must work with the Service Bridge and other suppliers to support the resolution of the business impact of the HSSI or significant HSSI.  If any impact from the HSSI is propagated downstream to other systems, the Supplier must contact such downstream supplier and transfer ownership or work in partnership with that downstream supplier to resolve.  
The Supplier must provide HSSI reports and undertake a post incident review of all HSSIs, if the root cause originated from the Supplier or one of its third party suppliers or Sub contractors. Those which have a clinical or IG impact or are sensitive in nature must be redacted by the Supplier prior to publication or sharing with the Service Bridge. The HSSI report must be shared with the Service Management Agent and Service Recipients within 5 Working Days (See Appendix F).  Where the root cause has not originated from the Supplier or one of its third party suppliers or Sub contractors, this should be reflected by the supplier on the HSSI Report title page. Once the root cause has been agreed with the Serivce Bridge onward publication of the HSSI will reflect this. The Supplier can either publish the HSSI Reports onto a portal accessible to all NHS stakeholders or provide the HSSI Reports to the Service Bridge to publish. 

The Supplier must address any comments detailing a failure to meet the HSSI report quality criteria received from the Service Bridge on HSSI reports and must re-submit the HSSI report for further Service Management Agent review within 24 hours of feedback receipt. This process must continue until the Service Bridge accepts the HSSI report.

[bookmark: _Toc31273237]NHS Digital Internal Support Teams / Resolver Groups 
Internal NHS Digital Service Providers are responsible for the following:
· When severity 1 or 2 incidents are received into incident queues, they must be assessed immediately by the support area.
· Support areas must provide regular updates to the incident record at a minimum frequency of every 60 minutes for a severity 1 and every 90 minutes for a severity 2. This should be followed with a phone call to the Service Bridge to relay the incident update.
· Provide an HSSI action plan upon reasonable request by the NHS Digital Service Bridge during an HSSI. Further details available within the HSSI Reporting section.
· Ensure support to the NHS Digital Service Bridge and other suppliers during interoperable HSSI investigations.
· Provide responses and supporting data were required when NHS Digital monitoring events have been identified.
· Participate / provide feeds into State of the Nation Calls when required.

8 [bookmark: _Toc330907880][bookmark: _Toc31273238]State of the Nation Process

Where HSSI resolution or workaround activity has been undertaken by a internal and external NHS Digital Service Provider, an immediate ring around of an agreed set of critical users / Service Providers for the services impacted will sometimes be required to assure activity as quickly as possible. This process is known as the State of the Nation Process.
A group of contacts has been defined and agreed to provide relevant information from their organisation or from further contacts they have in end user care settings. These contacts cover users of services including but not limited to Spine Core, Care Identidy Service (CIS), the NHS e-Referral Service and GP2GP across various care settings.
When this requirement occurs the process is for one or more members of the NHS Digital Service Bridge to contact a sample stakeholder organisations for them to give current user impact analysis. Example organisations are detailed below:
· EMIS – Primary Care supplier covering NHS e-Referral Service, Spine Core, CIS & GP2GP.
· Vision – Primary Care supplier covering NHS e-Referral Service, Spine Core, CIS & GP2GP.
· DXC – Secondary Care supplier covering NHS e-Referral Service, Spine Core & CIS.
· Telephone Appointment Line – NHS e-Referral Service.
· Lloyds Pharmacy – EPS prescriber covering Spine Core.
In addition to these contacts the NHS Digital Business Relationship Managers within the Implementation and Business change profession may be engaged who have  representatives that will engage with end users in Acute and Primary Care Trusts to gauge end user impact.
This process only operates during the normal business day as most of the contacts are only available during those times. 
9 [bookmark: _Toc31273239]Communication

It is the responsibility of the NHS Digital Service Bridge, or the NHS Digital National Service Desk out of hours, to produce and distribute any communications or Service Notification Alerts as required. 

As a general rule all HSSIs should be communicated out using a Service Notification Alert, however there are exceptions to this such as when a HSSI is reported initially as resolved or when there is a clinical or security Incident. In these instances the Service Bridge will make a decision whether to communicate a HSSI on a case by case basis. Guidance on communicating retrospective HSSIs can be found later in this section.  There are three key media used for communicating HSSIs, these are SMS, email and web.
When communicating out to the wider NHS, a consistent approach should be adopted in order that an audit trail of updates can be established. To assist in this process the Service Bridge Communications Manager (http://servicebridge) is required to be used, this broadcasts the notifications using all 3 media types listed above, with the web updates automatically updating on the NHS Digital Service Status Page.  It is also essential that communications are released in a timely manner, ensuring that all stakeholders of the HSSI are kept up to date on the progress. Below is a guide to when communications should be made although ultimately it is down to the discretion of the individual dealing with the HSSI:
First Service Notification Alert – New HSSI – Using the Service Bridge Communications Manager, this should be made within 20 minutes of the confirmed HSSI being reported by the internal or external NHS Digital Service Providers. It should contain the initial information on the HSSI, it’s user impact, location (including NHS Trust / CCG) and Incident reference number, as well as stating the time of the next update. General guidance is every 1 hour for a severity 1 Incident and every 1.5hrs for a severity 2 Incident). 
Subsequent Service Notification Alerts – Subsequent communications should be issued using the Service Bridge Communications Manager every hour for Severity 1s and every hour and a half for Severity 2 HSSIs. These updates should contain ongoing information on the Incident from the internal / external NHS Digital Service Providers as well as stating the time of the next update. These update times may vary at the discretion of the NHS Digital Service Bridge. This may apply in cases where the internal / external NHS Digital Service Providers are unable to provide an update, where waiting on parts delivery, code fixes or have been unable to contact end users after making reasonable attempts to do so.
Final Service Notification Alert – HSSI Resolved – This should be issued as soon as the internal / external NHS Digital Service Provider has confirmed the HSSI resolved irrespective of when the next update was due and must give summary details of the resolution. Once again, this needs to be issued using the Communications Manager.
Retrospective HSSIs - HSSIs Reported as Already Resolved
There are occasions when a internal / external NHS Digital Service Providers will report an HSSI to the NHS Digital Service Bridge or NHS Digital National Service Desk that has already been resolved. A decision point process has been put in place:
NHS Digital Service Bridge would automatically send retrospective communications for all HSSIs if the HSSI is notified to the Bridge within 60 minutes of HSSI resolution. If the HSSI is notified outside of 60 minutes of resolution then the NHS Digital Service Bridge would request confirmation from the relevant Service Owner on whether retrospective communications should be sent or through Service Owner leads if the Service Owner is not available.
This is to ensure that the already resolved HSSIs don’t detract from the importance of open HSSIs but visibility of the HSSI is maintained.


[bookmark: _Toc31273240]Programme Director Communications
In addition to the standard communications, there is a requirement to communicate select HSSI information to NHS Digital Directors and Group Programme Directors. To facilitate communication at this level, two distribution lists have been set up within the communications manager toolset. The following criteria for use have been specified below, against each distribution list:
List 1. Programme Director List 
Datacentre HSSI- Any Type of Incident 
Multi Site HSSI - Any Type of Incident 
Key Deployment Site HSSI (currently any Lorenzo) - Outage Only
National Service HSSI - Performance Incident or Outage
Clinical Safety HSSI - Significant Risk to Patient Care
IG & Security HSSI - Significant risk to Confidentiality, Integrity or Availability 
List 2. Director List Top Level
Datacentre HSSI - Outage Only 
Multi Site HSSI - Outage Only
Key Deployment Site HSSI (currently Lorenzo) - Outage Only
National Service HSSI - Outage Only
Clinical Safety HSSI - Significant Risk to Patient Care
IG & Security HSSI - Significant risk to Confidentiality, Integrity or Availability 
The above lists are to be used to conjunction with the existing communication policy and they are to be issued 24x7 by the NHS Digital Service Bridge or NHS Digital National Service Desk. Due to an element of subjectivity around the decision to issue the communication to either group, please refer to the internal procedure document named 'Director Level Communication Guide' for further advice and guidance.

[bookmark: _Toc31273241]Management Only Communications
The NHS Digital Service Bridge will receive notifications from internal and external NHS Digital Service Providers as well as event management feeds when a non-service impacting national Incident has occurred, examples of this would be loss of resilience at a key data centre, or core messaging suspensions. Due to the non-service impacting nature, standard HSSI communications will not be sent, however key internal stakeholders will need to be informed. Within the Service Bridge Communications Manager toolset, the NHS Digital Service Bridge maintains a management only SMS and email distribution list.
During core hours the NHS Digital Service Bridge are responsible for making decisions on the suitable use of this communication channel. Outside core hours the NHS Digital National Service Desk will seek guidance from the NHS Digital Escalation & Deployment Manager.

[bookmark: _Toc31273242]Early Life Support Communications
Following the role out of a new NHS Digital managed service or substantial upgrade it may be necessary to set up a restricted communications list during early life support. Requirements for closed group communications would be defined by the NHS Digital Service Owner who would agree the list at the point of scoping the Deployment Verification Criteria (DVC), in conjunction with the relevant programme or business unit. Where a closed group communications list has been defined, normal BAU open communications will resume from the point of full roll out approval (FRA).
10 [bookmark: _Toc31273243]Escalation

There is an escalation process in place within the NHS Digital Service Management Team to ensure that any HSSI which requires additional senior management support, (e.g. as a result of a transition) and where applicable re-prioritisation of other work, will be available at any time it is required (24*7). In addition to bringing senior level attention to the incident, this will also help reduce the risk of the HSSI being stalled and subsequently will mitigate the risks of further increasing the impact of the Incident.
[bookmark: _Toc330907867]Escalation of an HSSI should be carried out at the discretion of the NHS Digital Service Bridge or on call NHS Digital Escalation & Deployment Manager. The escalation points of contact are detailed in the weekly NHS Digital Escalation rota. There are guidelines for determining when to escalate detailed in Appendix C.
11 [bookmark: _Toc31273244]End Point Disablement

In the event that a system or service is significantly impacting, or has the potential to impact, the availability or integrity of NHS Digital systems or services, the disablement of an endpoint or a group of endpoints will be invoked. In this event, a 'war room' will be set up by the Service Bridge and the following stakeholders, when appropriate to their area of accountability, invited to review the risks and issues:
· Head of Service Management
· Service Management Lead / Senior Service Manager for Service Operations & Transition
· Relevant Service Owner
· Relevant Programme Representative
· Relevant Technical Representative
· Clinical Safety Representative
· Security Representative
Outside of core hours the NHS Digital Escalation & Deployment Manager will set the ‘war room’ up with the relevent stakeholders from the above list where available and include the level 3 Escalation Manager.
Following review, a level 3 decision will determine if the disablement of endpoint(s) is the appropriate course of action. On agreement of this action, a change request will be raised by the NHS Digital Service Bridge for implementation by the NHS Digital Technical Solutions Team (Service Management DIR Team) to disable the end point(s). 
A management summary document will be drafted by the NHS Digital Service Bridge to advise senior management of the action taken. A letter will drafted by the relevant Service Owner to advise the Service Provider of the impacted systems or services of the action taken and the steps necessary to allow re-enablement. The re-enablement of the end point(s) would be managed through SCN/RFC for CAP introduced suppliers and by RFC for National suppliers.
Examples of potential scenarios: 
· Misbehaviour of a site/product by sending misinformation or malformed messages to the Spine which could have a detrimental effect on patients, other services or Spine itself.  
· Misbehaviour of a site/product sending a high number of requests to Spine which exceeds expected volumes and has the potential to cause degradation of service to the Spine user base. 

In situations where a supplier system is causing these issues to occur, wherever possible NHS Digital will work with the supplier to explore any other avenues of activity which could be taken to mitigate the issues prior to disabling the endpoint.
12 [bookmark: _Toc31273245]Change Management

An emergency change should only be presented to NHS Digital to resolve or to prevent an HSSI. This section describes the interactions between the Change and Higher Severity Service Incident Management processes, highlighting differences in responsibilities depending on the timing of the situation.
· The Change Management Team operates between 09:00 - 17:00, Monday to Friday. During these times all changes, including Emergency changes will be dealt with by the Change Management Team as per business as usual processes. This document does not describe the BAU change process.
· The NHS Digital Escalation & Deployment Manager and or Core Service Bridge Team  will take responsibility for any changes deemed ’Emergency’ in the periods 17:00 - 09:00 Mon-Fri, as well as Saturdays, Sundays and bank holidays
The Service Management NHS Digital Escalation & Deployment Manager is responsible for organising, facilitating and recording the Emergency CAB. 
In the absence of a documented RFC, the supplier / internal support team MUST be able to verbally advise on the following aspects of the change:
· Summary of the proposed change and the environment(s) affected;
· Planned time of implementation (both start and finish);
· Summary of the impact of the change, including details of any associated risks and how they will be mitigated;
· Details of any impact on or engagement needed by other suppliers as a result of the proposed change;
· Clear rationale on why this must be implemented out of hours versus being done via BAU processes;
· Details of the success criteria relating to the change;
· Details of any pre-implementation and post implementation tests which the supplier will undertake to minimise further threats to service and ensure the validity of the change;
· Details of how the change will be implemented;
· Details of how the change will be backed out if there are any problems.

· The facilitator of the Emergency CAB Meeting must record the outcome of the meeting. If an RFC is rejected, clear and documented details on the reason for the decision should be included. Both rejections and approvals should be sent immediately after the Emergency CAB and sent to both the Supplier Major Incident Manager / Internal support team and NHS Digital Change Management changemgmt@nhs.net
· The Service Management NHS Digital Escalation & Deployment Manager  acts as the decision point for approval or rejection of the Emergency RFC, if there is any doubt as to validity of the request, the NHS Digital Escalation & Deployment Manager  should either reject the change or seek advice/clarification from one of the designated NHS Digital Service Support escalation points 
· The Service Provider / internal support team must undertake to provide updates on the progress of the change to the Service Management NHS Digital Escalation & Deployment Manager and should advise when the change is fully complete (or backed out). 

· Where any pertinent information or activity has occurred an appropriate hand-over should be made to Change Management and the NHS Digital National Service Desk or NHS Digital Service Bridge as per BAU handover procedures.
Full details of the Emergency Change Process / terms of reference is detailed within Appendix D.
13 [bookmark: _Toc330907872][bookmark: _Toc31273246]NHS Digital Service Management Handovers
[bookmark: _Toc131548469][bookmark: _Toc330907873][bookmark: _Toc31273247]Service Bridge 
[bookmark: _Toc131548470]At 17:30 Monday to Friday a member of the NHS Digital Service Bridge team should ensure that the NHS Digital National Service Desk analysts taking over are verbally informed of any HSSIs that have occurred and if any out of hour's activity is expected. This should always be followed up with a documented handover confirming the details of any ongoing HSSIs as per the Service Bridge Handover Template. If no HSSIs have occurred, a telephone handover is still required to the NHS Digital National Service Desk informing them that no HSSIs are currently running. This also assures that the telephone divert has been successfully set up.
[bookmark: _Toc31273248]NHS Digital National Service Desk 
The NHS Digital National Service Desk should provide a detailed update to the NHS Digital Service Bridge at the end of the shift. All new HSSIs and updates on existing HSSI should be detailed on the SM Toolset. Information on any other issues should also be provided verbally during the handover including any management only information messages sent during the shift.  This should always be followed up with a documented handover confirming the details of any ongoing HSSIs as per the NHS Digital National Service Desk Handover Template.
The NHS Digital National Service Desk are also responsible for updating the incident record with information provided by the NHS Digital on call Escalation & Deployment Manager  to facilitate a complete handover back to the NHS Digital Service Bridge
If there is nothing to report then a call should be placed to the NHS Digital Service Bridge to say there is no handover as this assures that the telephone divert has been successfully removed by the NHS Digital Service Bridge.
[bookmark: _Toc31273249][bookmark: _Toc330907875]NHS Digital Escalation & Deployment Manager  
The NHS Digital Escalation & Deployment Manager should ensure that the NHS Digital National Service Desk is fully informed of all escalation information and issues pertaining to any HSSIs currently being managed. If an incident requires the ongoing involvement of a NHS Digital Escalation & Deployment Manager such as over a weekend shift, then the NHS Digital Escalation & Deployment Manager should provide both verbal and written handover information to the next on shift NHS Digital Escalation & Deployment Manager. Further details of this process can be found within the Escalation & Transition Manager Guidelines in Appendix E.
14 [bookmark: _Toc31273250]HSSI Reporting

The Higher Severity Service Incident Review Process should commence as soon as the HSSI is resolved. Suppliers are required to provide a Higher Severity Service Incident Report (HSSIR) for every managed HSSI. On occasion where an incident has an associated high profile, NHS Digital may also request the drafting of a Management summary report. For internal NHS Digital Services these are produced by the Service Bridge with input from the relevant internal resolver groups.

[bookmark: _Toc31273251][bookmark: _Toc104090024][bookmark: _Toc330907877]Higher Severity Service Incident Report
Higher Severity Service Incident Reports (HSSIR’s) are produced by each NHS Digital Service Provider to provide a summary of the Higher Severity Service Incidents that have taken place. The report details key incident information including resolution steps taken and any root cause information known at the point of writing the report.  The report is due to be provided to the NHS Digital Service Bridge by each NHS Digital Service Provider no more than 10 working days after closure of the incident. A template detailing the level of information required is available within Appendix F.
The report provides a key link between the NHS Digital Service Bridge and the problem management process along with giving the users the ability to understand key information surrounding an incident. Following NHS Digital Service Bridge Review and the removal of any sensitive information, the report is available to relevant stakeholders affected by the HSSI upon request.  
For NHS Digital internally delivered service HSSIs, on closure of an HSSI, it is the responsibility of the NHS Digital Service Bridge to ensure that the incident details are sufficient for a HSSIR to be generated.

[bookmark: _Toc31273252]HSSI Action Plan
An HSSI action plan may be requested at the discretion of the NHS Digital Service Bridge or NHS Digital Service Owner during an HSSI. This is more commonly requested during long running and complex HSSIs and is required to give assurance to NHS Digital that the internal and external NHS Digital Service Provider and relevant resolver group are following a systematic resolution approach. The action plan is expected to be a living document for the duration of the HSSI and will often be used to steer war room investigations. Whilst there is no set format for this, it is expected that an action plan will detail the following points:
· Investigations to date
· Identified clinical or security risk and any mitigations put in place / required
· Breakdown of proposed resolution activity split into logical work streams
· Expected timescales for competition of each resolution / work stream activity
[bookmark: _Toc31273253]Management Summary Report

A management summary report can be requested both during and after an HSSI where an HSSI has senior management interest and a higher level of information is required. This will only be requested when absolutely required and will be formerly requested verbally by the NHS Digital Service Bridge. Specifics of what is required will be detailed at the time of request. As a minimum, the following level of detail would be required:
· Date/time of occurrence of the HSSI
· Date/time of resolution of the HSSI if resolved
· Impact – Business / Financial  / Clinical / Security
· Activity to date
· Summarised explanation of resolution work around implemented if known
· Summarised explanation of the cause if known
· Planned Activity / Action Plan

15 [bookmark: _APPENDIX_A_-_RFC_/_Emergency_RFC_Te][bookmark: _Toc104090025][bookmark: _Toc330907878][bookmark: _Toc31273254]Post Incident Review

The NHS Digital Service Bridge is responsible for arranging & facilitating a Post Incident Review meeting upon resolution of a HSSI. This will only be invoked at the discretion of the HSSI Service Bridge in conjunction with the relevant Service Owner and is not always required. Involvement in this meeting will come from appropriate members of the resolving team, plus other technical representatives that may be allocated actions, e.g. design authority or application development. The Problem Management function within Service Management Cells should also attend to establish any links between these observations and any existing issues on the known problem registers and to take responsibility of any Problems created as a result of the HSSI. 
The purpose of the Post Incident Review meeting is to review:	
· What caused the incident?
· How efficiently it was resolved?
· Can it be prevented from occurring again?
· Could this incident have been prevented? 
· How?
· Could it have been diagnosed faster?
· How? What Tools? Additional skills? Etc.
· Any issues encountered?
· Lessons learned?
· Any actions arising to address any of the above.

Actions and Lessons Learned output from PIRs will be tracked and maintained on the Service Bridge PIR tracker which is accessed via the Service Bridge Confluence Page.

















16 [bookmark: _Appendix][bookmark: _Toc31273255]Appendix 
The following documents provide additional reference points and guidance in relation to the NHS Digital HSSI process.
[bookmark: _Appendix_A][bookmark: _Toc31273256]Appendix A
Service Bridge Clinical Safety and Security Incident Management Procedure (embedded doc checked on: 20/07/2020)

[bookmark: _MON_1635671331]                 

For the latest version of the embedded document please click here.
[bookmark: _Appendix_B][bookmark: _Toc31273257]Appendix B
HSSI Logging MDS (embedded doc checked on: 20/07/2020)


For the latest version of the embedded document please click here.

[bookmark: _Appendix_C][bookmark: _Toc31273258]Appendix C
Escalation Guidelines (embedded doc checked on : 20/07/2020)


For the latest version of the embedded document please click here.
[bookmark: _Appendix_D][bookmark: _Toc31273259]Appendix D
Emergency Change Advisory Board (CAB) Terms of Reference (embedded doc checked on : 20/07/2020)



For the latest version of the embedded document please click here.



  SM National Change Management Policy (embedded doc checked on : 20/07/2020)

[bookmark: _MON_1636450627]                     
For the latest version of the embedded document please click here.


[bookmark: _Appendix_E][bookmark: _Toc31273260]Appendix E
Escalation & Transition Manager Guidelines (embedded doc checked on : 20/07/2020)


For the latest version of the embedded document please click here.

[bookmark: _Appendix_F][bookmark: _Toc31273261]Appendix F
Higher Severity Service Incident Report Template (embedded doc checked on: 20/07/2020)


For the latest version of the embedded document please click here.
[bookmark: _Appendix_G][bookmark: _Toc31273262]Appendix G
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1. [bookmark: _Toc456690206][bookmark: _Toc439326660]Introduction

0. [bookmark: _Toc456690207][bookmark: _Toc92774723]Purpose

This document describes the process for the NHS Digital Service Bridge & NHS Digital National Service Desk (when acting as the Service Bridge outside core business hours) for handling Clinical Safety & Security Incidents where a potential risk has been identified.

It offers guidance and instructions on what business process steps need to be taken by individuals handling these incidents in and out of core business hours.

Core business hours in this document are classified as 08:00-17:30 Monday to Friday (excluding Bank Holidays).





	

















































1. [bookmark: _Toc439326680][bookmark: _Toc442813122][bookmark: _Toc442821784][bookmark: _Toc442821893][bookmark: _Toc456690208]Definition of a Security Incident

The Information Security Management - Incident Handling and Response Procedure provides a definition of an Incident, for the purposes of Security as:

‘An incident is any unauthorised access, use, modification, or control of the Authority’s  resources, any violation of the Authority’s security policies, or any attempt to defeat security mechanisms or exploit vulnerabilities and/or bugs which may exist within the Authority’s operational environment.’

In the case of Security Incidents it may be necessary to modify the normal Incident process. This is because security related Incidents may require specialist handling in order to manage possible press interest and/or management input regarding the resolution of the Incident.

A HSSI may result from a Security Incident, for instance if a service is taken down in order to limit possible damage from a Security Incident. Similarly an Incident may be the first sight that NHS Digital has of a possible Security Incident. It is therefore important that clear lines of communication exist between the NHS Digital Service Bridge, Security Cell, Specialist Security Service and Information Governance who have responsibility for data security.

Types of Security Incident include:

· Account compromise

· Behavioural vulnerability

· Corruption of Data / Information

· Denial of Service

· Disclosure (Misuse) of Data / Information

· Missing Patient Data

· Network compromise

· Password compromise

· Physical security

· Process vulnerability

· Root compromise

· Software vulnerability

· Theft – Data

· Theft – Physical

· Unauthorised Access and/or Use

· Virus 



[bookmark: _Toc439326681][bookmark: _Toc442813123][bookmark: _Toc442821785][bookmark: _Toc442821894]This list is not exhaustive.



















1. [bookmark: _Toc456690209]What do I do if a Security Risk has been identified?

· Where a security risk has been identified internally an incident must be raised in the SM Toolset if it isn’t already present and the security flag should be selected before saving the record. 



[image: ] 

Upon entering the ‘Investigation’ stage of the incident and once saved, a Security Ticket will be automatically created and assigned to the NHS Digital Service Bridge.



[image: ]



· The Service Bridge will carry out an incident triage to make sure the Security Ticket has not been raised in error. 



· If the Service Bridge recognise the incident as having a potential risk the analyst should populate what they can of the following fields in the Security Task;



· Description

· Security Impact

· What actions are currently being taken and by who



· The analyst should then assign the Security Ticket to “Operational Security” for further investigation and advice. The analyst should then call the Security Team to advise a new task has been assigned.



· Note that if the incident handler is not 100% certain the incident poses no securty risk. It should be sent to the SME’s by assigning the task to the “Infrastructure Security Team” for further investigation and advice.
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1. [bookmark: _Toc439326683][bookmark: _Toc442813125][bookmark: _Toc442821787][bookmark: _Toc442821896][bookmark: _Toc456614488][bookmark: _Toc456614792][bookmark: _Toc456684795][bookmark: _Toc456689285][bookmark: _Toc456690124][bookmark: _Toc456690150][bookmark: _Toc456690210]



[bookmark: _Toc456690211]2.2 What should I do if the Security Incident has been raised as a Severity 1 or 2 Incident?

It’s part of the role of the OST/IG Team to identify any special requirements and to provide clear guidance of what steps need to be taken to mitigate the security risk so they will need to be contacted.

In Hours

· During the agreed business hours of 08:00 – 17-30 you must follow up with task assignment with a phone call to 0300 303 4333

Out of Hours

· If a Security Risk has been identified as a Severity 1 or 2 Incident then the NSD should call the Operational Security Team and ask that they assess the risk identified and feedback appropriately.



Contact details for the On call security team are provided weekly on the EDM rota.



· In addition if the risk identified is significant or falls within guidelines of the HSSI process then the in call EDM should also be notified.





1. [bookmark: _Toc456690212]What should happen when the security risk has been mitigated?



Any incident which has been deemed to have a security risk and the risk has been  subsequently mitigated, or where the Operational Security Team have assessed a potential risk and deemed there to be minimal or no risk should NEVER have the Security flag un-ticked.

· In these instances the Security Ticket should be closed as made safe with the relevant detail added to the Security Ticket and the master incident.



· All Security tickets should be dealt with until the risk has been mitigated. This is not dependant on the state of the master incident.



1. [bookmark: _Toc456690213]What should happen when the security risk has been ticked in error internally or an end user has incorrectly deemed an incident to have a security risk?

· Where an end user has deemed an incident to have a security risk however upon assessment at the Service Bridge the analyst deems this assessment to be incorrect

OR

· Where an internal user of the SM toolset has accidentally created a security ticket in error….



·  The SM toolset user may close the Security Ticket and un-tick the Security flag.



· When this is done the analyst will be asked to provide a reason for why the box is being un-ticked. This detail will then appear in the audit log of the record in question. 
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NOTE – The Security Flag should not be un-ticked just because an Incident/Problem has been made safe or the security implications have been mitigated. In those instances as per the process above the detail will just be updated in the task and the task can then be closed. This action in question is where the box was ticked in error internally or because the MDS completed by an end user incorrectly deemed there to be a risk which required a task to be created.






1. [bookmark: _Toc456690214]Definition of a Clinical Safety Incident

A patient safety incident is any unintended or unexpected incident which could have or did lead to harm for one or more patients receiving NHS care.

2. [bookmark: _Toc456690215]What do I do if a Clinical Safety Risk has been identified?

· Where a clinical risk has been identified internally an incident must be raised in the SM Toolset if it isn’t already present and the clinical risk flag should be selected before saving the record. 

[image: ]

Upon entering the ‘Investigation’ stage of the incident and once saved, a CSA (Clinical Safety Assessment) will be automatically created and assigned to the NHS Digital Service Bridge.



[image: ]



· The Service Bridge will carry out an incident triage to make sure the CSA has not been raised in error. 



· If the Service Bridge recognise the incident as having a potential risk the analyst should populate the Incident and CSA Journal with the details of the potential risk. 



· The analyst should then assign the CSA to the “Clinical Safety” Team in the SM Toolset for further investigation and advice. Followed by a phone call to the Clinical Safety team to notify them a task has been assigned.



· Note that if the incident handler is not 100% certain the incident poses no clinical risk. It should be sent to the SME’s by assigning the CSA to the “Clinical Safety” Team for further investigation and advice.



· The Clinical Safety Team will begin the process of defining if the incident is in fact a clinical safety issue and their feedback should drive the urgency of the investigation to mitigate the clinical risk. 



· The Clinical Safety Team has the responsibility of interacting with the necessary clinical safety officers and clinicians both within NHS Digital and the internal and external NHS Digital Service Providers They will update the NHS Digital Service Bridge or NHS Digital Escalation & Deployment Manager where appropriate and let them know when support is required. 
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2. [bookmark: _Toc456690216]What should I do if the Clinical Incident has been raised as a Severity 1 or 2 Incident?

It’s part of the role of the of the Clinical Safety Team to identify any special requirements and to provide clear guidance of what steps need to be taken to mitigate the clinical risk so they will need to be contacted.



In Hours

· During the current agreed business hours of 08:00 – 17-30 you must follow up with CSA assignment with a phone call to Clinical Safety Team (The contact details for the Clinical Safety Team are in the NHS Digital Service Bridge Contact Sheet.)

Out of Hours

· Out of hours the clinically impacting HSSIs will be escalated to the NHS Digital Escalation & Deployment Manager who should contact the Clinical Safety Team – Safety Officer. (The contact details for the Clinical Safety Team are in NHS Digital Escalation & Deployment Manager rota)



· If you are unable to get hold of representatives via the callout process above please contact the individuals below in order.

	1st - Stuart Harrison on 07798 804822 email: stuartharrison@hscic.gov.uk

	2nd - Mike Anderson on 07810 630 612 email: mike.anderson3@hscic.gov.uk 

	3rd - Sean White on 07825 790215 email: sean.white@hscic.gov.uk

2. [bookmark: _Toc456690217]What should happen when the clinical risk has been mitigated?

Any incident which has been deemed to have a clinical risk and the risk has been  subsequently  mitigated, or where the Clinical Safety Team have assessed a potential risk and deemed there to be minimal or no risk should NEVER have the Clinical Risk flag un-ticked.

· In these instances the CSA should be closed as made safe with the relevant detail added to the Task and the master incident.



· All CSA’s should be dealt with until the risk has been mitigated. This is not dependant on the state of the master incident.



2. [bookmark: _Toc456690218]What should happen when the clinical risk has been ticked in error internally or an end user has incorrectly deemed an incident to have a clinical safety risk?

· Where an end user has deemed an incident to have a security risk however upon assessment at the Service Bridge the analyst deems this assessment to be incorrect

OR

· Where an internal user of the SM toolset has accidentally created a CSA in error….



· The SM toolset user should then advise the Clinical Safety Team that the CSA has been raised in error and request closure of the CSA. Once closed the user should un-tick the Clinical Risk flag.



· When this is done the analyst will be asked to provide a reason for why the box is being un-ticked. This detail will then appear in the audit log of the record in question. 

[image: ]
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NOTE – The Clinical Flag should not be un-ticked just because an Incident/Problem has been made safe or the clinical safety implications have been mitigated. In those instances as per the process above the detail will just be updated in the CSA and the CSA can then be closed. This action in question is where the box was ticked in error internally or because the MDS completed by an end user incorrectly deemed there to be a risk which required a CSA to be created.

Version:  0.1	Page 0

Date:       May 2005

image1.png

[ First Time Fix

Sacurty ssue.
9] securiy issue From Portal...
Category: Securiy Issue Type:
Source: Securty Issue Variant
Type:

L Accountabitty L Confidentaity

1 Availabiity O ntegrity

‘Securty ssue Detais:

[ 1G Issue.







image2.png

it Complee JounalHiory ) Secury Tiekes FIRs(0) . NSD Speciic 4 Brdge®






image3.png

Security Ticket
status Validation

Next: Proceed To Investigation

Linked Incidents

UNASSIGNED USER

“o phone on record -
“no e-mail on record -

Take Ownership.

Publish to Top Issues List in Portal
Send E-Mail Update to Customer
Resolve Attached Incidents

-]

Step 1: Creation

Short Description:

Detailed Description:

- Investgaton | Known Ermor

Impact Scope: Siter Review Date:

. NA [
Diagnosis (Latest update)

Business\Security Impact:

a

[ Known Error?

Jira Ref Supplier Ref:

2

Resoluion Closed

Service:  (Programme -)
Category:
Subcategory:

Environment:

Problem Source: Incident
Workaround

O Workaround Exists?
Workaround Type:

Release Label:

Workaround Details

5 Click when PID idenfed

No Workaround
Review Date Found

Sprint Label:

‘Submitto KB

v @

O Proactvely Raised
Clinica Safety

O clinical Risk
Category:

Clinical Risk Reason:

[J Promote to Master

Approving Clinician:

Security Issue?
016 1ssue
Incident type:

Security Ticket Category:

Security Ticket Type:
Security Threat Source:

O integrity

O Avalability

Security Severity: 0

Occurred Time:

External Reference:

O confidentiaty
O Accountabilty







image4.png

‘Securiy lssue
Security lssue From Portal..
Category: Securiy Issue Type:







image5.png

@ Prompt %







image6.png

Ciinical Safety-
Ciieal Risk







image7.png

Problem ()  Work Unit  (







image8.png

R [ ===

] Medical Device ~ Medical Devics Justfication:

o iclest ouner= e = L
Clinical Safe
Clinical Safety oot
’T

1 Want To:

Take Ownership

Made Safe Status

Acknowledged Date Time: Made Safe On:

Mads Safe Statement

‘Completion Details
Causaity: Detaied Cause:

[ B I}

Closure Detais:







image9.png

Clinical Safety-
[ £ cinalRisk






image10.png

@ Prompt X








image8.emf
HSSI Minimum Data  Set and Information Flow Guidance.docx


HSSI Minimum Data Set and Information Flow Guidance.docx


		Document filename:

		NHS Digital Service Bridge – HSSI Minimum Data Set & Information Flow Guidance



		Project / Programme

		Service Management

		Project

		Service Operations



		Document Reference

		TBC



		Project Manager

		Neil Bennett

		Status

		WIP

		Owner

		Pete Tebay

		Version

		1.2

		Author

		Pete Tebay

		Version issue date

		20/07/2020











NHS Digital Service Bridge – HSSI Minimum Data Set & Information Flow Guidance

















[image: ]



	

NHS Digital Service Bridge – HSSI Minimum Data Set & Information Flow Guidance	V 1.2 20/07/2020







Copyright ©2016 Health and Social Care Information Centre	Page 1 of 7
NHS Digital is the trading name of the Health and Social Care Information Centre.





Copyright © 2016 Health and Social Care Information Centre.	Page 2 of 7
NHS Digital is the trading name of the Health and Social Care Information Centre.

Document management

[bookmark: _Toc350847280][bookmark: _Toc350847324]Revision History

		Version

		Date

		Summary of Changes



		0.1

		Unknown

		Initial document outside version control



		1.0

		11/10/2016

		Rebranded and Reviewed



		1.1 

		28/11/2019

		Document review and minor updates



		1.2

		30/01/2020

		Minor updates



		1.3

		20/07/2020

		Service Bridge phone number updated



		

		

		







[bookmark: _Toc350847281][bookmark: _Toc350847325]Reviewers

This document must be reviewed by the following people: 

		Reviewer name

		Title / Responsibility

		Date

		Version



		Pete Tebay

		Service Lead – Service Operations

		11/10/2016

		1.0



		

		

		

		







[bookmark: _Toc350847282][bookmark: _Toc350847326]Approved by

This document must be approved by the following people: 

		Name

		Signature

		Title

		Date 

		Version



		Pete Tebay

		

		Service Lead – Service Operations

		11/10/2016

		1.0



		

		

		

		

		







[bookmark: _Toc350847283][bookmark: _Toc350847327]Glossary of Terms

		Term / Abbreviation

		What it stands for



		

		



		

		







Document Control:

The controlled copy of this document is maintained in the NHS Digital corporate network. Any copies of this document held outside of that area, in whatever format (e.g. paper, email attachment), are considered to have passed out of control and should be checked for currency and validity.




Contents

1	Introduction	4

Background	4

A - Identifying a HSSI	4

B - Additional updates during the incident lifecycle	5

C - Post HSSI Requirements	6





[image: ]	

 

1. [bookmark: _Toc463939700]Introduction

[bookmark: _Toc463939701][bookmark: _Toc350256618][bookmark: _Toc350174611]Background



The NHS Digital Service Bridge team forms part of NHS Digital Service Operations within NHS Digital Service Management. The NHS Digital Service Bridge monitor, manage and communicate HSSIs (severity 1 and 2 incidents) and are on site at the Whitehall building, Leeds from 8:00am – 17.30pm Mon-Fri excluding bank holidays. The NHS Digital Service Bridge team provides an operational and governance role to all suppliers of NHS Digital services in the event of a HSSI. 

Out of hours HSSI Management is performed by the NHS Digital SSD National Service Desk and out of hours Escalation & Deployment Managers on a rotation basis. The Escalation & Deployment Manager is not necessarily a member of the NHS Digital Service Bridge team, but is a member of NHS Digital Service Management Team.



[bookmark: _Toc463939702]A - Identifying a HSSI



What do the NHS Digital Service Bridge require when a supplier identifies a HSSI?



· Call the NHS Digital Service Bridge - 0300 303 4333 – (24/7)



· Suppliers Reference Number: The incident reference number used by the supplier’s Incident Management tool.



· The Time The Incident occurred: The time the Supplier confirm the commencement time of the incident



· Severity: Is the Incident Severity 1 or Severity 2



· The service / product affected: The service or services impacted



· Description: Description of the incident as experienced at the time according to the MDS.

· How the incident was detected (reported by user / monitoring alerted us etc

· Description of the component at fault. – as the Supplier recognise it at this stage (if available)

· Potential linked HSSIs (if a link can be made)

· Details of symptoms and Initial diagnosis

· Details of any workarounds or alternative working practices available (if available)

· Will the Supplier be attempting to  replicate the issue (if known) 

· Number of users affected (If Known)



· Impact:  What is the current known impact to the user(s). Any Clinical / Cyber Security / Information Governance implications/impact/risk. 



· Agree next update time based on Severity

· Conference Calls - Based on the severity and type of incident the Supplier maybe asked to join a NHS Digital Service Bridge Conference Call at short notice. The NHS Digital Service Bridge will chair the call and this will formalised call with the relevant Supplier & NHS Digital parties present. This will replace the formal update process as feedback will be taken on the calls.



· Severity 1 & 2 Guidelines

	Severity 1

	Initial call – within 20 minutes

	1st update – 1 hour

	Following updates – Every hour until resolved

	Severity 2

	Initial call – within 20 minutes

	Following updates – Every 1.5 hours until resolved



[bookmark: _Toc463939703]B - Additional updates during the incident lifecycle

The service / product affected Update: The Supplier MIM should provide the NHS Digital Service Bridge with a detailed progress update before or on a time agreed when the incident was first raised.

Impact Update

· Has the Impact changed?  Is it more or less significant than first though

Diagnosis Update:  

· Description of the component at fault – what is known at this point

· Is there any update on details of any workarounds or alternative working practices available 

· Has the incident symptoms been replicated by the supplier and what have investigations so far shown

Further Updates

· What further diagnostics has the Supplier tried – what steps have been taken so far – any ETA’s 

· Provide updates on any further information requests which NHS Digital have requested. N.b. If the NHS Digital Service Bridge request further info, the SUPPLIER should endeavour to gather this information and NHS Digital should be expected to clarify the reasons for needing this information if the Supplier MIM requires.  This is so the MIM can articulate the request and the need for the information to the Technical Teams/SDMs.

· Attend Conference calls if invited by NHS Digital Service Bridge  



Supplier Action Plan



An HSSI action plan may be requested at the discretion of the NHS Digital Service Bridge or NHS Digital Service Owner during an HSSI. This is more commonly requested during long running and complex HSSIs and is required to give assurance to NHS Digital that the internal and external NHS Digital Service Provider and relevant resolver group are following a systematic resolution approach. The action plan is expected to be a living document for the duration of the HSSI and will often be used to steer war room investigations. Whilst there is no set format for this, it is expected that an action plan will detail the following points:

1. Investigations to date

1. Identified clinical or security risk and any mitigations put in place / required

1. Breakdown of proposed resolution activity split into logical work streams

1. Expected timescales for competition of each resolution / work stream activity



Resolution Update

· What time the incident was resolved? 

· Was a permanent fix or workaround implemented? 

· Will the service remain stable without any further intervention e.g. capacity issue ? 

· What actions were performed to resolve the incident? 

· Root Cause information: Problem reference if available? 



[bookmark: _Toc463939704]C - Post HSSI Requirements

1. Post Incident Report

Higher Severity Service Incident Reports (HSIR’s) are produced by each internal and external NHS Digital Service Provider to provide a summary of the Higher Severity Service Incidents that have taken place. The report details key incident information including resolution steps taken and any root cause information known at the point of writing the report. The report is due to be provided to the NHS Digital Service Bridge by each internal and external NHS Digital Service Provider no more than 10 working days (5 working days for GPIT Serivce Provider).  after closure of the incident. A template detailing the level of information has been attached.

The report provides a key link between the NHS Digital Service Bridge and the problem management process along with giving the users the ability to understand key information surrounding an incident.



The HSSI Report Template is stored separately to this document.



1. Post Incident Review

The NHS Digital HSSI Manager is responsible for arranging & facilitating a Post Incident Review Meeting upon resolution of the actual incident. This will only be invoked at the discretion of the HSSI Manager and is not always required. Involvement in this meeting will come from appropriate members of the resolving team, plus other technical representatives that may be allocated actions, e.g. design authority or 	application development. The Problem Management Team should also attend to establish any links between these observations and any existing issues on the known problem registers and to take responsibility of any Problems created as a result of the HSSI. 

	The purpose of the Post Incident Review meeting is to review:	

	What caused the incident?



· How efficiently it was resolved?

· Can it be prevented again?

· Could this incident have been prevented? How?

· Could it have been diagnosed faster? How?  What Tools? Additional skills? Etc.

· Any issues encountered?

· Lessons learned?

· Any actions arising to address any of the above.
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[bookmark: _Toc492034007]Escalation Guidelines (Core Hours 08:00 – 17.30 Mon-Fri excluding bank holidays) – NHS Digital Service Bridge & NHS Digital Escalation Manager – Reference Guide



This information is intended to provide guidance on when to escalate to the next management level during business as usual activities or specific transition activities and is not intended to be strict criteria.



[bookmark: _Toc492034008]Level 1 – NHS Digital Service Bridge



This level should be handling BAU HSSIs and communications through to resolution on a daily basis. Some issues and incidents that may need escalation however include:



· Clinical safety

· Security 

· Politically sensitive

· Severe nationally impacting

· Hierarchical escalation requirement into supplier

· Where level 1 is not confident in making the decision on the particular issue or requires senior management advice



There will of course be examples of these where the level 1 is comfortable to manage the above types of issues through to resolution, however level 2/3 should be made aware of the progress.



 

Where an HSSI is deemed significant and may require Ministerial visibility, an HSSI management summary will need to be drafted in order to provide the necessary information to senior management. The following procedure should be used for this:



1.     The summary should first be reviewed and approved by either the Service Bridge Senior Service Manager or Service Management Lead for Service Operations.

2.     Once approved it should then be sent to the Head of Service Management who will brief the Director of the Operations and Assurance Services.

3.     If neither the Service Management Lead for Service Operations nor the Head of IT Service Management be available then the management summary should be reviewed by another Service Management Lead and then sent direct to the Director of the Operations and Assurance Services. 

4.     There may be occasions when the Director of the Operations and Assurance Services or Head of Service Management are not available, in which case the summary should be sent to their nominated deputies



[bookmark: _Toc492034009]Level 2



This level should be reviewing the escalations made by level 1 and making a decision on the severity and nature of the escalation. Where advice or general support was required by the level 1 then this may still be managed at the first level under the guidance of the level 2. Also the level 2 in many occasions will manage clinical safety and severe nationally impacting incidents through to resolution, keeping level 3 updated. However there will be occasions where the level 2 will need to escalate to level three and these may include:



· Serious clinical safety, national impact for example

· Serious political or reputation impacting issues

· Significant change to the state of the infrastructure

· National impacting incidents that are close to start of business day

· Deviation from agreed programme planning or programme level decision required





[bookmark: _Toc492034010]Level 3



At this level decisions will be made to back out significant changes and make decisions on clinical, political and security issues, they may also invoke the Press Office and Corporate Communications to support the issuing of updates to a wider audience.

 This level will then shape all such issues and escalate to level four where they feel there is a requirement.

 

[bookmark: _Toc492034011]Level 4



Will support level 3 in all their decisions, and assume responsibility for the management of the issue/incident upon their discretion. They will also decide when to inform and include Executive Management.













[bookmark: _Toc330907890][bookmark: _Toc492034012]Escalation Guidelines (Out of Hours 17.30 – 08:00 Mon-Thurs, 17:30 Fri to 08:00 Monday, Including bank holidays) – NHS Digital National Service Desk & NHS Digital Escalation Manager



[bookmark: _Toc492034013]Level 1 – NHS Digital National Service Desk



This level should be handling BAU HSSIs and communications through to resolution on a regular basis. Some issues and HSSIs that should be escalated to level 2 however include:



· Clinical safety

· Security 

· Politically sensitive

· Severe nationally impacting

· Hierarchical escalation requirement into supplier

· Where level 1 is not confident in making the decision on the particular issue or requires senior management advice

[bookmark: _GoBack]



Out of hours the other escalation levels have the same roles and responsibilities as during core hours. 
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[bookmark: _Toc350847283][bookmark: _Toc350847327]Glossary of Terms

		Term / Abbreviation

		What it stands for



		CAB

		Change Advisory Board



		BAU

		Business As Usual



		ECAB 

		Emergency Change Advisory Board



		EDM

		Escalation and Deployment Manager



		ERFC

		Emergency RFC



		FSC

		Forward Schedule of Change



		HSSI

		High Severity Service Incident



		RAMP

		Release & Maintenance Plan



		RFC

		Request for Change



		SA

		Solutions Assurance



		SM

		Service Management
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1 [bookmark: _Toc25845106]Introduction

[bookmark: _Toc92774723]This document defines the terms of reference for the NHS Digital’s Change Advisory Board (CAB), which is managed by the Service Management change team. 

[bookmark: _Toc25845107]Scope

The CAB facilitates the authorisation of change activity submitted to change management by internal and external service providers. The CAB exists in a virtual format where approvals are granted via the toolset, with the option of discussion at a CAB quorum if required.

[bookmark: _Toc25845108]Objectives

The objectives of the CAB are to:

· gain approval from the necessary stakeholders

· grant authorisation for the proposed change activity to proceed

· manage and minimise potential clashes between related changes



2 [bookmark: _Toc25845109]CAB Activities

Once RFC’s have been reviewed by change management, the necessary stakeholders will be added as approvers on the RFC. 

The toolset will generate a notification to the relevant approvers, prompting them to review and approve the RFC.

Approvers must log into the toolset to review the RFC and record their approval decision. 

Unless specified in service specific procedures, any questions regarding the content of the RFC should be emailed to change management who will co-ordinate responses with the service provider. These communications will be recorded on the RFC journal.

Change management will monitor the toolset and chase stakeholders for approvals where necessary.

Once all approvals have been recorded, change management will notify the service provider of the CAB’s decision.

3 [bookmark: _Toc25845110]CAB Quorum

[bookmark: _Toc25845111]Scheduling

There is a placeholder for the CAB quorum at 1500 every week day. An agenda will be issued at 1300 if any changes require discussion.

The CAB agenda consists of:

· all service impacting changes that require further clarification with the service provider before they can be approved

· any other changes change management deem require discussion.

If the call is not required, it will be cancelled prior to the 1500 start time.



[bookmark: _Toc25845112]Dial-in Details

The dial-in details for this call are as follows:

· Telephone: 03303360347 OR 0800 0229010

· Participant pin: 450218

[bookmark: _Toc434501939][bookmark: _Toc440535105][bookmark: _Toc25845113]CAB Agenda

Introductions and Roll Call

The CAB chairperson will introduce and record all attendees on the call.

Discussion of specific Change activity

Service provider representatives will be asked to provide a clear overview of their change, specifically:

· a summary of the change

· detail of services and/or users affected

· impact on services, users or other NHS Digital service providers



After each overview the quorum is opened for questions from other stakeholders.



The chair will capture the impacts that alternate service provider activities may have on services and ensure any questions relating to such impacts are recorded and responded to.



Approvers are expected to record their approval decision in the toolset after the quorum has closed.



Other Business

This is an opportunity for any of the attendees to raise any other business on changes included in the FSC that have not been addressed in the agenda.

The chair of CAB will record the outcome of the meeting and distribute minutes to all stakeholders by 1700 on the day of the quorum.

4 [bookmark: _Toc25845114]Ad-hoc CAB Quorums

Service Management acknowledges that, due to commercial sensitivities, not all service providers will wish to discuss their changes on an open forum. In this scenario, change management will hold ad-hoc CAB Quorums to discuss changes with the service provider and NHS Digital stakeholders only.

5 [bookmark: _Toc25845115]Emergency CABs

Emergency CABs are convened to assess and approve emergency changes. For the definition of an emergency change, please read the change management policy.

As a minimum, the ECAB must have representation from:

· Change Management/EDM/Service Bridge/Level 3 representative

· Cell or SLT

· Where an external change, the service provider raising the change



The NHS Digital change authority will co-ordinate the start of meeting with the necessary stakeholders.



Where possible an ERFC should be submitted prior to the call, however it is accepted that during HSSI’s it may be necessary to allow a retrospective ERFC submitted after the change has been completed. This decision is at the discretion of the change authority.  

[bookmark: _Toc25845116]Dial-in Details

The dial-in details for the ECAB conference call are as follows:

· Telephone: 0800 0229010

· Participant Pin: 778301

· Chair Pin: 928249

[bookmark: _Toc25845117]ECAB Agenda

Introductions and Roll Call

The ECAB chairperson will introduce and record all attendees on the call.

Discussion of proposed activity

The supplier must provide a clear overview of the proposed change, specifically:

· Details of the HSSI and the impact on users

· A summary of the change

· Planned start and end time of the change, including any outage timings

· The implementation and backout plans

· The impact of the change, including associated risks and how they will be mitigated

· Details of the success criteria relating to the change

· Details of any testing completed prior to the change

· Details of any testing to be completed to validate the change

· Communication plans for notifying users and impacted stakeholders



After the overview the ECAB is opened for questions from other stakeholders. 

Approval

The ECAB members must work collectively to reach consensus on the emergency RFC, and the chair will record the outcome of the meeting and distribute minutes to all stakeholders.



The ECAB chair will act as the ultimate decision making authority where a consensus cannot be reached.  If there is any doubt as to validity of the request, the change authority should either reject the change or seek advice/clarification from one of the designated NHS Digital service support escalation points.



The chair of ECAB will record the outcome of the meeting and distribute minutes to all stakeholders.




6 [bookmark: _Toc25845118]Roles and Responsibilities

[bookmark: _Toc25845119]Process Manager

· Manages the CAB, CAB quorums and ECABs, ensuring correct stakeholders are engaged throughout

· Ensures queries are addressed in a timely manner

· Act as ultimate decision making authority where a consensus cannot be reached

· Provides written authorisation of change approval

· Ensures all supporting evidence is recorded against the change record on the toolset



[bookmark: _Toc25845120]Service Provider

· Attends CAB as directed by a process manager.

· Provides overview of each change

· Responds to questions from CAB Members



[bookmark: _Toc25845121]CAB Member

· Provides subject matter expertise for effective change assessment and recommends approval or rejection of RFCs based on the balance of perceived risk.

· Attends CAB as directed by a process manager.

7 [bookmark: _Toc25845122]Supporting Documentation

Daily change communications will be issued at 10am each day detailing:



· changes completed, including completion code

· changes currently being Implemented

· FSC (Forward Schedule of Changes), including status



The Release and Maintenance Plan (RAMP) is published every week, at the following location

 

http://nww.hscic.gov.uk/servicemanagement/releaseactivity



It provides 12 month view of all release and maintenance activity across the NHS Digital estate, including those of partner suppliers.
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Glossary of Terms

		Term / Abbreviation

		What it stands for



		CAB

		Change Advisory Board. A group of stakeholders who review proposed changes and advise Change Management of the results of their findings. The CAB can be facilitated by online methods such as email, approvals in a toolset, or a conference call may be convened.



		CR

		Change Record created in the approved toolset. Contains details from the RFC, information to aid with the decision making process and approvals.



		eCAB

		Emergency Change Advisory Board



		FSI

		Forward Schedule of Impact



		IT

		Information Technology



		NSM

		National Service Management



		PIR

		Post Implementation Review



		Quorum

		A deliberative assembly (face to face meeting or conference cal), with the minimum number of members necessary to conduct the business of that group.



		RAMP

		Release and Maintenance Plan



		RFC

		Request For Change



		SDO

		Service Delivery & Operations



		SLT

		Senior Leadership Team
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[bookmark: _Toc19179069]Introduction

[bookmark: _Toc19179070][bookmark: _Toc92774723]Purpose of Document

This policy defines the business rules and guidelines for change management as it is operated within the Service Delivery & Operations (SDO) and National Service Management (NSM) components of NHS Digital Live Services.

It aims to deliver consistency and compliance with the NHS Digital’s strategic direction.

[bookmark: _Toc19179071]Scope

The statements within this policy are applicable to live IT services that are managed by the NHS Digital Live Services Central Change & Configuration Management  horizontal cell.

Within this definition it extends to:

· Changes that will, or could temporarily, or permanently add, remove or alter the state of defined configuration items used in the live operation of those services.



· Environments that are involved in or support the live operation of those services, including environments that provide resilience and support disaster recovery and where appropriate Development, Test and Training environments.

The Live Services Change Management system does not replace any existing local Change request systems or processes. This includes mechanisms to receive, record, review and gain local agreement of Change Requests prior to initiating them as a Change Record on the Live Services Management Toolset.  

All other IT services, service types, environments and change types (including but not limited to service requests, service portfolio changes, project scope changes, user access requests or requests for information) are out of scope.



[bookmark: _Toc19179072]Policy Statements

1. [bookmark: _Toc440527975][bookmark: _Toc19179073]Classification



1.1. All changes must be classified as Standard/Minor/Template, Normal/CAB, Retrospective or Emergency.

1.1.1. A Standard/Minor/Template change is pre-approved and hence does not require full assessment or further authorization prior to implementation 

1.2. A change type can be classified as Standard/Minor/Template if it meets the following criteria:

1.2.1. It is low risk, relatively common and follows a defined procedure or work instruction

1.2.2. There is no impact on live service during, or as a result of, the change

1.2.3. It has been successfully implemented in live at least once

1.2.4. A Change Advisory Board (CAB) Quorum has reviewed and approved a request to classify the type of change as a Standard change

1.3. Where a Standard change has an unexpected impact on a live service, future changes of the same type will revert to the normal classification.

1.4. An Emergency change is one requiring implementation on the same day that it is raised and must have relevant business justification e.g to resolve a high severity service incident (HSSI) or prevent one from occurring.

1.5. A Normal/CAB change is any change not defined as emergency or standard. A normal change goes through the full assessment, authorisation and implementation steps described in the change management process. A normal change will be assessed via the CAB procedure.  

1.6. A Retrospective change classification is used to record changes which were implemented without authorization and Change Management discover that the activity occurred. Emergency changes where the RFC arrives after implementation, and have followed NHS Digital process, are not retrospective as the Emergency classification allows the RFC to be sent in afterwards.

2. [bookmark: _Toc440527976][bookmark: _Toc19179074]Lifecycle



2.1. All changes will be recorded and managed in a controlled manner.

2.2. All changes will be recorded using a Request for Change (RFC).

2.3. RFCs must be raised and captured in a Change Record on an NHS Digital Live Services approved Service Management toolset.

2.4. RFCs must be received by the Change Management Team with enough time to facilitate effective assessment prior to approval. The actual time required for this will vary between services and are defined in and controlled by service specific change procedures.

2.4.1. The exception to this is for emergency changes, where an RFC should be raised as soon as is practically possible without delaying the assessment, approval and implementation of the change itself. A RFC should always be raised, even if this is done retrospectively.

2.5. All changes will be assessed and evaluated appropriately prior to approval.

2.5.1. Normal changes, will  be reviewed and approved through CAB.

2.5.2. Emergency changes will be reviewed and approved through an emergency CAB (eCAB).

2.5.3. Standard/Minor/Template are pre-approved. New instances of this change type do not require approval and proceed straight to implementation, after the appropriate local assessment has been undertaken.

2.5.4. A CAB Quorum face to face meeting or conference call may be convened for emergency changes, escalations, complex discussions or if senior authority is required.

2.6. All changes must be authorised by the appropriate authority prior to implementation.

2.7. Change authorisation must be recorded within the Change Record.

2.7.1. For emergency changes in cases where an RFC might not be available at the time of authorisation, approval must be recorded and added retrospectively to the Change Record once the RFC has been captured in the toolset.

2.8. Implementers must update Change Records to confirm the outcome of the change.

2.8.1. For emergency changes, in cases where a RFC might not be available at the time of implementation, the implementation steps must be recorded in the RFC, once it is available retrospectively.

2.9. All changes will require a PIR and be reviewed by the Change Management Team after implementation and prior to closure.

2.10. Service Management will undertake a full PIR if a change is not successfully implemented in line with the documented implementation plan, which includes significant timing deviations.

2.11. The change management process will be measured for both effectiveness and efficiency.



3. [bookmark: _Toc440527977][bookmark: _Toc19179075]Content



3.1. A RFC must contain key information to be assessed accurately. Additional information may be required depending on the service.

3.1.1. The name of the person raising the change; the change initiator/requester.

3.1.2. The reason that the change is required (business justification).

3.1.3. Date and time of change and planned outage timings.

3.1.4. State what will indicate that the change has been successful.

3.1.5. The risks involved in the change and the mitigation for these.

3.1.6. The implementation and remediation plans that are required during the change.

3.2. For a change to be authorised, where appropriate, it must contain a minimum set of approvals to support the correct approval decision:

3.2.1. Clinical Safety approval, or else confirmation by Clinical Safety that approval is not required.

3.2.2. Solution Assurance approval, or else confirmation by Solution Assurance that approval is not required.

3.2.3. Information Security approval, or else confirmation by Security that approval is not required.

3.2.4. Predefined SLT  or Cell authorisation.

3.3. For a change to be closed, it must contain the following information:

3.3.1. PIR outcome of the change indicating whether it was successful or not.

3.3.2. Detailed Implementation Review if unsuccessful.



4. [bookmark: _Toc440527978][bookmark: _Toc19179076]Communications



4.1. A Release and Maintenance Plan (RAMP) will be published Weekly, on a Thursday, by NHS Digital Live Services Central Change & Configuration management in order to assist longer term release and transition planning and awareness. 

Version:  0.1	Page 0

Date:       May 2005
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1 [bookmark: _Toc309897716][bookmark: _Toc317000192][bookmark: _Toc462047724][bookmark: _Toc487451761]Introduction

This document is intended as a general reference document providing guidance and information for common issues when on call as the Escalation & Deployment Manager (EDM) out of business hours. 

The processes which the EDM is in place to support are contained in separate documents and this document has been created to detail EDM specific guidance in relation to their roles in supporting these processes. 

Additional quick reference material in terms of contacts, process specific and service specific information can be found via the EDM Page on Confluence;

https://confluence.digital.nhs.uk/pages/viewpage.action?pageId=24092530



It is expected that all EDMs have read and understood this document in order to understand their responsibilities prior to going on-call.

[bookmark: _Toc309897717][bookmark: _Toc317000193]


2 [bookmark: _Toc462047725][bookmark: _Toc487451762]Escalation & Release Manager Rota & Hours

The NHS Digital Live Services EDM rota is maintained by the NHS Digital Service Bridge with assistance from the Live Services SMO Team. There is a rolling rota which outlines the EDM on duty.  This rota normally covers a period up to 12 months in advance.  This rota should be regularly checked by all EDMs to ensure any clashes with annual leave are resolved via agreed shift swaps and notified to the NHS Digital Service Service Bridge and SMO Team. 

This rota will be updated as required by the NHS Digital SMO Team.  If an EDM will not be available for a particular shift, it is their responsibility to arrange cover from other Service Management EDMs. If no cover can be arranged due to sickness / unplanned absence from work, then please inform your line manager who in turn will advise the NHS Digital Service Bridge & SMO. 

From the Rolling Rota, a weekly Rota will be created every Monday for the rest of the week for publication to the EDMs and other key stakeholders in NHS Digital (see Appendix A).

This rota will be emailed out to the relevant recipients by the SMO and stored on the Live Services SharePoint. It will also be accessible through the ‘Escalation & Crisis Mgmt’ group on Microsoft Teams.

During office hours (09:00 – 17:00 Mon-Fri) all Deployment Management responsibilities will be performed by Service Management Release Management unless expressly specified otherwise. All HSSI management responsibilities will be performed by the NHS Digital Service Bridge between 08:00 and 17:30 Mon-Fri (excluding Bank Holidays).



EDMs are on call during the following hours:

[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Standard Shift: Monday – Thursday 17:30 – 08:00 / Friday: 17:30 - 07:00

Weekend AM Shift: 07:00 - 19:00 – Saturday daytime and Sunday daytime

Weekend PM Shift: 19:00 - 07:00 Saturday night and Sunday is 19:00 – 08:00 Monday morning 

Bank Holidays: (as per weekend shifts) 07:00 – 19:00 AM shift and 19:00 – 08:00 PM shift (Any hours worked during a Bank holiday period accrue TOIL)

Time off in Lieu (TOIL) is calculated per hour worked during TOIL periods up to a maximum of 7.5 hours. I.e. a bank holiday shift exceeding 7.5 hours does not accrue more than 1 day time off in lieu.

The NHS Digital Service Bridge will hand over to the NHS Digital Service Desk for HSSI calls at 17:30 during weekdays; the EDM should be available to take calls from this point. Therefore if the journey home from work is during this period then EDMs on call should endeavour to be in a position to be able to deal with any calls. This may be necessary if a HSSI escalation is currently underway; the Service Bridge will attempt to inform the scheduled EDM prior to the start of the shift to allow them to make suitable arrangements to handle conference calls if required.

[bookmark: _Toc309897718][bookmark: _Toc317000194][bookmark: _Toc369181240]EDMs are expected to be able to arrange a conference call within 30 minutes of receiving an escalation call from the NHS Digital Service Desk, NHS Digital Senior Management or Service Provider.


3 [bookmark: _Toc462047726][bookmark: _Toc487451763]Escalation & Release Manager Responsibilities



The EDM is expected to cover two main areas of responsibility, these are:

· High Severity Service Incident (HSSI) Escalations

· NHS Digital Business Continuity Plans

· Corporate Incident / Crisis Management Process

· IT Systems Crisis Management Process

· Release Management



3.1 [bookmark: _Toc309897719][bookmark: _Toc317000195][bookmark: _Toc462047727][bookmark: _Toc487451764]High Severity Service Incident Escalations



3.1.1 [bookmark: _Toc317000196][bookmark: _Toc487451765]Escalation triggers – Non BAU HSSIs

If a HSSI is reported to the NHS Digital National Service Desk when acting as the NHS Digital Service Bridge and falls into one of the below categories, then the respective on call EDM will be contacted. Where an HSSI cannot be clearly defined as BAU / NON BAU, the HSSI will also be escalated to the EDM.

· Data Centre HSSI – Significant performance issue or outage (see section 3.1.2)

· Multi Site HSSI – Outage only

· Key Deployment Site HSSI (currently Lorenzo HSSIs)

· Any National Internal/Operational NHS Digital HSSI

· National Governance Service HSSI – Significant performance issue or outage

· Clinical Safety HSSI - Any type of incident 

· IG & Security HSSI - Any type of incident 

· Any incident there has been a request for a conference call or war room or where it is determined that one of these will be necessary

· Service Provider to Service Provider request or requirement for technical assistance

· Release / deployment queries

· Emergency change request

· General, non incident related query

· Press Office enquiry

· Senior management/Director contact enquiry

· Escalation from Programme teams

· Escalation from a Service Provider

· No notable progression of incident resolution or confidence that the Service Provider is effectively managing an HSSI*



Any potential invocation of the following processes should be called through to the EDM;

· NHS Digital Business Continuity Plans

· Corporate Incident / Crisis Management Process

· IT Systems Crisis Management Process



*Throughout the EDM shift (where reasonably possible), the EDM is expected to monitor HSSI SMS notifications (or Mobile HSSI App) sent by the NHS Digital National Service Desk. Where an HSSI appears not to be making suitable progress towards resolution (e.g. after 5 hours or approximately the third update on Governance Services), then the EDM should pro-actively call the NHS Digital National Service Desk for an update. 

If the information provided by the Service Provider or an internal resolver group to the NHS Digital National Service Desk is not satisfactory then the EDM will be expected to call the Service Provider MIM or internal resolver group directly for a more comprehensive update.

If the Service Provider or internal resolver group cannot provide details of completed investigations and a sound plan of next steps to investigate, at this stage, then the EDM should consider arranging a conference call to discuss the restoration plan. 

If technical assurance / subject matter expertise is required for incident management, then the NHS Digital relevant individuals should be contacted as per the technical contacts on the EDM rota. The input provided from Programme/Project subject matter experts should be considered as part of the service decision.



3.1.2 [bookmark: _Toc317000197][bookmark: _Toc487451766]Crisis Management



When the Service & IT Systems Crisis Management process is invoked there is a significant amount of extra resource required to manage it through. Therefore a system of qualification must be followed before invocation.

The EDM Manager should bear in mind the Service & IT Systems Crisis Management Guidelines at all times when handling HSSIs.  When a HSSI is raised within the standard process and the EDM Manager who receives it believes it to be of a Service & IT Systems Crisis Management nature then it should be immediately raised with a Level 3 escalation manager (as per the EDM rota). The Level 3 manager will then make an immediate decision on whether to invoke the process. The relevant Service Provider or internal resolver teams will be advised immediately that this incident will be subject to Service & IT Systems Crisis Management process management and then the process is considered fully activated from that point.



3.1.3 [bookmark: _Toc317000198][bookmark: _Toc487451767]EDMs to provide HSSI guidance to the NHS Digital Service Desk

The NHS Digital National Service Desk will always retain responsibility for physically creating and sending communications via the Comms Manager Toolset and recording HSSI events and updates into the Service Management toolset. However, the EDMs will provide guidance to the NHS Digital Service Desk analysts for the appropriate HSSI communications to be sent to stakeholders when an incident has been escalated.

During complex Multiple Trust outages or HSSIs, that are sensitive in any fashion, the EDM should provide additional detail for the communications to be sent. This ideally will involve sending a written update via email to the NHS Digital Service Desk (ssd.nationalservicedesk@nhs.net) in order for the analysts to copy/paste into the comms update. Other collaboration tools such as Skype and Teams may also be used.

This firstly avoids the use of poor technical and non-technical descriptions, provides consistency of updates as the same EDM will deal with the HSSI over the shift and allows for a greater detail of information to be provided in the updates sent to stakeholders. It is likely that the EDM will have engaged the Service Provider or internal resolver groups and therefore understands the issue better then the Service Desk analyst.

3.1.4 [bookmark: _Toc317000199][bookmark: _Toc487451768]EDMs to co-ordinate and chair conference calls

EDMs co-ordinate and chairs conference calls between Service Provider / Trust /CCG / NHS Digital stakeholders and resolver groups to progress HSSI resolution.

Where HSSIs are not progressing on governance services (e.g. after 5 hours or approximately the third update) the EDM may be required to arrange a conference call with the necessary stakeholders required to progress resolution. For NHS Digital operational services a conference call should be arranged immediately unless an initial call with the resolver group has confirmed there are known restoration

The conference calls should be arranged using Skype for Business in the first instance and the NHS Digital Service Bridge primary conference call number (see Appendix A) as a back-up. Invites should be sent to all parties via the NHS Digital Service Bridge mailbox (servicebridge@nhs.net) rather than the individual EDMs mail account. This firstly provides consistency for handing over to EDMs on the next shift and for the Service Bridge to control ongoing conference calls when back during office hours.

All correspondence in relation to conference calls should be sent and received via the NHS Digital Service Bridge mailbox. This mailbox is an address that most Service Provider MIMs are familiar with and also allows for better historical tracking of events.

Please note that NHS Digital Service Desk analysts would not be expected to join conference calls and as such all updates should be passed onto the Service Desk Analysts following any call.  

If technical assurance / subject matter expertise is required for incident investigations, then the relevant contacts can be found in the EDM Rota. The input provided from Programme/Project subject matter experts should be considered as part of the service decision during an HSSI.

When arranging conference calls, EDMs should be aware when the next HSSI communication is due to be sent, to ensure either a new update to the Service Desk analyst is available by that time or guidance given to send a holding communication if the conference call time is likely to conflict.

EDMs should follow the guidance in the ‘Service Bridge - War Room Best Practice Guide’ found on Confluence when running HSSI conference calls.



3.1.5 [bookmark: _Toc317000200][bookmark: _Toc487451769]EDMs to co-ordinate and chair ECABs



In line with the NHS Digital Change Management Process, EDMs co-ordinate and chair Emergency CABs between Service Provider / Trust / SHA / NHS Digital Stakeholders and resolver teams to progress HSSI resolution;

Emergency CAB meetings should only be convened out of hours when there is a requirement to discuss/assess an RFC which has been raised to fix or prevent the immediate threat of a severity 1 or 2 High Severity Service Incident. 

Where there is a requirement for Emergency CAB, the EDM should agree a time when they are able to have representation from the Service Provider or internal resolver group to advise of the change formally.

If an RFC document exists for the Emergency Change, this must be sent to the EDM and NHS Digital Change Management at liveservices.central-changemgmt@nhs.net.

In the absence of a documented RFC, the Service Provider or internal resolver group MUST be able to verbally advise on the following aspects of the change:

· Summary of the proposed change and the environment(s) affected

· Planned time of implementation (both start and finish)

· Summary of the impact of the change, including details of any associated risks and how they will be mitigated

· Details of any impact on or engagement needed by other Service Providers as a result of the proposed change

· Clear rationale on why this must be implemented out of hours versus being done via BAU processes

· Details of the success criteria relating to the change

· Details of any pre-implementation and post implementation tests which the Service Provider will undertake to minimise further threats to service and ensure the validity of the change

· Details of how the change will be implemented

· Details of how the change will be backed out if there are any problems



The EDM is the decision point for approval or rejection of the RFC and if there is any doubt as to validity of the request, the EDM should either reject the change or seek advice/clarification from on call Level 3 Managers (as per the EDM rota). 

If technical assurance / subject matter expertise is required for Change approval, then the relevant contacts within the EDM rota should be contacted. The input provided from Programme/Project subject matter experts should be considered as part of the service decision to approve/reject changes.

If approval is granted the EDM should forward this formally via email to the Service Provider, internal resolver teams and NHS Digital Change Management (this should include the RFC number and title).

If an RFC is rejected, clear and documented details on the reason for the decision should be sent to the NHS Digital Change Management Team at liveservices.central-changemgmt@nhs.net

Notes of the Emergency CAB must be produced and sent to the Service Provider and/or internal resolver teams as a summary of the meeting; this will provide an audit trail of what was agreed. Additionally, these notes should be updated in the handover and forwarded to NHS Digital Change Management at liveservices.central-changemgmt@nhs.net along with any additional information the EDM feels pertinent. This should include the title and number of the RFC discussed.

The Service Provider or internal resolver groupds must undertake to provide updates on the progress of the change to the EDM and should advise when the change is fully complete (or backed out).

The Service Provider or internal resolver group must undertake to supply a documented retrospective RFC to NHS Digital Change Management at liveservices.central-changemgmt@nhs.net by close of business (i.e. 17:30) on the following working day, if not supplied prior to implementation.



3.1.6 [bookmark: _Toc317000201][bookmark: _Toc487451770]Common Issues to be aware of for EDMs

HSSI Communications



· Distribution lists – 'Ad-hoc Update' Communications being sent out with 'Ad-hoc Update' as the location in the SMS email body and email header. Any comms identified with these errors then the EDM should notify the NHS Digital Service Desk in order to correct at the next update.

· Multiple Sites – If more than three Trusts are affected for a service issue, the SMS and Email subject should read Multiple Trusts in [Region]. If the issue affects all users for a given application the email subject and SMS should be amended to read ‘Multiple [Service Name] Users’ for example. If this is not correct then the EDM should notify the NHS Digital Service Desk in order to correct at the next update.

· HSSI Comms to incorrect Trusts – e.g. a Lorenzo communication listing a Primary Care Trust when it is a hospital application not in the PCT domain.

· Retrospective Incidents – Any HSSIs that are reported to the NHS Digital Service Desk as retrospective should still be communicated out via SMS/Email as a New/Resolved HSSI where the issue occurred within the last hour. If the issue occurred over an hour ago the EDM should make a call on whether the issue should be communicated. For National issues it is better to communicate a HSSI even where it is retrospective as an information piece. Where email and SMS communications are not sent due to retrospective reporting of an issue the analyst should still manually post the incident to the Service Status Web page as per the process documentation.  

· T-Spine issues (Spine Training Environment) - NHS Digital Solutions Assurance Team support this environment. They now also record and communication any HSSIs affecting it. The Service Bridge / National Service Desk will be notified for information and provide detail of this in a handover but do not need to issue communications.

3.1.7 [bookmark: _Toc487451771]In the event of a NHS Major Incident



· NHS Major Incident – In the event of a Major Incident where the NHS are either involved or required, the EDM, Service Bridge or Change Team should review any scheduled activity over the following 24hours and put a freeze on any changes accordingly. A major incident may be along the lines of a terror attack or some catastrophic event reported widely in the press which may lead to hospitals in an area being overrun. The EDM should make a judgement call on this and if in any doubt should escalate to Level 3 to confirm the decision. 

· Level 3 Escalation – for any changes that get cancelled in a NHS Major Incident the EDM should make Level 3 aware.



3.2 [bookmark: _Toc462047728][bookmark: _Toc487451772]Release Management



The primary role for the EDM, when acting as Release Manager is to monitor the release activities against plan and ensure that the agreed management controls for the release are applied as appropriate.

This will assure the deployment to live of significant changes and minimise the risk for all national transition activities including but not limited to Spine Core, NHS e-Referral, SUS, CQRS, CIS, GPES, NHSmail, BT N3 as well as ESPs and GPSoC services as and when required.

The Release Manager responsibilities are to:

· Monitor the release activities against plan and ensure that the agreed management controls for the release are applied as appropriate.

· Follow specific instructions detailed within the Service Wrap. These may include fail states, bespoke escalation procedures and technical support requirements.

· Providing regular, scheduled communications on the progress of the Release using templates provided in the Release Communicator tool

· Chair management checkpoint calls to approve commencement and closure of release activities in line with pre-agreed entry and exit criteria.

· Agree extensions to the release plan that do not impact live service but allow safe completion of releases.

· Escalate to level 3 in the event that changes to the deployment schedule may impact or pose risk to live Service

· Manage non service impacting incidents [in correspondence with the NHS Digital Service Desk] with the release components.



If technical assurance / subject matter expertise is required for release decisions, following or during a service incident, then the relevant contacts within the EDM rota (or relevant service wrap) should be contacted. The input provided from Programme/Project subject matter experts should be considered as part of the service decision on whether to proceed.

Each release and deployment is different and as stated above any specifics detailed in a Service Wrap should be followed as a priority. There are however many ‘standard’ Service Wraps that don’t have specific requirements in them (usually for minor releases) and it is expected that the Deployment Manager will use their discretion on how to proceed. If the Deployment Manager is in any doubt though they should immediately escalate to Level 3 for advice.

3.2.1 [bookmark: _Toc276465671][bookmark: _Toc317000203][bookmark: _Toc487451773]Release Service Wrap

For significant change or release activity the Release or Change Manager will produce a documented release service wrap schedule. This document identifies the key checkpoint times and methods of update (call/email), the criteria to be validated at each checkpoint, the escalation contact points, and any special considerations that may be required with regards to the overall activity during the change window. A release service wrap may cover one or more change activities during the period.

3.2.2 [bookmark: _Toc276465673][bookmark: _Toc317000204][bookmark: _Toc487451774]Management of Ad-hoc Issues

The EDM is responsible for the management of all ad-hoc issues encountered during any release.  They have responsibility to setup and chair all calls required to resolve the issue and they retain responsibility for communicating progress updates on all such issues until resolution. 

Where further input is required or issues are causing/pose significant risk to live Service then Level 3 EDM escalation should be invoked.

3.2.3 [bookmark: _Toc317000206][bookmark: _Toc487451775]Communications

A number of distribution lists have been set up to communicate to the NHS Digital Senior Service Management Team, and other key stakeholders updates on the progress of the transition.

Email and SMS updates will follow all scheduled transition checkpoint calls.

Messages are sent using NHSmail from the Release Management Communicator website, found here:

http://releasecommunicator (Requires VPN to NHS Digital domain)

Full details can be found in the Release and Deployment Management Communication Process.



3.2.4 [bookmark: _Toc309897721][bookmark: _Toc317000207][bookmark: _Toc487451776]Escalation & Release Manager Shift Handovers

At the end of each shift, the EDM should:

· Send an email (with a completed handover document attached) to the EDM they are handing over to.

· If there are any service issues being dealt with by the EDM, the handover must be supported by a phone-call.

· If the EDM is handing over to the NHS Digital Service Bridge then a written handover should be completed and emailed to Servicebridge@nhs.net at the end of the shift and prior to 08:00. Again this should be supported by a phone call if issues are ongoing. The documented handover and phone call are not necessary if there is nothing to handover or no escalation/deployment work has been completed.



3.2.5 [bookmark: _Toc487451777]Common issues to check and avoid whilst being on call:



· No Signal Area – EDMs should periodically check they are able to receive a phone signal to ensure they are contactable. Voice Mail should be setup for any occasion where the EDM is unavailable to take a call.

· Didn’t realise on shift – it is the responsibility for each EDM to check and know when they are on shift. Over the weekend the previous EDM may not necessarily provide a direct handover if no activity has taken place. It is therefore the EDMs responsibility to be aware that their shift has commenced as per the rota.

· Not in a position to manage incidents – Occasionally there may be a number of Transition calls taking place which may restrict the EDMs ability to manage other escalations. If this appears to be the case then the Level 3 escalation contact should be used and discussion to take place of how to proceed.

N.B. If the OOH Service Desk is unable to make contact with an EDM after 2 attempts in a 20 minute period, they will contact the NHS Digital Level 3 EDM for further advice



4 [bookmark: _Toc462047729][bookmark: _Toc487451778]Escalation – level 2 / level 3

Set triggers have been defined for when level 1 (Service Desk / Service Bridge) should escalate to level 2. Below is additional guidance for when level 2 should escalate to level 3;

HSSI Management

· Datacentre HSSI - Outage Only 

· Multi Site HSSI - Outage Only

· Key Deployment Site HSSI - Outage Only

· National Service HSSI - Outage Only

· Clinical Safety HSSI - Significant Risk to Patient Care

· IG & Security HSSI - Significant risk to Confidentiality, Integrity or Availability 

· Press Office enquiry

· Potential invocation of the Corporate Incident Process

· Invocation of the IT Systems Crisis Management Process

· Invocation of Business Continuity Plans

Deployment Management

· In the event that changes to the deployment schedule may impact or pose risk to live Service

In addition to the above guidance, if the Release Manager is in any doubt though they should immediately escalate to Level 3 for advice.


[bookmark: _Appendix_A_-][bookmark: _Toc309897722][bookmark: _Toc317000208][bookmark: _Toc462047730][bookmark: _Toc487451779]Appendix A - Useful Information for Escalation Managers



EDM Skype details;

EDMs should ensure they are able to use their own Skype details where a call is required. 



An overview of Skype for Business can be found here.



Service Bridge Conference call numbers;

Skype should be used in the first instance and the numbers below should be used as a backup should skype be unavailable. 



		Primary Service Bridge Conference Call: 

0800 0229010 

0330 336 0347 (alternate number)

		PIN 

355250#

		Chair PIN 

799616#



		Secondary Service Bridge Conference Call: 

0800 0229010 

0330 336 0347 (alternate number)

		PIN 

738417#

		Chair PIN 

275515#









Personal Web-Ex conference call numbers;

EDMs should ensure they are able to use their own WebEx numbers in case there are isses with Skype or the numbers above. 

Web-ex dial in;

· 0033123 (Internal) 

· 02070033123 (any) 



· Then dial 2#

· Then enter you Cisco Unified MeetingPlace profile number – XXXXXX#

· Then enter you PIN – XXXXX#



The EDM should also be aware of their meeting place profile number and PIN. To obtain this you can follow these instructuctions;



· Login to WebEx from the home page using your windows credentials here



· Click on ‘My WebEx’

· ‘Preferences’

· Audio ‘Set up’

· Scroll down and you can see your Cisco Unified MeetingPlace profile number and set your PIN here as required (i.e. Chair PIN). Other users should not need a PIN to dial in.



Should you need to open somebody else’s number (due to absence etc), you can do this by:

· Dialling the Web-ex number and the original MeetingPlace number

· Type ‘3’ 

· Put in your own meeting place profile number

· Put in your own PIN number





Link to NHS Digital Confleunce Page 

The Service Bridge Confluence Page provides more information here. 



NHS Digital National Service Desk central number: 

0300 303 5035



NHS Digital Service Bridge number: 

0300 303 4333



NHS Digital Service Bridge mailbox: 

Servicebridge@nhs.net 



Deployment Manager Information:

		Release Management Conference Call: 

0800 0229010

		PIN 

977484#

		Chair PIN 

163985#







Release Communicator tool:

http://releasecommunicator (Requires VPN to NHS Digital domain)



The weekly EDM Rota Distribution list: 

This is a central distribution list (DL) Called;

SM-EDM-Rota-Recipients (NHS DIGITAL)

The DL is managed by the NHS Digital SMO Team.

The email DL for the current EDMs is HSCIC.DL-SMescalationmanagers@nhs.net

[bookmark: _Toc462047731][bookmark: _Toc487451780]Appendix B – Deployment Communication Templates 

Example templates should be used when sending out Transition communications. If cutting and pasting from these documents into release communicator, the document must be pasted into notepad first. Avoid the use of bullet points or hyphens copied from a word document as the communicator is unable to recognise them.



The communication templates can be found in the following document

https://hscic365.sharepoint.com/sites/SMHUB/Guidance%20Library/EDM%20Deployment%20Communication%20Templates.docx



They are also availabler in Sagat where access to the file location is available:

S:\High Level Contracts\ITSM\Service Support Incident Management\HSSI Team\ESCALATION MANAGERS\Templates





[bookmark: _Toc462047732][bookmark: _Toc487451781]Appendix C – NHS Digital Technical Support Contacts 

The latest EDM rota which contains relevant contact information for the given week can be found on the Bridge Confluence Page here.
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		Incident Created

Date / Time

		NHS Digital

Reference

		Incident Severity

		Service Desk References

		Time of Initial Failure

		Resolution Date / Time

		Problem

Reference



		

Date of Incident 

		

NHS Digital Reference

		

Severity

		

NHS Digital Refs

		

Time issue occurred

		

Time issue was resolved

		

List of all associated Problem References







		Incident Description & Investigations



		

A short summary of the Incident – ie the symptom experienced by the user and the sites affected.



E.g. 1. Users at the SDF reported they were unable to access XXX



E.g. 2.  Proactive monitoring detected…. 







This section should describe how the incident was identified, who was engaged and a full timeline of events during the investigations, including any lines of investigation which turned out not to be related. It should include any key decision points during those investigations, the timings and discussion points of any conference calls, along with detail of when communications were distributed if relevant.









		Summary of Impact



		

A description of the impact in business terms (ie what could not be done? Were users able to carry out required business functions?  How were users/patients affected?)



· Number of users/sites affected

· Number of extracts affected

· Duration of the Incident

· Duration of any down time

· The business functions that were affected



E.g. 1 All users at, site were unable to use function(s) in application name resulting in a delay to the production of the XXX extract.  



E.g. 2 All users at the SDF were suffering slow response using functions in application name resulting in an impact. Due to the nature of the fault, with agreement from the customer (Name) downtime was arranged while the resolution activity was implemented. 



E.g. 3. A back ground process failed causing the required item to be unavailable to the department resulting in work process being delayed / unavailable. The background process had to be run during the day resulting in poor performance for users doing functions in application until it completed. 



· 25 users affected

· Incident Duration dd/mm/yyyy hh:mm finish dd/mm/yyyy hh:mm

· The system was down from dd/mm/yyyy hh:mm until dd/mm/yyyy hh:mm resulting in a hh:mm minute outage. 

· Poor system performance from dd/mm/yyyy hh:mm until dd/mm/yyyy hh:mm



NB – in the event of Poor Performance an indication of the expected or normal performance and the actual performance during the incident should be included.  









		Resolving Activity



		

What was done to resolve the Incident? Was this a permanent fix or a work around? 



Describe the permanent Fix if known.



If it is a work around:

Give details of the workaround, the business impact on the users of using the workaround and the business impact of reverting to normal operation.

· Can this be used again?

· Is there a knowledge article to be created?

· Is it automated or Manual?

· How was it implemented? (e.g. a change etc)

· What are the implications of maintaining the workaround including the implications of reverting to BAU if the workaround is left in place for a significant length of time? (E.g. Switching to a resilient site).





Included if DR or IT Continuity measures were considered (where applicable):

· Where DR was considered give details of what was considered and the basis on which the decision was taken.  

· If DR is implemented provide details of timings, business impact of implementing and using the DR procedures and the business impact of reverting BAU service provision



E.g. 1. Agreement was reached with the users to restart the application server at hh:mm. Access was restored at hh:mm and verified with the users at hh:mm. 



E.g. 2. As per the documented work around provided by supplier (or from problem record nnnnn) the work around was implemented. 



E.g. 3. Change nnnnnnnn was raised to implement a configuration update / patch / activity. 





		Root Cause Investigations / Follow Up Activities



		

Root cause should examine the processes, changes, events and technical failures that caused the problem. These may include volumetric changes, procedural changes, technical changes, hardware failures, user issues etc. This event occurred as soon at the site went live (and possibly during the deployment). Lessons learnt from the process relationship area, did the interactions work or can they be improved? Communications etc should be reviewed as part of the RCA not just the Technical items.



If the technical root cause can be found, ask what caused the technology to be in that state? Human error, process failure, unexpected volumes, hardware fault, bugs, reference supplier knowledge base etc. 



Where the cause is “unknown”. If there was resolution action carried out by a specific resolver team then there will be an area of responsibility for that team. Actions to resolve an incident should be taken on the basis of some investigative work and on that basis there should always be an indicator of the cause. If it truly is “unknown”, Provide details of system areas that have been investigated and why these areas have been discounted, give an indication of the suspect areas and the approach the resolver team will be taking to investigate the cause with more action planning in the Actions below.  In theory, each symptom should be able to be mapped to a finite set of components and this should be the place to start investigation. 





All actions to have timescales and owners. 

The owner should always be an individual on the resolver teams Org chart.

Where applicable indicate which process will run the action (eg CSIP, Problem Process etc and quote all reference numbers). 

Include references to the suppliers that are involved where applicable.

If a workaround was implemented what is the timetable for providing a full solution?  



If SLA targets were breached, indicate any additional actions that are required to ensure targets are not compromised in the future.
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1. [bookmark: _Toc486516906]Purpose of Document



This document sets out the guidelines for calculating incident severity as part of the incident management process on NHS Digital provided and supported national services.

It is therefore intended for use by any party who is involved with or needs to navigate NHS Digital’s incident management process.

It should be noted that this is just a guide and was created to support severity setting on national NHS user facing services provided and supported by NHS Digital only. Some services may have bespoke severity affecting criteria outside the scope of this guide.



2. [bookmark: _Toc486516907]Severity Levels



The Severity Level assigned to a specific incident or problem is derived from a matrix incorporating the relative Impact and Urgency of the failure.

Impact

A measure of the effect of an incident on business processes, often based on how much service levels will be affected.

Urgency

A measure of how long it will be until an incident has a significant impact on the business.













Using these definitions, a severity level matrix can be built up, which is shown below.

		SEVERITY LEVELS



		

		Urgency



		

		1

		2

		3

		4    

		5



		



Impact





		1

		1

		1

		2

		2    

		3



		

		2

		1

		2

		2

		3    

		4



		

		3

		2

		3

		3

		4    

		4



		

		4

		3

		3

		4

		4    

		5



		

		5

		4

		5

		5

		5    

		5

















3. [bookmark: _Toc348089685][bookmark: _Toc486516908]Factors that Influence Impact



The impact can be derived from a combination of two variables:

· The importance of the business process impacted by the incident

· The number of users affected



3.1 Importance of the affected business process

Many factors influence business impact, including the impact on patient care, reputational damage and the cost to return the business to normal operations.

An incident that results in a degradation of service performance should be less critical than the service being completely unavailable.  Similarly, the unavailability of some aspects of a service may be less critical than performance degradation of key functionality.

Security incidents require special consideration and should be categorized using the same criticality list.

Whatever the variables considered, it is important to focus on the business process that the service supports rather than the technical aspects of the service itself in order to assess the Impact.

3.2	The number of affected users

The number of users affected will be based on a best estimate from the end user in addition to any other information available such as monitoring tools. As the user volumes are based on general usage of national applications, they should be scaled appropriately for services with a smaller user base.



These factors can be combined into an impact matrix, which can be fed into the overall severity matrix.

		IMPACT



		Criticality

		Number of Users Affected



		

		=>5000

		1000 - 5000

		100 - 1000

		10 - 100

		<10



		Critical function

		1

		1

		1

		1

		1



		High Impact Function

		1

		1

		2

		2

		2



		Med Impact Function

		2

		2

		3

		3

		3



		Minor Impact Function

		3

		3

		4

		4

		4



		Cosmetic Function

		5

		5

		5

		5

		5









4. [bookmark: _Toc348089688][bookmark: _Toc486516909]Factors that Influence Urgency



Urgency is an assessment of how long it will take for the incident to have significant impact against two main criteria:

· Impact upon the ability to provide patient care

· Business and financial impact



The table below defines how to assess urgency.

		Urgency

		Definition



		1

		A Service Failure which, in the reasonable opinion of the allocating party has the potential to:

· have a significant adverse impact on the provision of the Service to a large number of End Users; or

· have a significant adverse impact on the delivery of patient care to a large number of patients; or

· cause significant financial loss and/or disruption to the NHS, an NHS Digital Service Recipient or an NHS Digital Party; or

· result in any material loss or corruption of NHS Data, or in the provision of incorrect NHS Data to an End User.



		2

		A Service Failure which, in the reasonable opinion of the allocating party has the potential to:

· have a significant adverse impact on the provision of the Service to a small (i.e. one or more) or moderate number of End Users; or

· have a moderate adverse impact on the delivery of patient care to a significant number of End Users; or

· have a significant adverse impact on the delivery of patient care to a small (i.e. one or more) or moderate number of  patients; or

· have a moderate adverse impact on the delivery of patient care to a high number of patients; or

· cause a financial loss and/or disruption to the NHS, an NHS Digital Service Recipient or an NHS Digital Party which is more than trivial but less severe than the significant financial loss described in the definition of a Severity 1 Service Failure.



		3

		A Service Failure which, in the reasonable opinion of the allocating party has the potential to: 

· have a moderate adverse impact on the provision of the Service to a small (i.e. one or more) or a moderate number of End Users; or

· have a minor adverse impact on the provision of the Service to a large number of End Users; or

· have a moderate adverse impact on the delivery of patient care to a small (i.e. one or more) or moderate number of patients; or

· have a minor adverse impact on the delivery of patient care to a large number of patients.



		4

		A Service Failure which, in the reasonable opinion of the allocating party has the potential to:

· have a minor adverse impact on the provision of the Service to a small (i.e. one or more) or moderate number of End Users; or

· have a minor adverse impact on the delivery of patient care to a small (i.e. one or more) or moderate number of patients.



		5

		A Service Failure affecting only the presentation of the Service that does not undermine the End User's confidence in the information being displayed, and which does not impact on the delivery of patient care









5. [bookmark: _Toc486516910]Automated Severity Matrix Tool

The spreadsheet below is a tool to calculate severity.

It contains a set of questions, the answers to which create a score that translates into a severity based on the criteria set out in this document. It should be noted this is just a guidance tool and can be overridden given viable justification.

This tool has been used extensively in the past to assess incidents and has been found to be useful in helping teams and individuals make decisions.





[bookmark: _Toc103765450][bookmark: _Toc103765452][bookmark: _Toc103765453][bookmark: _Toc103765454][bookmark: _Toc103765455][bookmark: _Toc103765456][bookmark: _Toc103765457][bookmark: _Toc103765458]
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Matrix





						Category			Criteria						Score


						Urgency			No impact						0


									Minimal impact to the delivery of patient care to a small number of patients (i.e. 1 or more)						20


									Medium impact upon the delivery of patient care to a large number of patients						30


									Significant impact to delivery of patient care to a small number of patients (i.e. 1 or more)						40


									Significant impact to the delivery of patient care to a large number of end users						50			0


						Impact to other supplier(s)			No impact						0


									Minimal impact/easily controllable by other supplier(s)						15


									Medium impact. Other supplier(s) are under pressure as a result of the issue.						30


									High impact raising serious concerns for other supplier(s)						50			0						Severity


						Impact to Site			No impact on business processes						0									5


									Minimal impact causing minimal delay to business processes						20


									Medium Impact with significant but manageable delays to business processes						30


									High impact with unmanageable delays to business processes						50			0


						Criticality of Service / Function			Cosmetic function or training system						0


									Minor impact function						20


									Medium impact function						30


									High impact function						40


									Critical function						50			0


						Potential Clinical Safety / Security Impact			No potential Clinical Safety/ security risk						0


									Very Low Clinical Safety / IG / Security Risk 						5


									Low Clinical Safety/Security risk						15


									Medium Clinical Safety/Security risk 						35


									High Clinical Safety/Security risk						50			0


						No. of Users Affected			Less than a single site (isolated users)						0


									A single site (Trust / Business Unit)						10


									Multiple sites (Trust / Business Unit  / CCG)						20


									All Users Nationally						30			0


						NHS HSCIC Priority			NHS HSCIC (BAU) Priority						0


									NHS HSCIC Low Priority (related to a first of type activity) 						10


									NHS HSCIC Medium Priority (Impact on Programme or related to an escalation)						20


									NHS HSCIC High Priority (Major impact on Programme or related to a significant escalation)						30			0


									Matrix updated 03/10/2018


																		0








Cherwell Matrix


			Category			Criteria			Score			Cherwell Field			Value			Other						Other			USER			DEPT			TRUST			REGION			NATION


			Urgency			No impact			0			Linked Incidents / Impact			From Matrix			See Right						1			NONE			MINIMAL			MINIMAL			MEDIUM			SIGNIF


						Minimal impact to the delivery of patient care to a small number of patients (i.e. 1 or more)			10			Linked Incidents / Impact			From Matrix			See Right						2-5			MINIMAL			MINIMAL			MEDIUM			MEDIUM			SIGNIF


						Medium impact upon the delivery of patient care to a large number of patients			20			Linked Incidents / Impact			From Matrix			See Right						6-10			MINIMAL			MEDIUM			MEDIUM			MEDIUM			SIGNIF


						Significant impact to delivery of patient care to a small number of patients (i.e. 1 or more)			35			Linked Incidents / Impact			From Matrix			See Right						11-20			MEDIUM			MEDIUM			MEDIUM			SIGNIF			CRITICAL


						Critical impact to the delivery of patient care to a large number of end users			50			Linked Incidents / Impact			From Matrix			See Right						21+			SIGNIF			SIGNIF			SIGNIF			CRITICAL			CRITICAL


			Impact to Other Suppliers			No impact			0			Supplier Impact			None


						Minimal impact/easily controllable by other supplier(s)			10			Supplier Impact			Low


						Moderate Impact with limited issues experienced by other supplier(s)			20			Supplier Impact			Moderate									MANUAL CREATION


						High impact. Other supplier(s) are under pressure as a result of the issue.			35			Supplier Impact			High									Patient Care Impact															SCORE


						Critical impact raising serious concerns for other supplier(s)			50			Service			Outage																								


			Impact to Site			No impact on business processes			0			Local Severity			5									Supplier Impact															SCORE


						Minimal impact causing no delay to business processes			10			Local Severity			4																								


						Moderate Impact with limited delays to business processes			20			Local Severity			3									Process Impact															SCORE


						Medium Impact with significant but manageable delays to business processes			35			Local Severity			2																								


						High impact with unmanageable delays to business processes			50			Local Severity			1									Function Impact															SCORE


			Criticality of Service / Function			Cosmetic function or training system			0			Affected CI			CI 'CRITICALITY'			Bronze																					


						Minor impact function			15			Affected CI			CI 'CRITICALITY'			Silver						Clinical Safety / Security Impact															SCORE


						High impact function			30			Affected CI			CI 'CRITICALITY'			Gold																					


						Critical function			50			Affected CI			CI 'CRITICALITY'			Platinum						Scope Impcat															SCORE


			Clinical Safety/ Security Impact			No potential Clinical Safety/Security Risk OR Clinical Safety/Security Risk Made Safe			0			Patient Care Impact & Security Risk			UNCHECKED			Or 'MADE SAFE'																					


						Potential Clinical Safety/Security Risk			35			Patient Care Impact OR Security Risk			ONE CHECKED									Urgency Impact															SCORE


						High Clinical Safety/Security Risk OR Critical Clinical Safety/Security Issue			50			Patient Care Impact & Security Risk			BOTH CHECKED																											0


			No. of Users Affected			Less than a single site (isolated Users)			0			Impact Scope			USER


						A single Department or Business Unit			10			Impact Scope			DEPARTMENT												OUTPUT SEVERITY


						A single Site (Trust / Business Unit)			20			Impact Scope			TRUST												


						Multiple Sites (Trust / Business Unit  / CCG)			25			Impact Scope			REGIONAL


						National Issue			30			Impact Scope			NATIONAL


			NHS Digital Priority			No upgrade to urgency required			0						NONE


						First Task Failed to Correct			10						LOW


						Limited Risk, risk of Escalation			20			Cell Assessment			MEDIUM


						Medium Risk, or First Level Escalation			25			Cell Assessment / Escalate to Level 2			HIGH			Tier 1 Escalation


						High Risk, Reputational Impact, or Second Level Escalation			30			Cell Assessment / Escalate to Level 3			CRITICAL			Tier 2 Escalation





			Severity			Value Range


			5			Between 0-70


			4			Between 71-110


			3			Between 111-140


			2			Between 141-180


			1			181+
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HSSI Quick Reference Guide



Contact NHS Digital Service Bridge

0300 303 4333

HSSI (High Severity Service Incident)

Roles and Responsibilities:

· Reporting a Potential HSSI (Severity 1-2) – Anyone

· Impact Assessment – Service Bridge + TechOps + DevOps + Other Resolver Groups + Service Cell + Security + Clinical + Service Desk + Media/Comms + Business Contacts

· Declaring a HSSI – Service Bridge

· Accountable for Managing the HSSI – Service Bridge (Escalation Mgr OOH) 

· Responsible for Investigation, Mitigation and Remediation activity - DevOps + TechOps + Other Resolver Groups + Service Bridge + Service Cell + Security + Clinical + Service Desk + Media/Comms (Service Bridge to coordinate and approve activities where not predefined)

· Sending External Comms – Service Bridge

· Sending Internal Comms – Service Bridge via Service Cell & Level 3 Service Management Escalation 

· Service Cell act as Service Bridge support








Service Bridge email – servicebridge@nhs.net  /  Service Bridge Confluence Page / Escalation & Crisis Mgmt group on Teams

Stakeholders – This can refer to any team or external party who can add value to HSSI assessemt, mitigation and restoration as determined on a case by case basis, though generally will include all resolver groups.

HSSI Consistancy – Whereever possible a consistant group of individuals will be involved in a HSSI from start to finish to aid efficiancy.


HSSI Quick Reference Guide



1 - Alert or Incident

· Monitoring Alert or Incident Triage triggers potential HSSI

· Inform Service Bridge 0300 303 4333

· In parallel - Service Desk (if initiator) escalate to 2nd Line

· In parallel – 2nd Line escalate to DevOps (3rd Line)

· Service Bridge allocate HSSI Manager

· Service Bridge engage relevant internal and external stakeholders with priority on potential resolver groups

· Resolver groups allocate owners / key contacts and provide to the Service Bridge



2 - Investigate and Diagnose

· Where agreed fail away activities exist to resolve HSSIs, these should be carried out without delay

· Service Bridge set the appropriate terms of engagement (Conference Call, Face to Face Collaboration, Slack channel, Microsoft Teams etc…)

· Resolver group(s) key contacts feed impact assessments to the Service Bridge

· Severity confirmed - Service Bridge following feeds from all stakeholders

· Service Bridge arrange resource from additional stakeholders where required

· Service Bridge co-ordinate external stakeholder communications via existing communications tool 

· Service Bridge + Service Cell manage internal stakeholder communications

· Action plan defined - Service Bridge with collaboration from stakeholders

· Stakeholders/Resolver Groups progress agreed actions and feed progress updates into the Service Bridge

· Stakeholders / Resolver Groups key contacts update the Service Bridge with any changes in impact



3 - Recover and Restore

· Resolution / Mitigation / Workaround activities proposed and agreed (Service Bridge with stakeholder collaboration)

· Resolution confirmed & communicated to all stakeholders (Service Bridge)



4 - Review and Learn

· Post Incident Review led by Service Bridge (all stakeholders present) 

· CSI opportunities explored

· Lessons learned tracked & implemented via Central Service Bridge PIR tracker
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