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Glossary of Terms
	[bookmark: _Hlk34383934]Term /Abbreviation
	       Definition

	Provider
	A software development company who supplies provider systems, principal clinical systems where the patient record is held

	Consumer
	The developer of an application that uses GP Connect FHIR API - for example, a system supplier in an acute or mental health care setting

	DevMAC
	Development Milestone Achievement Certificate

	FOT
	First of Type

	FRA
	Full Rollout Approval

	CATR
	Clinical Authority to Release

	GPIT Futures
	GPIT Futures Programme

	GP Connect
	The GP Connect Programme

	API
	Application Programming Interface 

	FHIR
	Fast Healthcare interoperability Resources

	IG
	Information Governance

	Github
	GitHub is a Git repository hosting service, provides basic task management tools for projects.

	RSD
	Release Scope Definition

	RFO
	Ready for Operations

	RFC
	Request for Change

	DBT
	Design, Build, Test

	EU General Data Protection Regulation (GDPR)
	EU General Data Protection Regulation (GDPR)

	DVC
	Deployment Verification Criteria

	DVP
	Deployment Verification Period

	CSG
	Clinical Safety Group

	SSP
	Spine Server Proxy
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1. [bookmark: _Toc511210888][bookmark: _Toc46218594]Overview
[bookmark: _Toc511210889][bookmark: _Toc46218595] 1.1 Purpose
This document sets out the GP Connect Provider Assurance Deliverables and Activities to be used by the Authority to assure the Access Record - Structured capability as delivered under the GPIT Futures framework
This document should be read in conjunction with the GP Connect Test Strategy for Providers, which outlines the test and assurance strategy for all GP Connect capabilities. Please contact gpconnect@nhs.net for the latest version.

2. [bookmark: _Toc511210890][bookmark: _Toc46218596]Scope
It should be noted that the term “Provider” is used throughout this document. This is used to describe any GP Clinical System suppliers that wish to develop against the Access Record Structured specification.
GP Connect aims to support better clinical care by enabling the sharing of data held in general practice, to agreed standards, for the purposes of direct care. The GP Connect scope includes the delivery of multiple capabilities through the provision of new API’s, within the Provider environments, in line with the API specifications and data standards (FHIR) provided by the Authority. This document outlines the assurance deliverables and activities which the Authority will use to assure one capability: Access Record – Structured. The assurance approach for other GP Connect capabilities will be documented separately.
The Access Record – Structured capability will provide access to a patients GP Record in a machine-readable format. The GP Connect scope will cover the following clinical areas; Medicines, Allergies, Consultations, Problems, Uncategorised, Immunisations, Investigations, Documents, Referrals and Diary entry
The current specifications for Access Record Structured can be found here:
https://digital.nhs.uk/services/gp-connect/gp-connect-specifications-for-developers
It should be noted that the assurance process, activities and deliverables covered in this document are only be relevant to the Provider API delivery. Consumer assurance will be managed via an alternative process.

[bookmark: _Toc511210891][bookmark: _Toc46218597]2.1	 Out of Scope
The assurance of the Consumer API components are not included within the scope of this assurance document. In addition, this document does not cover the Provider API assurance approach for other GP Connect capabilities (e.g. Access Record – HTML and Appointments Management). 






3. [bookmark: _Toc46218598] Approach to Clinical Assurance
Clinical assurance will comprise the following key stages:
· Clinically led testing will be undertaken to review the content of the message (the Payload) being sent from the Provider. For Access Record Structured – this is the data associated with the in-scope FHIR profiles. Test data will be created by both NHS Digital and the Provider. Following which NHS Digital will construct manual test scenarios. NHS Digital clinical team will agree the content of the test scenarios. 
· Providers will deliver a Clinical Safety Case to NHS digital. This will describe a clinical view on the clinical safety and known hazards that exist within the delivered solution. 
· Attendance at the Live Services Clinical Board – This is a Service led forum that will review the assurance that has been undertaken and the clinical safety case and hazard log that the Provider has created to make sure that Service are happy to accept the solution into the production environment.
· Attendance at the Clinical Safety Group – This is a clinically led forum that will review the assurance that has been undertaken and the clinical safety case and hazard log that the Provider has created to make sure that they are happy to accept the solution into the production environment.

4. [bookmark: _Toc511210893][bookmark: _Toc46218599]Assurance Stages
[image: ]

Assurance will follow 3 stages: Initiation, Design/Build/Test (DBT), and then First of Type (FOT). The deliverables and activities included within each stage are discussed below. A Provider must complete all stages before being allowed to make their product or service available for general use.  
[bookmark: _Toc511210894]




[bookmark: _Toc46218600]4.1 Initiation Stage 
Overview 
Once a Provider has confirmed their interest in developing the GP Connect Appointments Management capability, NHS Digital will share the relevant documentation templates to enable them to complete necessary scoping work. NHS Digital will also set up an initial meeting to agree ways of working and the ongoing project governance structure 
The Provider then completes the necessary documentation required to evidence to NHS Digital that they understand the product requirements and can explain how they are going to achieve delivery. Successful completion of these documents proves to NHS Digital that the provider:  
· has understood the product scope and supporting infrastructure requirements  
· has considered their delivery approach and have the skills required to deliver the solution 
· has considered the IG and clinical safety requirements 
· has understood the business requirements and how their product meets user needs 

The following deliverables are required and expected to be submitted during the Initiation phase of the assurance process, for review. All documents must be submitted and reviewed prior to any Design, Build and Test activities.

	Deliverable/Activity
	Responsible
	Approach

	Technical Specification
	NHS Digital
	The Authority will provide a Technical Specification for the Access Record Structured capability. This document will include guidance for the Operational API Definition and FHIR Profile population. Specifications are available here.
- https://digital.nhs.uk/services/gp-connect/gp-connect-specifications-for-developers

	Technical Architecture
	Provider 
	The Provider will provide a draft document detailing the design of their technical architecture if this is different to what has been previously agreed for previous GP Connect implementations. 

	Business Requirements 
	NHS Digital
	The Authority will provide a Requirements Catalogue which contains user scenarios, use cases and business requirements. This document is included in the specification. 
https://digital.nhs.uk/services/gp-connect/gp-connect-specifications-for-developers

	GP Connect Access Record Structured Provider Assurance Deliverables and Activities (this document)
	NHS Digital
	This document will be used to guide the assurance of the Provider solution and details all assurance deliverables and activities which must be completed to achieve successful sign-off of the release. It should be read in conjunction with the GP Connect Test Strategy for Providers

	Release Scope Definition (RSD)
	Provider 
	An RSD will be delivered by the Provider defining the scope of, and approach to this release. 

	Delivery Plan
	Provider
	The Provider will provide a plan defining the anticipated development approach and dates for when the deliverables will be submitted. 

	Clinical Safety Case Report & Hazard Log Draft
	Provider 
	The Provider will produce a Clinical Safety Case Report that confirms that each of the hazard mitigations has been successfully implemented and risks mitigated to an acceptable level. The Clinical Safety Case Report should present a comprehensive case that the Provider remains adequately safe to deploy following implementation of the API.

	Initiation Workshop
	NHS Digital
	An initiation workshop will be held to discuss appropriate ways of working and agree the approach to the assurance of this release, with the Provider and appropriate NHS Digital assurance stakeholders.



Milestones:
Note. The Initiation Milestone Certificate will not be awarded.
These deliverables do not necessarily have to be signed off before the DBT commences.


[bookmark: _Toc511210895][bookmark: _Toc46218601]4.2 Design Build and Test Phase
Overview 
After the Initiation stage has completed, the Provider will move to the Design, Build and Test stage. 
In the first instance, the GP Connect Project Manager will support the Provider during development. Technical Architects and Business Analysts will be available to provide expert knowledge for technical or business-related discussions. 
Once the Provider has completed development, internal test evidence will need to be supplied to the NHS Digital Solution Assurance team. If the evidence is of an acceptable standard, there will be an agreement to commence formal assurance activities. 
Upon successful completion of Solution Assurance activities, an email will be sent to the GP Connect Project Manager to confirm that the Provider has passed NHS Digital Solution Assurance test activities. This will be presented to the NHS Digital Clinical Safety Group (CSG) and the Live Services Clinical Board, alongside an updated Provider Clinical Safety Case and Hazard Log. If consent is given for the Provider solution to move into the next stage of testing, First of Type (FoT) assurance, a FoT DevMac including CATR (Clinical Authority to Release) will be awarded to the Provider by NHS Digital.  
FoT DevMac is a milestone certificate confirming that the Provider solution can now be implemented to a small number of sites and tested in the Live Spine environment.  
Parallel to the final stages of Solution Assurance activities, FoT preparation activities will commence between the GP Connect Project Manager, Provider and interested Consumer Supplier and FoT sites. As mentioned previously, the Consumer will have undertaken their own NHS Digital assurance activities. 
Prior to FoT, NHS Digital will determine the Deployment Verification Criteria (DVC) which will be monitored during Deployment Verification Period (DVP). This includes Entry criteria and Exit criteria for FoT. The Entry criteria will be used as part of a Go/No Go call to confirm that FoT can begin. The Exit criteria will be used as evidence to confirm that FoT can close.   


Deliverables  
The following deliverables are required and expected to be submitted during the DB&T phase of the assurance process, for more information about these deliverables and the activities please see the GP Connect Test & Assurance Strategy for Providers:
	Deliverable/Activity
	Responsible
	Approach

	Updated RSD 
	Provider 
	The RSD should be updated where appropriate throughout assurance.

	Updated Delivery Plan
	Provider 
	The Delivery Plan be updated as and when required throughout assurance.

	Updated Clinical Safety Case Report including Hazard Log
	Provider
	The Provider will update their Clinical Safety Case Report as and when required throughout assurance.

	Technical Architecture
	Provider 
	The Provider will provide the final document detailing the design of their technical architecture if this is different to what has been previously agreed for previous GP Connect implementations. 

	Provider Automated Test Suite
	NHS Digital
	NHS Digital will uplift the GP Connect Provider Automated Test Suite to incorporate validation tests for the Access Record – Structured capability.

	Test Data
	NHS Digital & Provider 
	NHS Digital and the Provider will work collaboratively to define a clinically rich test data set which will be used to formulate the manual/Clinical test scenarios. NHS Digital will provide a baseline or the test data for Provider to review. 


	Test Instance
	Provider 
	The Provider will provide a test instance to support the Clinical test phase which will be populated with the above test data.

	Provider Test Scenarios
	Provider 
	The Provider must produce their own test scenarios to support their internal test activities
Refer to the document ‘GP Connect Test & Assurance Strategy for Providers’.   

	Manual NHS Digital Test Scenarios 
	NHS Digital
	NHS Digital will produce manual test scenarios for the Provider to execute.  
Refer to the document ‘GP Connect Test & Assurance Strategy for Providers’.   

	Test Report(s)
	Provider 
	The Supplier will submit test report(s) detailing the outcomes of their internal testing, testing against the Provider Automated Test Suite, the Manual NHS Digital Test Scenarios and any Regression Testing. This may be done throughout development and/or at the end of development.
Refer to the document ‘GP Connect Test & Assurance Strategy for Providers for details on this.

	Automated Testing (Connected to the Spine Server Proxy)
	Provider / NHS Digital
	The Provider will work with NHS Digital to connect a test version of their solution to the Spine Server Proxy (SSP). A re-run of the Automated Testing will take place and the results reviewed by NHS Digital. The purpose of this testing is to mimic a live NHS Spine environment and evidence that the solution can integrate with the NHS Spine

	Witness Testing
	NHS Digital & Provider
	Witness testing will be undertaken for areas which are not covered by the automated test suite and/or through the weekly or bi-weekly test submissions or Teams sessions and are more appropriate to be assured through onsite witness test visits. 

	Data Mapping 
FHIR Profile Population Spreadsheet
	Provider
	Provider completes a data model document confirming which data items can and cannot be provided. 

	Penetration Testing
	Provider
	The Provider is required to undertake a PEN Test for the release of each GP Connect API. If new architecture is introduced this will need to be PEN tested. Draft scope for PEN Testing should be submitted to NHS Digital for review and acceptance prior to test commissioning.  Any modifications or recommended additions to the scope should be agreed between NHS Digital and the Provider.
Upon completion of any applicable testing, the Provider must submit a remediation plan to NHS Digital for review and acceptance.  NHS Digital reserve the right to delay further roll out until such time as any significant defects identified be mitigated.

	Ready for Operation Testing 
	Provider 
	Ready for Operations (RFO) testing by the Provider and assurance of the same by NHS Digital may be applicable if any new architecture is being introduced or  existing architecture is being significantly changed by the GP Connect API Provider to deliver the GP Connect API Service.  

	Non-Functional Testing
	Provider
	The Provider will be required to undertake Volume & Performance (V&P) testing to ensure that the volumetric model is achieved and that the underlying systems can deliver the volumetric model without impacting normal GP operations.
Ready for Operations (RFO) testing by the Provider and assurance of the same by NHS Digital may be applicable if any new architecture is being introduced or existing architecture is being significantly changed by the GP Connect API Provider to deliver the GP Connect API Service.

	Deployment Verification Criteria
	NHS Digital
	An excel document will be produced outlining the minimum required Deployment Verification Criteria (which will be monitored during DVP):
· Service Performance – e.g. accuracy of reporting, performance issue areas, impact on existing networks and pre-existing technologies and data quality. 
· Business processes – impact on current and new processes from the implementation of the new product.
· Incident Management – confirmation that there are no outstanding Severity 1 or 2’s and for any remaining defects to be recorded in an agreed work off plan  




Milestones:
An FoT Development Milestone Achievement Certificate (DevMAC) and Clinical Authority to Release (CATR) will be awarded by The Authority confirming all activities listed in above tables have been completed. This DevMAC will permit the Provider Supplier to move into the FoT Phase. After receiving the DevMAC and CATR, the Supplier will be required to submit an RFC to NHS DIGITAL Service Management to notify them that they intend to move from Design, Build and Test into Live Deployment. 

[bookmark: _Toc511210896][bookmark: _Toc46218602]4.3 First of Type (FOT)
Overview 
In order to be awarded full compliance against the GP Connect API specification and data standards, a Provider solution must be deployed within a live environment and complete a First of Type (FoT) period with an assured GP Connect Consumer product (assured separately). This usually takes place within a small number of pilot sites. 
After FoT entry has been granted at the end of the Design, Build and Test stage there needs to be a further round of integration testing with a Consumer solution prior to commencing with FoT. Test scripts for this testing will be provide by NHS Digital Solution Assurance who will oversee the testing process. The Provider must notify NHS Digital Change Management team of any sites that will be piloting this new solution and when they will be going live. A Request for Change (RFC) document will need to be submitted to NHS Digital by the Provider to facilitate this request. 
Upon successful completion of integration testing, FoT will commence and there will be a period of monitoring. The DVC will be reviewed and exit criteria will have to be met as well as other factors that need to be considered before a FoT can be closed, for example, any work off items that the Provider has been asked to resolve prior to NHS Digital permitting FoT to close must be resolved.  
After FoT closure, NHS Digital will again present evidence to CSG and Live Service Clinical Board including a FoT report and updated Clinical Safety Case and Hazard Log. If CSG and the Live Services Clinical Board agree that the FoT has met the desired success criteria and there are no outstanding work off items that must be fixed immediately, Full Rollout Approval (FRA) will be granted. The Provider must notify NHS Digital when they plan to release this solution to the rest of their estate. 
The following deliverables are required and expected to be submitted during the FoT phase of the assurance process. Please note these deliverables 
	Deliverable/Activity
	Responsible
	Approach

	Deployment Verification Criteria review
	NHS Digital
	The GP Connect enablement team will work alongside NHS Digital Service Management to review the DVC during FOT. NHS Digital Implementation & Business Change team will manage the FOT sites closely to ensure that the functionality is working correctly verifying against the DVC outlined above (DBT stage). This confirmation should be submitted to NHS Digital Service Management and the GP Connect Project Manager in order for FRA to be awarded. Any issues will be documented and raised with the supplier to resolve before FRA can be awarded, unless they are issues with little or no clinical impact. 

	Updated Safety Case & Hazard Log
	Provider
	The Supplier will update their Clinical Safety Case Report as and when required throughout FOT assurance.

	FRA DevMAC
	NHS Digital
	An FRA will be granted by the Authority when all the Provider Activities and Deliverables and the Deployment Verification Criteria have been approved.

	RFC
	Provider
	Supplier will submit an RFC for approval to progress to FRA.

	Provider/Consumer Integration Testing (Spine Connected)
	Provider (s)
	Provider and Consumer products will be tested together within a Spine connected test environment.
Test scripts will be provided by NHS Digital Solution Assurance 

	FoT
	Provider (s)
	Provider and Consumer products will be tested together within the live environment. 
This typically involves a small number of pilot sites using both Provider and Consumer systems together for an agreed period of time and with a target agreed acceptance criteria.



[bookmark: _Hlk34997033]Milestones:
The FOT DevMAC and Clinical Authority to Release CATR will be uplifted and an FRA (Full Rollout Approval) will be awarded by the Authority confirming all activities listed in above tables have been completed. This FRA will permit the Provider Supplier roll out more widely across their estate. After receiving the FRA and CATR, the Supplier will be required to submit an RFC to NHS Digital Service Management detailing their intended plans for further controlled rollout. 

5. [bookmark: _Toc46218603]Governance Processes 
Where deliverables are received as documents, they will be circulated for appropriate stakeholder review with comments being returned within a five working days review window.  If required, calls will be arranged by the NHS Digital GP Connect project manager so that NHS Digital reviewers and the Provider can discuss and work through the comments. 
Where a deliverable is to be submitted in the form of a workshop, the Provider will give ten days’ notice so that NHS Digital can ensure the availability of required stakeholders. A clear agenda and description of the content will be provided by the Provider. All materials/documents used in the workshop will be made available to NHS Digital in electronic format and, where practical, the workshop maybe be recorded. 

6. [bookmark: _Toc46218604][bookmark: _Toc511210897]Virtual Team 
This is the core GP Connect team for Access Record Structured who are actively involved in the project. 
	Role
	Name
	Contact Details

	Project Manager
	Simon Fitzgerald
	Simon.fitzgerald4@nhs.net

	Business Analyst
	Martin Hillyard
	martin.hillyard1@nhs.net

	Technical Architect
	Matt Stephens
	matt.stephens1@nhs.net

	Data Architect
	Pete Salisbury 
	peter.salisbury@nhs.net

	Functional - Solutions Assurance
	Pete Gresty
Andrew Guiseley 
	peter.gresty@nhs.net
andrew.guiseley@nhs.net 




The following people are key stakeholders:
	Role
	Name
	Contact Details

	Information Security
	Peter Barrett 
	Peter.barrett1@nhs.net

	Clinical Safety
	Hannah McCann
	zak.bickhan@nhs.net
Hannah.mccann4@nhs.net

	Clinical Assurance
	Dr Michelle Durham
Dr Neill Jones
	Michelle.durham1@nhs.net
neill.jones@nhs.net

	Service Management
	Niti Patel
	Niti.patel@nhs.net



 









7. [bookmark: _Toc46218605]Appendices

Appendix A – GP Connect Test Strategy for Providers 


Appendix B – GP Connect Onboarding Consumer Assurance  

[bookmark: _MON_1661331620] 
 Appendix C – GP Connect IG Requirements - Compliance 

 
Appendix D – FHIR Profile Mapping Template 

 

Version:  0.1	Page 0
Date:       May 2005
image3.png
+Release Scope Definition
(RSD)

“Information Governance
Requirements

+Business Requirements
+Technical Architecture
+Technical specification
«Clinical Safety Case Report
& Hazard Log Draft

+GP Connect Provider
Assurance Deliverables and
Activities

«Delivery Plan

“Initiation Workshop

Design Build & Test (DBT)

~Updated RSD
~Updated Delivery Plan
~Updated Clinical Safety Case
Report including Hazard Log
+Data Mapping

*FHIR Profile Population
Spreadsheet

+Technical Architecture
+Provider Automated Test
Suite:

«Manual NHS Digital Test
Scenarios

+Test Report(s)

+Automated Testing
(Connected to the Spine
Server Proxy)

+Witness testing

+Penetration Testing
«Non-Functional Testing
«Deployment Verification
Citeria (DVC)

First of Type (FoT)

+Deployment Verification
Criteria review
+Updated Clinical Safety Case
&Hazard Log
+Provider/Consumer
Integration Testing (Spine
Connected)

“FoT

+FRA DevMAC

“RFC





image4.emf
GP Connect Test  Strategy for Providers v3.0 Draft.doc


GP Connect Test Strategy for Providers v3.0 Draft.doc
[image: image2.jpg]NHS

Digital






GP Connect Test and Assurance Strategy for the GP Connect API Providers
  v3.0    20/03/2020




		Document filename: GP Connect Test and Assurance Strategy for the GP Connect API Providers



		Directorate / Programme

		Solution Assurance

		Project

		GP Connect



		Document Reference

		



		Project Manager

		

		Status

		Draft



		Owner

		Solutions Assurance

		Version

		V3.0



		Author

		Amit Chawla

		Version issue date

		20/03/2020





[image: image2.jpg]

Revision History


		Version

		Date

		Summary of Changes



		0.1

		21/06/2016

		First draft 



		0.2

		24/07/2016

		Updated version incorporating review comments received



		0.3

		10/08/2016

		Updated version incorporating review comments received



		0.4

		02/09/2016

		Updated version incorporating review comments received



		0.5

		12/09/2016

		Updated version incorporating review comments received



		1.0

		23/09/2016

		Baselined as ver 1.0



		1.1

		09/11/2016

		Updated version



		2.0

		07/05/2017

		Updated version



		3.0

		20/03/2020

		Updated version



		

		

		



		

		

		





Reviewers


This document must be reviewed by the following people: author to indicate reviewers

		Reviewer name

		Title / Responsibility

		Date

		Version



		David Pool

		NHS Digital SA – Non Functional Assurance

		

		



		Sandy Garrity / Andrew Carr

		NHS Digital SA – Clinical Safety

		

		



		Conrad Easton

		NHS Digital DDC - Spine Core Release Management 

		

		



		Gemma Lofthouse

		NHS Digital Service Management

		

		



		Chris Squibb / Alison Pomphrey

		NHS Digital Environments Management Team

		

		



		

		NHS Digital Architecture, Standards and Innovation

		

		



		/ / Peter Salisbury

		NHS Digital  GP Connect Programme Business Analysts

		

		



		/ 

		NHS Digital GP Connect Project Managers

		

		



		

		NHS Digital Specialist Security Services Team

		

		



		Richard Dobson

		NHS Digital SA Assurance Manager

		

		



		

		

		

		





Approved by


This document must be approved by the following people: author to indicate approvers

		Name

		Signature

		Title

		Date 

		Version



		

		

		

		

		



		Paul Butterworth

		

		NHS Digital – Head of Assurance (Connecting Systems

		

		



		??

		

		NHS Digital – SA Head of Clinical Safety

		

		



		

		

		

		

		



		

		

		GP Connect Programme Manager

		

		



		

		

		GP Connect Programme Manager

		

		





Glossary of Terms

		Term / Abbreviation

		What it stands for



		RFO

		Ready for Operations Testing



		PTL

		NHS DIGITAL Path to Live environments



		SA

		NHS DIGITAL Solution Assurance



		RSD

		Release Scope Document



		FHIR

		Fast Healthcare Interoperability Resources



		IG

		Information Governance



		SSP

		Spine Security Proxy



		V&P

		Volumetrics and Performance





Related Documents


These documents will provide additional information.


		Ref no

		Doc Reference Number

		Title

		Version



		

		

		

		



		

		

		

		





Document Control

The controlled copy of this document is maintained in the NHS DIGITAL corporate network. Any copies of this document held outside of that area, in whatever format (e.g. paper, email attachment), are considered to have passed out of control and should be checked for currency and validity.


Contents

2Revision History



2Reviewers



3Approved by



3Glossary of Terms



3Related Documents



3Document Control



61.
Introduction



61.1 Objectives



61.2 Scope



72.
Testing Overview



72.1 Test Approach



82.2 Test Phase



112.3 NHS Digital Assurance Team Organisation



122.5 Reviews and Inspections



122.6 Test Activities and Test Deliverables



152.7 Test Plans



162.8 Test Scripts



162.9 Severity Classification for Incidents



162.10 Entry & Exit Criteria



162.10.1 Test Entry Criteria



172.10.2 Test Exit Criteria



172.11 Test Results Capture



172.12 Approach to Regression Testing



172.13 Approach to Non Functional Testing



182.14 Approach to Security Testing



182.15 NHS DIGITAL Engagement



203.
Test Management



203.1 Approach to Incident Management



203.1.1 Test Issue Capture



203.1.2 Incident Handling



213.2 Test Reports



234.
Test Data



245.
Testing Environments



256.
Testing Tools



256.1 Test Tools




 


1. Introduction 


1.1 Objectives


This document defines the Test Strategy and approach for the testing and assurance required to ensure the acceptability of the GP Connect API solution by the GP Connect API Providers. Test Strategy for the Consumers will be covered in a separate document. 

1.2 Scope


This Test Strategy covers the following:

· The testing and assurance to be undertaken in the path to LIVE for the GP Connect API Provider solution. 

· It does not cover the First of Type (FOT) testing by the FOT Consumers in the LIVE pilot sites. 

· The ongoing testing of service enhancements and fixes post LIVE. 


· Defines the high level technical, resource and environmental requirements required.

· Identifies the key testing and quality assurance procedures that will be required.

2. Testing Overview


2.1 Test Approach


There will only be a single test and assurance phase covering Functional (Automated and manual), Clinical, Information Governance, Volumetrics and Performance (V&P) testing, Ready for Operations (RFO) testing and Penetration testing. The NHS Digital assurance activities will be embedded within the GP Connect API Provider’s design, build and test phases with the aim of completing the assurance by the time the suppliers design, build and test activities are complete.  

NHS Digital Assurance testing and assurance activities do not replace the GP Connect API Provider’s own internal testing and assurance processes but complements it. GP Connect API Providers are accountable for delivering a quality and clinically safe GP Connect API Provider solution.

Ready for Operations (RFO) testing by the Provider and assurance of the same by NHS Digital may be applicable if any new architecture is being introduced or existing architecture is being significantly changed by the GP Connect API Provider to deliver the GP Connect API Service. 

If the RFO testing has already been successfully assured during the delivery of the HTML Access Record capability or was agreed with NHS Digital Solution Assurance as not being required and there are no significant changes to the technical architecture to support the delivery of the remaining GP Connect capabilities (i.e. Tasks, Appointments and Structured Access Record), then the GP Connect API Provider is not mandated to provide any RFO assurance deliverables to NHS Digital Assurance. However, RFO testing may still be done by the GP Connect API provider to confirm that there has been no adverse impact on the solution as per the Provider’s internal testing and assurance processes.

The above is also applicable for Penetration testing.


V&P testing by the GP Connect API Provider is mandatorily applicable for all the GP Connect capabilities being delivered The V&P requirements will be as mandated Jointly by the GP Connect Programme and SA.

In the LIVE operations, the NHS Digital Change Management Process (RFC) will be followed by the GP Connect API Provider for any GP Connect service enhancements or fixes being incorporated in the planned maintenance releases. NHS DIGITAL Solution Assurance (SA) and the GP Connect Programme will be the assurance stakeholders for these Provider maintenance releases. 

GP Connect API Providers will be mandated to provide early visibility of the GP Connect contents of the release to the GP Connect Programme and the NHS Digital Solution Assurance team to enable assurance of these fixes or enhancements, prior to the Provider sending the RFC to the NHS Digital Change Management Team for approval. The assurance of these fixes or enhancements would be done  either through request and submission of test evidence, running of the automation packs, Microsoft Teams sessions or onsite witness testing as appropriate. 

2.2 Test Phase

The objective of this Test phase is for the Provider to test the delivery of their GP Connect API solution using their own tests as well as using the NHS Digital Automated and manual test packs.

The NHS Digital Automated packs will be available to the Provider to download from the GP Connect Provider testing wiki pages in the GitHub site. 

The link to the automated test packs for the different  capabilities is as below:

https://github.com/nhsconnect/gpconnect-provider-testing

.  


Even though these automated tests can be configured to be executed to include or bypass the Spine Security Proxy, the Provider is expected to execute these tests with the Spine Security Proxy in the middle as this will help in early identification of any issues with the end to end integration.

NOTE: Any test areas which are not covered by the NHS Digital Automated test packs will require manual testing. The manual test areas and /or manual test scenarios will be provided by NHS Digital.

The link to the areas for which manual testing is required for all capabilities is as follows:

https://github.com/nhsconnect/gpconnect-provider-testing/wiki/Manual-Testing-Required

.


These NHS Digital automated test packs and test scenarios/test areas identified for manual testing complement assurance but do not replace the need for the GP Connect API Providers  to build their own comprehensive set of tests to test their solution is compliant with the GP Connect set of requirements.  


The Provider is expected to make use of their existing, clinically rich test data including but not limited to the existing test data which is already used for GP2GP interoperability testing, primarily for the GP Connect Access Record testing (HTML and Structured).


Any mitigating actions for the Clinical hazards or risks identified through the NHS Digital Clinical Safety hazard workshops for GP Connect, which need addressingthrough testing, will feed into the phase of clnical testing whereby clinicians from NHS Digital perform clinical testing against the Provider solution. However, it does not replace the need for Providers to get their solution clinically self-assured through engagement with their clinicians during testing. Providers are mandated to engage their Clinical Subject Matter Experts in their sprint cycles for this purpose. Providers are accountable for clinical assurance of their solution

The testing and assurance will be done in the Provider’s test environment hosting the GP Connect FHIR Provider test server instance integrated with the SPINE Security Proxy (SSP) in the NHS Digital Spine Integration Path to Live environment. 

NHS Digital will also require access to the end point of the Provider’s GP Connect FHIR test server instance. This is because NHS Digital may also want to execute the automated test packs against the Provider’s GP Connect FHIR test server instance in addition to the Provider running it themselves during the design, build and test phase, for self-assurance purposes.

Volumetrics and Performance (V&P) testing by the GP Connect API Provider is expected to be done in isolation (i.e. without integration with SPINE Security Proxy) as the NHS Digital Spine Integration Path to Live environments is suitable for functional testing only.

Refer to section 2.1 Test Approach for Ready for Operations (RFO) testing and Penetration testing.

The GP Connect API Provider will resolve any functional or integration issues found with the GP Connect API Provider solution during this Test Phase.   

The test areas expected to be covered in this Test Phase are as follows:

		Test Areas

		Notes



		Functional  




		Including but not limited to:


GP Connect FHIR APIs. 


Examples:  getcarerecord, metadata, getschedule etc.

GP Connect FHIR Resources 

Examples: Bundle, Composition, Patient, Practitioner, Organisation, Location, Device, OperationOutcome, Schedule, Slot, Appointment, Order, MedicationOrder, Medication Statement, Immunization, AllergyIntolerance, Condition etc.

GP Connect FHIR Valuesets 

Examples: Gender, MedicationSupplyType, MedicationDosageMethod, MedicationDosageRoute, AllergyIntolerance.Status, AllergyIntolerance.criticality etc.


HTTP headers including SSP headers


Jason Web Tokens (JWTs)


GP System screens/database fields to FHIR Data items Mappings


Error Handling


Date Range Handling


Search Parameters


Mandatory and optional data items checking

Security (certificates, Cipher sets)



		Clinical

		Clinical Content checking


Clinical Code Translations – Read to SNOMED CT, CTV3 to SNOMED CT

Clinical User Acceptance scenarios/tests



		Information Governance

		Audit logging


Patient Consent preferences


GP Practice and Patient Confidential Data Exclusions


Sensitive Data Exclusion Sets



		Volumetrics and Performance 




		Provider to test that their solution can meet the Volumetrics and Performance requirements as mandated by the GP Connect Programme.



		Security (Penetration Testing) 



		



		Installation & Configuration




		Any existing Provider tests in this area to now include tests for GP Connect as well



		Disaster Recovery

(RFO testing)



		Any existing Provider tests in this area to now include tests for GP Connect as well



		Helpdesk Tools & Processes


(RFO testing)



		New or updates to any internal helpdesk tools for GP Connect 



		Management Information Reporting




		Any existing Provider tests in this area to now include tests for GP Connect as well



		Resilience




		Provider to test the resilience capabilities 


i.e.  no GP Connect API messages are ‘lost’



		Alerts and Monitoring

(RFO testing)

		Any existing Provider tests in this area to now include tests for GP Connect as well



		Capacity Planning




		To include GP Connect



		Training Processes, Contents & Effectiveness


(RFO testing)

		To now also cover GP Connect



		Operations Support Processes


(RFO testing)



		To now also cover GP Connect





2.3 NHS Digital Assurance Team Organisation


The NHS Digital Assurance Team will comprise of representatives from: 

· SA Functional Assurance

· SA Non-Functional Assurance


· SA Clinical Safety


· Nominated stakeholders from the GP Connect Programme responsible for liaising with the Provider for managing the delivery of the Provider’s GP Connect solution. 

· GP Connect Technical Architecture Team


· GP Connect Programme Business Analysts and IG Subject Matter Expert


· GP Connect Programme Clinicians


· GO Connect Project and Programme Management


Assurance will be supported by the following NHS Digital teams:

· SA Environments Management Team


· Platforms Support DeskSA Test Data Team


· Spine2Core DevOps (Digital Delivery Centre)

2.5 Reviews and Inspections 


All Provider Test documentation, including Test scripts, Test results and Test Report(s) are expected to go through the Provider’s internal review and assurance processes before being shared with NHS Digital for review.  

The Provider is mandated to provide  Periodic test results and associated test evidence for review by NHS Digital SA. NHS Digital SA feedback on these will be provided within 5 working days of submission. 

Wherever it is more appropriate to assure certain areas or piece of functionality through  online sessions or visits to the Provider site, both the Provider and NHS Digital are mandated to be agile in approach. Both the Provider and NHS Digital are mandated to ensure attendance from relevant stakeholders to support this.

2.6 Test Activities and Test Deliverables 


		Activities or Deliverables

		Type

		Notes



		Test and Assurance Strategy

		Deliverable – NHS Digital SA

		This document



		SPINE Security Proxy (SSP) deployed 

		Activity – NHS Digital SA Environments Management Team

		SPINE Security Proxy (SSP) deployed in the NHS Digital Spine Integration Path to LIVE environment



		Provider end points setup 

		Activity – NHS Digital Platforms Support Desk

		Provider end points as specified by the Provider to be setup or configured in the NHS Digital Spine Integration Path to LIVE environment with all the GP Connect API message interactions so that Providers can test as consumers of their own GP Connect Provider solution. 





		Updates to the SSP Data Sharing configuration file

		Activity – NHS Digital Platforms Support Desk

		SSP Data Sharing configuration file entries added



		GP Connect Provider FHIR test server 

		Deliverable – Provider

		For testing by the Provider and integrated with the NHS Digital Integration Path to LIVE environment. 

NHS Digital will also require access to the end point of the Provider’s GP Connect FHIR test server instance 

In this GP Connect Provider FHIR test server instance, the Provider is expected to make use of their existing clinically rich test data including but not limited to the existing test data which is already used for GP2GP interoperability testing.



		GP Connect Provider client

		Deliverable – Provider

		A Provider client instance may be required to be provided in order to facilitate the testing of clinical test scenarios by NHS Digital



		Weekly catch-up MS Teams calls / sessions

		Activity – NHS Digital and Provider

		GP Connect Project Manager (NHS Digital) initiated weekly catch-up online calls / sessions with Provider to discuss progress, issues and concerns. 

Apart from the Provider representatives and the NHS Digital GP Connect Project Manager , these sessions are expected to be attended as a minimum by one representative from the NHS Digital SA Functional Assurance Team, NHS Digital SA Non-Functional Assurance Team, GP Connect Technical Architecture team, GP Connect Programme Business Analysts and NHS Digital SA Clinical Safety team.



		Provider authored Test Scenarios and manual/automated test scripts

		Deliverable – Provider



		Provider authored tests scenarios and manual/automated tests scripts with traceability to requirements, to test the compliance of the Provider’s GP Connect API solution against the GP Connect requirements.



		NHS Digital authored automated and manual test scripts

		Deliverable – NHS Digital SA




		NHS Digital authored tests scenarios, manual and automated tests scripts with traceability to requirements, to complement the assurance of the Provider’s GP Connect API solution against the GP Connect requirements. 


Provider is mandated to run these in addition to the Provider’s own authored tests. 






		Traceability of Requirements to Provider authored tests

		Deliverable – Provider

		



		Test Data

		Deliverable – Provider and NHS Digital SA.

		PDS Test Patients pack will be provided to the Provider on request

The Provider is expected to make use of their existing clinically rich test data including but not limited to the existing test data which is already used for GP2GP interoperability testing



		Weekly or bi-weekly (as per Provider’s agile Sprint cycles) Test Results and associated test evidence

		Deliverable – Provider

		· Weekly or bi-weekly (as per Provider’s agile Sprint cycles) test results and associated test evidence for review by NHS Digital SA. Wherever it is more appropriate to assure certain areas or piece of functionality through online system sessions or visits to the Provider site, both the Provider and NHS Digital are mandated to be agile in approach. Both the Provider and NHS Digital are mandated to ensure attendance from relevant stakeholders to support this.


· Test Results are required for both the Provider and NHS Digital authored tests.

· Associated Request and Response GP Connect API messages for the above tests as captured by the Provider during testing, are required for review by NHS DIGITAL SA.

· Test Results for the Volumetrics and Performance testing in a format which suitably proves that the Provider GP Connect API solution can process the agreed volumes within the set response times, as agreed with NHS DIGITAL.



		List of outstanding  Defects / Issues

		Deliverable – Provider

		List of outstanding  Defects / Issues with along their severity and impact to accompany the periodictest results



		Test Reports

		Deliverable – Provider

		· Interim Functional Test Reports to accompany test results and test evidence submissions (as per the Provider’s agile sprint cycles)  

· Volumetrics and Performance Test Report at the end of testing

· Ready for Operations Test Report at the end of testing, if applicable

· Penetration Test Report at the end of testing, if applicable  



		Functional Witness Testing

		

		Limited witness testing (maximum a day or two) to focus on high risk identified areas to compliment the automated and manual testing already performed 



		Clinical Testing

		

		Depending on the capability that is been assured Clinical testing may be required either after functional witness testing or in parallel. This will focus on clinical content checking by the NHS Digital clinicians





2.7 Test Plans


Test Plan is not required as a deliverable from the GP Connect API Provider as the Provider is expected to work collaboratively and actively engage with NHS Digital during the Sprint cycles within the Design, Build and Test Phase (DBT). 


The NHS Digital GP Connect Project Manager with responsibility of supplier relationship management and the Provider Project Manager are expected to work closely to ensure all deliverables are met and activities are done as defined in the Test Strategy, within agreed timescales

2.8 Test Scripts

This is covered in section 2.2 Test Phase and section 2.6 Test Activities and Test Deliverables.

2.9 Severity Classification for Incidents


The table below provides the definition of the different Incident Severity levels to aid a shared understanding between the Provider and NHS DIGITAL stakeholders, when assessing an incident for assigning a severity level. 

		Severity

		Incident Type



		1

		This is an incident that might completely prevent use of any GP Connect Capability  by a GP Connect Consuming supplier if the incident is left unresolved in the LIVE codebase.



		2

		This is an incident that might cause significant reduction in usage of any GP Connect Capability  by a GP Connect Consuming supplier if the incident is left unresolved in the LIVE codebase



		3

		This is an incident that might cause nominal reduction in usage of any GP Connect Capability by a GP Connect Consuming supplier if the incident is left unresolved in the LIVE codebase and there is a workaround available for it.



		4

		This is an incident that might cause minor reduction in usage of any GP Connect Capability by a GP Connect Consuming supplier if the incident is left unresolved in the LIVE codebase and there is a workaround available for it.



		5

		This incident results in a minor cosmetic issue with insignificant impact in usage of any GP Connect Capability  by a GP Connect Consuming supplier if the incident is left unresolved in the LIVE codebase.





2.10 Entry & Exit Criteria


2.10.1 Test Entry Criteria


· Spine Security Proxy (SSP) must be successfully tested and assured by the Spine2 Assurance team, prior to commencement of Testing

· GP Connect API Provider’s Release Scope Document (RSD) provided to NHS Digital for review. 

· GP Connect FHIR specifications reviewed and baselined to a version from where significant changes are not anticipated to be made which might adversely impact development, testing and assurance timescales. 

· NHS DIGITAL Spine Path to LIVE Integration environment available to support testing (SSP deployed, Provider and Consumer end points configured)

2.10.2 Test Exit Criteria


Incidents detected during testing should be within acceptable tolerances.  As a minimum, no Severity 1 or Severity 2 incidents will be permitted.  Where there are other lower severity incidents recorded, then a pragmatic approach will be taken to assess the impact of these combined incidents, their relationship to each other and the workarounds that are needed.  As a minimum the API Provider must agree to a work off plan to rectify all the incidents recorded within a time frame agreed by NHS Digital.

2.11 Test Results Capture

In the Test Phase, the GP Connect API Provider must provide the results of their testing including test execution of the NHS Digital authored automated tests and manual test scenarios/test areas.

Associated Request and Response GP Connect API messages for the above tests as captured by the Provider during testing, must be provided for review by NHS Digital SA.

2.12 Approach to Regression Testing


The GP Connect API provider is expected to always regression test the GP Connect functionality delivered in earlier sprints. The regression test pack would need updating as additional functionality is delivered through the sprints as per the Provider’s internal testing processes. 

Also, the GP Connect API provider is also expected to regression test GP Connect functionality in the periodic maintenance releases which follow the existing NHS Digital Change Management process. Providers are expected to assess the impact of any GP Connect changes or enhancements to other SPINE services functionality such as SCR, PDS, eRS etc. and perform regression testing accordingly.

2.13 Approach to Non Functional Testing


GP Connect API Provider must test and provide test results for the Volumetrics and Performance testing in a format which suitably proves that the Provider GP Connect API solution can process the agreed volumes within the set response times, as agreed with NHS DIGITAL. Volumetrics and Performance testing is mandatorily applicable for all the GP Connect capabilities being delivered

Ready for Operations (RFO) testing by the Provider and assurance of the same by NHS Digital may be applicable if any new architecture is being introduced or existing architecture is being significantly changed by the GP Connect API Provider to deliver the GP Connect API Service. 

If the RFO testing has already been successfully assured during the delivery of the HTML Access Record capability or was agreed with NHS Digital Solution Assurance as not required and there are no significant changes to the technical architecture to support the delivery of the remaining GP Connect capabilities (Tasks, Appointments and Structured Access Record), then the GP Connect API Provider may not mandated to perform RFO testing. However, either way, this has to be in discussion and concurrence with the SA Non-Functional Assurance Team

.

2.14 Approach to Security Testing

 

Penetration testing by the Provider and assurance of the same by NHS Digital may be applicable if any new architecture is being introduced or existing architecture is being significantly changed by the GP Connect API Provider to deliver the GP Connect API Service. 


If the Penetration testing has already been successfully assured during the delivery of the HTML Access Record capability or was agreed with NHS Digital Solution Assurance as not required and there are no significant changes to the technical architecture to support the delivery of the remaining GP Connect capabilities then the GP Connect API Provider may not be mandated to perform Penetration testing. However, either way, this has to be in discussion and concurrence with the NHS Digital Specialist Security Services. 


2.15 NHS DIGITAL Engagement

· NHS DIGITAL SA Functional Assurance Team will provide all necessary support to aid Provider’s testing and will also review and assure the Provider’s functional test deliverables as well as provide the NHS Digital Automated test packs and manual test scenarios, scripts or test areas for manual testing.

· NHS DIGITAL SA Non Functional Assurance Team will review the results of the Volumetrics and Performance testing and RFO testing (if applicable) done by the Provider. 


· NHS Digital SA Clinical Safety team along with NHS Digital Clinicians will identify any clinical hazards or risks associated the GP Connect functionality and recommend any mitigating actions which need addressal through testing and assurance. NHS Digital SA Clinical Safety team will review the Clinical Hazard logs and Clinical Safety Report submissions by the Provider. NHS Digital Clinicians and Clinical Safety Engineers will provide support as Subject Matter Experts from the Clinical and Clinical Safety perspective.

· NHS DIGITAL SA Environments Management Team will manage the Spine Development PTL environments.

· NHS DIGITAL Platforms Support Deskwill support the endpoint requests for the Spine Development PTL environments.

· NHS DIGITAL Platforms Supportwill facilitate the incident management process in the Testing Phase for any incidents pertaining to the SA Path to Live environments as well as any incidents attributed to Spine Security Proxy. 


· NHS DIGITAL SA Test Data Team will support the test data requests for the Spine INTPTL environments.

· NHS DIGITAL GP Connect Business Analysts will provide support as Subject Matter Experts for any queries or issues on the GP Connect Business capabilities or acceptance criteria.

· NHS DIGITAL GP Connect Technical Architects will provide support as Subject Matter Experts for any GP Connect technical queries or issues.

3. Test Management 

3.1 Approach to Incident Management


3.1.1 Test Issue Capture

In the Test Phase, the Provider must report any issues pertaining to the NHS Digital Path to Live Environments or the Spine Security Proxy (SSP) to the NHS Digital SA Service Desk ( platforms.supportdesk@nhs.net) to manage.

This can be reported either through an online Incident Form tool provided by NHS Digital Platforms Support Desk   (http://www.assurancesupport.digital.nhs.uk/incident-form) or through email submission of the NHS DIGITAL SA Incident Form in a word format to the NHS Digital Platforms Support Desk (platforms.supportdesk@nhs.net ). Please note that the online form can only be accessed via a N3 connection.

Embedded Incident form:




[image: image1.emf]incident-form.docx




The form will be submitted along with any relevant screenshots and GP Connect API messages, step by step guides to recreate the issues which will aid in investigation and resolution of the incident.


For each GP Connect Functional and Technical Test Incidents reported, the following information will be expected to be provided as a minimum:


· Organisation Name

· Contact Details

· Date & Time the Test Incident occurred

· PTL Environment


· Test Incident Title and Description


· Affected Service


· Supporting information e.g. any system screenshots, Party Key, Message GUIDs, GP Connect API messages, Acceptance Test Script reference etc.

· Impact of the Incident to assess Severity by NHS DIGITALPlatforms Support Desk



3.1.2 Incident Handling

The GP Connect API Provider will manage incidents in the Test Phase as per their own incident management processes. The Provider must report any issues pertaining to the NHS Digital Path to Live Environments or the Spine Security Proxy (SSP) to the NHS Digital Platforms Support Deskto manage.

The NHS Digital Platforms Support Deskwill use the internal Cherwell tool to manage incidents as per their existing processes. 


The NHS Digital Platforms Support Deskwill assign any Test Environments specific incidents to the SA Environments Management Team to investigate.  Any SPINE Security Proxy Service incidents will be assigned to the Spine2 Core DevOps team to investigate.

The lead times for incidents are outlined in the table below.

		

		Sev1

		Sev 2

		Sev 3

		Sev 4

		Sev 5



		Logging

		1 Hours

		1 Hour

		1 Hour

		1 Hour

		1 Hour



		Response

		2 Hours

		2 Hours

		3 Days

		3 Days

		5 Days



		Resolution

		1 Day

		2 Days

		5 Days

		10 Days

		15 Days





3.2 Test Reports

For Functional testing, apart from the weekly or bi-weekly test results and test evidence submissions (as per the Provider’s agile sprint cycles),  the GP Connect API Provider is expected to accompany the above test submissions with an up to date Test progress summary report comprising of some basic details as below:  

· Number of tests which were planned for the sprint 

· Number of tests passed in that Sprint

· Number of tests failed in that Sprint

· Number of tests blocked in that Sprint

· Number of tests not run in that Sprint


· Number of open defects with their Severity


· Brief description of the outstanding defects along with their severity and their functional / technical impact

For Non Functional testing: 

· Volumetrics and Performance testing report will be mandatorily required


· Penetration testing report will be required only if Penetration testing is applicable


· Ready for Operations (RFO) testing report will be required only if RFO testing is applicable

4. Test Data


The table below summarises the source of test data:


		Source of Test Data



		· Any clinical, demographic or administrative test data required to be setup in the GP Connect Provider system for running the NHS Digital Automated test packs and the manual test areas/ test scenarios will be specified by NHS Digital but will be sourced by the GP Connect Provider Clinical and Administrative Data by the GP Connect API Provider. 


· Any test data that is required for Clinical testing will be a mixture of existing test data in the Provider system and manually inserted data to cover specific clinical scenarios input by NHS Digital


· National PDS test patients data by NHS DIGITAL SA for Providers to upload in their Provider system for execution, on receipt of a request from the Provider for the PDS test patients pack 


· Spine Directory Services test data by NHS DIGITAL SA

· The Provider is expected to make use of their existing clinically rich test data including but not limited to the existing test data which is already used for GP2GP interoperability testing). 







5. Testing Environments 


For the Test Phase, the Provider’s Principal Clinical System and the Provider’s GP Connect Messaging handling System (MHS) will be hosted in the Provider’s test environment and integrated to the Spine Security Proxy (SSP) in the NHS Digital Spine Integration Path to Live (PTL) environment.

NHS Digital will also require access to the end point of the Provider’s GP Connect FHIR test server instance. NHS Digital would also require test patient details available on this Provider’s GP Connect FHIR test server instance.


This is because, for self-assurance purposes, NHS Digital may also want to execute the automated test packs against the Provider’s GP Connect FHIR test server instance in addition to the GP Connect Provider running it themselves during the design, build and test phase.


The Spine Integration Path to Live environment will be managed by the NHS DIGITAL SA Environments Management Team. 


6. Testing Tools

6.1 Test Tools


The link to the NHS Digital automated tests are available to download from the GP Connect GitHub website using the link:


https://github.com/nhsconnect/gpconnect-provider-testing/wiki

The Providers can download it from the above link. 

NHS Digital Platforms Support Deskwill use the Cherwell Tool for logging any incidents reported by the GP Connect API Providers for any incidents pertaining to the SA Path to Live environments as well as any incidents attributed to Spine Security Proxy.

GP Connect Test and Assurance Strategy for the GP Connect API Providers
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Solution Assurance Incident Report Form v.2.6





			


			











Please complete all sections.


Contact Details


			Name


			     


			Telephone


			     





			Email


			     





			Organisation


			 - For Trust or Other please specify here:      











Incident Details


			Environment


			


			Date & Time Incident Occurred


			      - dd/mm/yyyy


      - hours:minutes





			Affected Service


			[bookmark: Dropdown5] - For Other please specify here:      





If your incident relates to any of the below services please make sure you fully complete the relevant Technical Information section on the next page:


· Spine Messaging


· e-Referral Service


· Care Identity Service





			Incident Title





			


Please keep this to a short one line summary





     








			Description of the Incident





			


Please include the following information: 





· Full steps to replicate the issue including UUID, Org and Role selected if applicable


· When the process last worked successfully or if this is the first attempt


· Expected behaviour and observed behaviour including any error messages received


· Any additional local configuration or connection details which may be relevant (Can also be included in the Technical section below)


· Any relevant screenshots as separate attachments in your email





     








			Impact





			


Please describe the impact of this incident in order to support priority classification:





· Number of users / sites affected


· Impact to testing deadlines


· Any other information to support your priority classification





     

















Technical Information


			Please complete at least one of the following sections





			Spine Message Tracing Information





			GUID


			     





			


			Time Stamp


			      - hours/minutes/sec





			


			Your Party Key


(Not YES-0000806)


			     





			


			(Outward facing) IP Address


			     





			


			Message Interaction


			     





			e-Referral Service Information


			UUID and Name of User


			     





			


			User’s Organisation


			     





			


			NHS Number


			     





			


			UBRN


			     





			


			ID and Service Name


			     





			


			Organisation Code and Name of Provider


			     





			


			Speciality and Clinic Type


			     





			


			Site


			     





			


			URL


			     





			Care Identity Service Information


			JAVA Version


			     





			


			IA Client Version


			     





			


			Browser Version


			     





			


			Windows Version


			     





			


			URL


			     











Please note that failure to complete all required sections may result in a delay to progressing your incident or the incident form being returned for further information.





Thank you


Please return your completed form to: sa.servicedesk@hscic.gov.uk. Telephone number: 0300 303 4555
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[bookmark: _Toc136075087][bookmark: _Toc238440643]

[bookmark: _Toc30598935]1.1 Objectives

This document describes the different GP Connect Consumer Supplier Test routes for achieving Technical conformance in the test environments, prior to go live. The intended audience for this document are the GP Connect Consumer suppliers who would need details of the test tools, test environments and the test routes for achieving technical conformance. The need for having separate test routes was identified taking into consideration the different types of suppliers who may or may not have had previous engagement with NHS Digital and its’ test environments for other compliance services.

[bookmark: _Toc136074925][bookmark: _Toc136074926][bookmark: _Toc136075088][bookmark: _Toc238440644]

[bookmark: _Toc30598936]1.2 Scope



This scope covers the following:



The early development and testing by the supplier in the early development test environments for exploratory testing, prior to formal engagement with NHS Digital for seeking Technical conformance in the NHS Digital INT (integration) ‘Path to Live’ test environment. 



The testing and assurance in the INT environment as part of the formal engagement with NHS Digital Solution Assurance team to achieve Technical Conformance

[bookmark: _Toc30598937][bookmark: _Toc61779105][bookmark: _Toc62027759][bookmark: _Toc62028143][bookmark: _Toc62457841][bookmark: _Toc65637827][bookmark: _Toc66780536][bookmark: _Toc62457842][bookmark: _Toc65637829][bookmark: _Toc66780538]Test Routes

[bookmark: _Toc30598938]2.1 Test route for a potential GP Connect Consumer Supplier who does not have HSCN (or N3) network connectivity.  The Supplier is not PDS compliant but has access to PDS service through a third party Spine Mini Services Provider (SMSP) for doing PDS traces.

Test in internet facing environment with reference implementations (proxy providers)

GP Connect Provider Proxies over open internet

Test in OpenTest environment with reference implementations

GP Connect Provider proxies, PDS, SDS using VPN access

Test in INT path to live test environment with reference implementations

GP Connect Provider Proxies, PDS, SDS, SPINE SSP on HSCN/N3 network



Test in INT path to live test environment with test implementations of actual provider 

GP Connect Providers Test Implementations, PDS, SDS, SPINE SSP on HSCN/N3 























		Step

		Description

		Phase



		1

		Supplier explores and tests for the GP Connect capabilities in scope of the supplier solution using the internet facing GP Connect Provider reference implementations i.e. GP Connect Demonstrator version(s) as below: 

Note: The links to the GUIs (open in Google Chrome) and the FHIR server URLs for the internet facing GP Connect Provider reference implementations (i.e. Demonstrators) are as follows: 

HTML Access Record: 

GUI: https://orange.testlab.nhs.uk/gpconnect-demonstrator/v0

FHIR Server URL: https://orange.testlab.nhs.uk/gpconnect-demonstrator/v0/fhir

Appointments: 

GUI: https://orange.testlab.nhs.uk/gpconnect-demonstrator/v1

FHIR Server URL: https://orange.testlab.nhs.uk/gpconnect-demonstrator/v1/fhir

Structured Access Record (Allergies and Medications):

GUI: https://orange.testlab.nhs.uk/gpconnect-demonstrator/v1

FHIR Server URL: https://orange.testlab.nhs.uk/gpconnect-demonstrator/v1/fhir

 

		Exploratory testing phase in Internet Facing test environment with GP Connect APIs only.



		 2

		Supplier captures evidence of exploratory testing done with the internet facing GP Connect Demonstrators. 



Minimal test evidence in form of system screenshots, input and output messages required to be submitted to the NHS Digital Functional Assurance mail box functional.assurance@nhs.net, 

which demonstrate that the supplier has developed a basic prototype solution using the GP Connect technical specifications and done a level of testing against the internet facing GP Connect Provider reference implementations. The test evidence could be embedded in a word document. Any queries or issues pertaining to the internet facing GP Connect Provider reference implementations can be emailed to the above mailbox. 



NHS Digital Functional Assurance endeavour to provide responses and feedback on the test evidence submission within 5 working days of the receipt of the supplier’s email.

		As above



		3

		Supplier commences work on getting HSCN connectivity after completing the HSCN Connection agreement (earlier IGSoC).

Link to the details for HSCN connectivity is as below:

https://digital.nhs.uk/services/health-and-social-care-network/new-to-hscn

Note that this does not have to done in the sequence as it appears here. This HSCN connectivity process can commence anytime earlier.

		NA



		4

		Supplier emails request to the NHS Digital Platforms Support Desk (platforms.supportdesk@nhs.net) for VPN access to the NHS Digital OpenTest Environment. 



NHS Digital Platforms Support Desk endeavour to provide access to the OpenTest environment within 5 working days of the request being registered by the supplier

		Exploratory testing phase with GP Connect APIs, SDS, PDS and GP Connect APIs in the NHS Digital OpenTest environment without any data sharing rules 



		5

		Supplier provided VPN access to the OpenTest Environment to test with SDS, PDS and the GP Connect Demonstrator(s) along with the details on accessing these services to test with. 

Link to the details about the OpenTest environment is as below:

http://www.assurancesupport.digital.nhs.uk/opentest

Link to the URLs for the PDS, SDS and GP Connect Demonstrator(s) in the OpenTest environment and the test data to use is as below:

https://orange.testlab.nhs.uk/opentest.html



		As above



		6

		Supplier tests and builds a working prototype or proof of concept solution and captures evidence of testing done in the OpenTest environment. 

Supplier captures minimal test evidence in form of system screenshots, input and output messages (PDS, SDS LDAP queries and responses, GP Connect request an response messages) required to demonstrate that the supplier has gone through the GP Connect technical requirements, used the GP Connect APIs and the PDS and SDS services to build and test a working prototype or proof of concept solution prior to entry into the NHS Digital INT (integration) environment for further development iterations and formal engagement with NHS Digital for Technical Conformance. 

The test evidence can be embedded in a word document and emailed to the NHS Digital Functional Assurance mail box functional.assurance@nhs.net.

NHS Digital Functional Assurance endeavour to provide feedback on the test evidence submission within 5 working days of the receipt of the supplier’s email

		As above



		7

		Supplier gets HSCN connectivity after completing the HSCN Connection agreement (earlier IGSoC).



		Build and Test Phase with Technical Conformance engagement in the INT Path to Live environment



		8

		Supplier submits request NHS Digital Platforms Support Desk (platforms.supportdesk@nhs.net) for registering their GP Connect consumer endpoint in the INT environment which will do the messaging interactions with the Spine Security Proxy (SSP).  The URL for the SSP in the INT environment is https://proxy.int.spine2.ncrs.nhs.uk

Link providing details about the INT ‘Path to Live’ test environment is as below:

https://digital.nhs.uk/services/path-to-live-environments/integration-environment



Link to the Authority Service Names (ASN) document which provides the list of services in the INT environment, their URLs, IP addresses and port numbers is as below:

https://digital.nhs.uk/services/path-to-live-environments/integration-environment 

In addition to configuring any local firewalls to allow access for the required services from the ASN document, the supplier will also need to configure their local firewalls to allow access to the subnet as below:

Subnet: 10.239.14.0/24

Port(s): 443 (inbound and outbound) 



		As above



		9

		NHS Digital Platforms Support Desk and NHS Digital Solution Assurance in conjunction complete the end point registrations and data sharing rules to enable the Supplier to access the INT Path to Live environment to do testing against the GP Connect Provider reference implementations i.e. GP Connect Demonstrator version(s) with the SPINE services PDS and SDS and the Spine Security Proxy (SSP).

NHS Digital Platforms Support Desk and NHS Digital Functional Assurance team endeavour to provide access to the INT test environment within 5 working days of the supplier registering the request with the NHS Digital Platforms Support Desk

		As above



		10

		Supplier completes the test execution of the NHS Digital GP Connect Consumer tests against the applicable GP Connect Provider reference implementation(s) i.e. GP Connect Demonstrator(s). 

Links to the GP Connect Consumer tests and the supporting test data for testing with the GP Connect Provider reference implementations i.e. GP Connect Demonstrator version(s) as below: 

HTML Access Record: 

https://github.com/nhsconnect/gpconnect-provider-testing/wiki/Access-Record-Consumer-Tests

Appointments: 

https://github.com/nhsconnect/gpconnect-provider-testing/wiki/Foundations-Consumer-Tests

https://github.com/nhsconnect/gpconnect-provider-testing/wiki/Appointments-Consumer-Tests

Structured Access Record (Allergies and Medications):

https://github.com/nhsconnect/gpconnect-provider-testing/wiki/Structured-Record-Consumer-Tests

The test data (synthetic NHS numbers) are specified in the Demonstrator Patient ID column within the tests.

		As above



		11

		Supplier completes and submits the SCAL (Supplier Conformance Assessment List) spreadsheet and along with the supporting test evidence for the GP Connect Consumer tests.

The GP Connect specific worksheets within the SCAL which would need completion being: 

· GPC - Spine Integration_v1.0 (mandated)

· GPC - Cross-Capability_v1.2.X (mandated)

· GPC - Foundations_v1.2.X (if in scope for delivery)

· GPC - Appointment Mgmt_v1.2.X (if in scope for delivery)

· GPC - AR HTML_v0.5.X (if in scope for delivery)

· GPC - AR Structured_v1.2.X (if in scope for delivery)



The common worksheets within the SCAL (i.e. not specific to a particular Service) which would need completion are:

· Guidance & Supplier Information (mandated)

· IG, Security & Clinical Safety (mandated)

· Architecture (mandated)



		As above



		12

		NHS Digital SA and other SCAL stakeholders review and approve the SCAL and the supporting test evidence. 

NHS Digital Functional Assurance and other SCAL stakeholders endeavour to provide responses and feedback on the SCAL submission and the supporting test evidence within 5 working days of the receipt of the supplier’s submission.

		As above



		13

		NHS Digital Functional Assurance submit request to the NHS Digital Platforms Support Desk to open up data sharing access for the Supplier to access to the test instances of the FHIR endpoints of the four GP Connect Provider supplier implementations (where provisioned) for end to end interoperability testing.

NHS Digital Platforms Support Desk endeavour to open data sharing access within 3 working days of receipt of request from NHS Digital Functional Assurance

		As above



		14

		NHS Digital Functional Assurance inform the GP Connect Provider supplier of the GP Connect Consumer supplier coming on board for any local config/setup activity required at the GP Connect Provider supplier end to enable the consumer supplier testing.

		As above



		15

		Supplier tests against each available GP Connect Provider test instance using a small subset of the existing NHS Digital GP Connect Consumer tests which will be communicated by NHS Digital Functional Assurance. This small subset of tests would be a recommendation to run as a minimum, but the supplier may choose to run more or lesser number of tests at their discretion.  

The purpose of these tests is not to repeat technical conformance processes against each GP Connect provider but only to aid the GP Connect Consumer supplier to perform end to end interoperability testing of their system with the test instances of the FHIR endpoints of the four GP Connect Provider supplier implementations.

It will aid to identify and resolve any technical interoperability issues due to any subtle nuances in the implementation of the GP Connect capabilities by the GP Connect Providers.

In event of any technical interoperability issues encountered which are attributable to either being at the SPINE end or the GP Connect Provider end, the supplier emails the NHS Digital Functional Assurance with the details of the issue along with  any relevant request and response messages (including full message headers) and system screenshot which will aid the investigation and resolution.

		As above



		16

		Supplier completes the end to end testing successfully and informs the NHS Digital Functional Assurance of successful completion. No test evidence required for review but an email confirming successful completion of testing with the GP Connect provider test implementations is sufficient. 

NHS Digital Functional Assurance update the SCAL to note the GP Connect Providers against which the consumer end to end interoperability testing was successfully completed.

		As above













[bookmark: _Toc30598939][bookmark: _Hlk2354693]2.2 Test route for a potential GP Connect Consumer Supplier with or without HSCN (or N3) connectivity. The supplier is not PDS compliant but plans to have access to PDS through either their own client integration to the SMSP or undergo PDS Compliance as a connecting system supplier to the PDS service.  

Test in internet facing environment with reference implementations (proxy providers)

GP Connect Provider Proxies over open internet

Test in OpenTest environment with reference implementations

GP Connect Provider proxies, PDS, SDS using VPN access

Test in INT path to live test environment with reference implementations

GP Connect Provider Proxies, PDS, SDS, SPINE SSP on HSCN/N3 network



Test in INT path to live test environment with test implementations of actual provider 

GP Connect Providers Test Implementations, PDS, SDS, SPINE SSP on HSCN/N3 



PDS or SMSP Compliance completed























		Step

		Description

		Phase



		1

		Supplier completes for SMSP compliance or PDS compliance before GP Connect technical conformance

For SMSP Compliance, guidance on the process for Suppliers who wish to gain access to the PDS via SMSP is in the link below



https://developer.nhs.uk/library/systems/nhs-digital-smsp-pds/

Supplier contacts  itkaccreditation@nhs.net  for completing SMSP compliance.



For PDS Compliance, supplier contacts Solution Assurance team at assurance@nhs.net as first port of call for progression towards achieving PDS Compliance. 



		



		2

		Supplier then follows the same onboarding route as 2.2.1, post the SMSP Compliance or PDS Compliance



		










[bookmark: _Toc30598940]2.3 Test route for a potential GP Connect Consumer Supplier with existing HSCN (or N3) connectivity.  The supplier is PDS compliant or has access to PDS through a third party Spine Mini Services Provider (SMSP) 



Test in internet facing environment with reference implementations (proxy providers)

GP Connect Provider Proxies over open internet

Test in INT path to live test environment with reference implementations

GP Connect Provider Proxies, PDS, SDS, SPINE SSP on HSCN/N3 network



Test in INT path to live test environment with test implementations of actual provider 

GP Connect Providers Test Implementations, PDS, SDS, SPINE SSP on HSCN/N3 





















		Step

		Description

		Phase



		1

		Supplier explores and tests for the GP Connect capabilities in scope of the supplier solution using the internet facing GP Connect Provider reference implementations i.e. GP Connect Demonstrator version(s) as below: 

Note: The links to the GUIs (open in Google Chrome) and the FHIR server URLs for the internet facing GP Connect Provider reference implementations (i.e. Demonstrators) are as follows: 

HTML Access Record: 

GUI: https://orange.testlab.nhs.uk/gpconnect-demonstrator/v0

FHIR Server URL: https://orange.testlab.nhs.uk/gpconnect-demonstrator/v0/fhir

Appointments: 

GUI: https://orange.testlab.nhs.uk/gpconnect-demonstrator/v1

FHIR Server URL: https://orange.testlab.nhs.uk/gpconnect-demonstrator/v1/fhir

Structured Access Record (Allergies and Medications):

GUI: https://orange.testlab.nhs.uk/gpconnect-demonstrator/v1

FHIR Server URL: https://orange.testlab.nhs.uk/gpconnect-demonstrator/v1/fhir



		Exploratory testing phase in Internet Facing test environment with GP Connect APIs only.



		2

		Supplier captures evidence of exploratory testing done with the internet facing GP Connect Demonstrators. 



Minimal test evidence in form of system screenshots, input and output messages required to be submitted to the NHS Digital Functional Assurance mail box functional.assurance@nhs.net, 

which demonstrate that the supplier has developed a basic prototype solution using the GP Connect technical specifications and done a level of testing against the internet facing GP Connect Provider reference implementations. The test evidence could be embedded in a word document. Any queries or issues pertaining to the internet facing GP Connect Provider reference implementations can be emailed to the above mailbox. 



NHS Digital Functional Assurance endeavour to provide responses and feedback on the test evidence submission within 5 working days of the receipt of the supplier’s email.

		As above



		3

		Supplier submits request NHS Digital Platforms Support Desk (platforms.supportdesk@nhs.net) for registering their GP Connect consumer endpoint in the INT environment which will do the messaging interactions with the Spine Security Proxy (SSP).  The URL for the SSP in the INT environment is https://proxy.int.spine2.ncrs.nhs.uk

Link providing details about the INT ‘Path to Live’ test environment is as below:

https://digital.nhs.uk/services/path-to-live-environments/integration-environment

Link to the Authority Service Names (ASN) document which provides the list of services in the INT environment, their URLs, IP addresses and port numbers is as below:

https://digital.nhs.uk/services/path-to-live-environments/integration-environment 

In addition to configuring any local firewalls to allow access for the required services from the ASN document, the supplier will also need to configure their local firewalls to allow access to the subnet as below:

Subnet: 10.239.14.0/24

Port(s): 443 (inbound and outbound) 



		Build and Test Phase with Technical Conformance engagement in the INT Path to Live environment



		4

		NHS Digital Platforms Support Desk and NHS Digital Solution Assurance in conjunction complete the end point registrations and data sharing rules to enable the Supplier to access the INT Path to Live environment to do testing against the GP Connect Provider reference implementations i.e. GP Connect Demonstrator version(s) with the SPINE services PDS and SDS and the Spine Security Proxy (SSP).

NHS Digital Platforms Support Desk and NHS Digital Functional Assurance team endeavour to provide access to the INT test environment within 5 working days of the supplier registering the request with the NHS Digital Platforms Support Desk

		As above



		5

		Supplier completes the test execution of the NHS Digital GP Connect Consumer tests against the applicable GP Connect Provider reference implementation(s) i.e. GP Connect Demonstrator(s). 

Links to the GP Connect Consumer tests and the supporting test data for testing with the GP Connect Provider reference implementations i.e. GP Connect Demonstrator version(s) as below: 

HTML Access Record: 

https://github.com/nhsconnect/gpconnect-provider-testing/wiki/Access-Record-Consumer-Tests

Appointments: 

https://github.com/nhsconnect/gpconnect-provider-testing/wiki/Foundations-Consumer-Tests

https://github.com/nhsconnect/gpconnect-provider-testing/wiki/Appointments-Consumer-Tests

Structured Access Record (Allergies and Medications):

https://github.com/nhsconnect/gpconnect-provider-testing/wiki/Structured-Record-Consumer-Tests

The test data (synthetic NHS numbers) are specified in the Demonstrator Patient ID column within the tests.

		As above



		6

		Supplier completes and submits the SCAL (Supplier Conformance Assessment List) spreadsheet and along with the supporting test evidence for the GP Connect Consumer tests.

The GP Connect specific worksheets within the SCAL which would need completion being: 

· GPC - Spine Integration_v1.0 (mandated)

· GPC - Cross-Capability_v1.2.X (mandated)

· GPC - Foundations_v1.2.X (if in scope for delivery)

· GPC - Appointment Mgmt_v1.2.X (if in scope for delivery)

· GPC - AR HTML_v0.5.X (if in scope for delivery)

· GPC - AR Structured_v1.2.X (if in scope for delivery)



The common worksheets within the SCAL (i.e. not specific to a particular Service) which would need completion are:

· Guidance & Supplier Information (mandated)

· IG, Security & Clinical Safety (mandated)

· Architecture (mandated)

		As above



		7

		NHS Digital SA and other SCAL stakeholders review and approve the SCAL and the supporting test evidence. 

NHS Digital Functional Assurance and other SCAL stakeholders endeavour to provide responses and feedback on the SCAL submission and the supporting test evidence within 5 working days of the receipt of the supplier’s submission.

		As above



		8

		NHS Digital Functional Assurance submit request to the NHS Digital Platforms Support Desk to open up data sharing access for the Supplier to access to the test instances of the FHIR endpoints of the four GP Connect Provider supplier implementations (where provisioned) for end to end interoperability testing.

NHS Digital Platforms Support Desk endeavour to open data sharing access within 3 working days of receipt of request from NHS Digital Functional Assurance

		As above



		9

		NHS Digital Functional Assurance inform the GP Connect Provider supplier of the GP Connect Consumer supplier coming on board for any local config/setup activity required at the GP Connect Provider supplier end to enable the consumer supplier testing.

		As above



		10

		Supplier tests against each available GP Connect Provider test instance using a small subset of the existing NHS Digital GP Connect Consumer tests which will be communicated by NHS Digital Functional Assurance. This small subset of tests would be a recommendation to run as a minimum, but the supplier may choose to run more or lesser number of tests at their discretion.  

The purpose of these tests is not to repeat technical conformance processes against each GP Connect provider but only to aid the GP Connect Consumer supplier to perform end to end interoperability testing of their system with the test instances of the FHIR endpoints of the four GP Connect Provider supplier implementations.

It will aid to identify and resolve any technical interoperability issues due to any subtle nuances in the implementation of the GP Connect capabilities by the GP Connect Providers.

In event of any technical interoperability issues encountered which are attributable to either being at the SPINE end or the GP Connect Provider end, the supplier emails the NHS Digital Functional Assurance with the details of the issue along with  any relevant request and response messages (including full message headers) and system screenshot which will aid the investigation and resolution.

		As above



		11

		Supplier completes the end to end testing successfully and informs the NHS Digital Functional Assurance of successful completion. No test evidence required for review but an email confirming successful completion of testing with the GP Connect provider test implementations is sufficient. 

NHS Digital Functional Assurance update the SCAL to note the GP Connect Providers against which the consumer end to end interoperability testing was successfully completed.

		As above










[bookmark: _Toc30598941]2.4 Test route for an existing GP Connect Consumer Supplier already compliant with one GP Connect capability but onboarding to seek technical conformance with other GP Connect capability(s)





Test in internet facing environment with reference implementations (proxy providers)

GP Connect Provider Proxies over open internet

Test in INT path to live test environment with reference implementations

GP Connect Provider Proxies, PDS, SDS, SPINE SSP on HSCN/N3 network



Test in INT path to live test environment with test implementations of actual provider 

GP Connect Providers Test Implementations, PDS, SDS, SPINE SSP on HSCN/N3 





















		Step

		Description

		Phase



		1

		Supplier explores and tests for the GP Connect capabilities in scope of the supplier solution using the internet facing GP Connect Provider reference implementations i.e. GP Connect Demonstrator version(s) as below: 

Note: The links to the GUIs (open in Google Chrome) and the FHIR server URLs for the internet facing GP Connect Provider reference implementations (i.e. Demonstrators) are as follows: 

HTML Access Record: 

GUI: https://orange.testlab.nhs.uk/gpconnect-demonstrator/v0

FHIR Server URL: https://orange.testlab.nhs.uk/gpconnect-demonstrator/v0/fhir

Appointments: 

GUI: https://orange.testlab.nhs.uk/gpconnect-demonstrator/v1

FHIR Server URL: https://orange.testlab.nhs.uk/gpconnect-demonstrator/v1/fhir

Structured Access Record (Allergies and Medications):

GUI: https://orange.testlab.nhs.uk/gpconnect-demonstrator/v1

FHIR Server URL: https://orange.testlab.nhs.uk/gpconnect-demonstrator/v1/fhir



		Exploratory testing phase in Internet Facing test environment with GP Connect APIs only.



		2

		Supplier submits request NHS Digital Platforms Support Desk (platforms.supportdesk@nhs.net) for registering their GP Connect consumer endpoint in the INT environment which will do the messaging interactions with the Spine Security Proxy (SSP).  The URL for the SSP in the INT environment is https://proxy.int.spine2.ncrs.nhs.uk

Link providing details about the INT ‘Path to Live’ test environment is as below:

https://digital.nhs.uk/services/path-to-live-environments/integration-environment

Link to the Authority Service Names (ASN) document which provides the list of services in the INT environment, their URLs, IP addresses and port numbers is as below:

https://digital.nhs.uk/services/path-to-live-environments/integration-environment 

In addition to configuring any local firewalls to allow access for the required services from the ASN document, the supplier will also need to configure their local firewalls to allow access to the subnet as below:

Subnet: 10.239.14.0/24

Port(s): 443 (inbound and outbound) 



		Build and Test Phase with Technical Conformance engagement in the INT Path to Live environment



		3

		NHS Digital Platforms Support Desk and NHS Digital Solution Assurance in conjunction complete the end point registrations and data sharing rules to enable the Supplier to access the INT Path to Live environment to do testing against the GP Connect Provider reference implementations i.e. GP Connect Demonstrator version(s) with the SPINE services PDS and SDS and the Spine Security Proxy (SSP).

NHS Digital Platforms Support Desk and NHS Digital Functional Assurance team endeavour to provide access to the INT test environment within 5 working days of the supplier registering the request with the NHS Digital Platforms Support Desk

		As above



		4

		Supplier completes the test execution of the NHS Digital GP Connect Consumer tests against the applicable GP Connect Provider reference implementation(s) i.e. GP Connect Demonstrator(s). 

Links to the GP Connect Consumer tests and the supporting test data for testing with the GP Connect Provider reference implementations i.e. GP Connect Demonstrator version(s) as below: 

HTML Access Record: 

https://github.com/nhsconnect/gpconnect-provider-testing/wiki/Access-Record-Consumer-Tests

Appointments: 

https://github.com/nhsconnect/gpconnect-provider-testing/wiki/Foundations-Consumer-Tests

https://github.com/nhsconnect/gpconnect-provider-testing/wiki/Appointments-Consumer-Tests

Structured Access Record (Allergies and Medications):

https://github.com/nhsconnect/gpconnect-provider-testing/wiki/Structured-Record-Consumer-Tests

The test data (synthetic NHS numbers) are specified in the Demonstrator Patient ID column within the tests.

		As above



		5

		Supplier completes and submits the SCAL (Supplier Conformance Assessment List) spreadsheet and along with the supporting test evidence for the GP Connect Consumer tests.

The GP Connect specific worksheets within the SCAL which would need completion being: 

· GPC - Spine Integration_v1.0 (mandated)

· GPC - Cross-Capability_v1.2.X (mandated)

· GPC - Foundations_v1.2.X (if in scope for delivery)

· GPC - Appointment Mgmt_v1.2.X (if in scope for delivery)

· GPC - AR HTML_v0.5.X (if in scope for delivery)

· GPC - AR Structured_v1.2.X (if in scope for delivery)



The common worksheets within the SCAL (i.e. not specific to a particular Service) which would need completion are:

· Guidance & Supplier Information (mandated)

· IG, Security & Clinical Safety (mandated)

· Architecture (mandated)

		As above



		6

		NHS Digital SA and other SCAL stakeholders review and approve the SCAL and the supporting test evidence. 

NHS Digital Functional Assurance and other SCAL stakeholders endeavour to provide responses and feedback on the SCAL submission and the supporting test evidence within 5 working days of the receipt of the supplier’s submission.

		As above



		7

		NHS Digital Functional Assurance submit request to the NHS Digital Platforms Support Desk to open up data sharing access for the Supplier to access to the test instances of the FHIR endpoints of the four GP Connect Provider supplier implementations (where provisioned) for end to end interoperability testing.

NHS Digital Platforms Support Desk endeavour to open data sharing access within 3 working days of receipt of request from NHS Digital Functional Assurance

		As above



		8

		NHS Digital Functional Assurance inform the GP Connect Provider supplier of the GP Connect Consumer supplier coming on board for any local config/setup activity required at the GP Connect Provider supplier end to enable the consumer supplier testing.

		As above



		9

		Supplier tests against each available GP Connect Provider test instance using a small subset of the existing NHS Digital GP Connect Consumer tests which will be communicated by NHS Digital Functional Assurance. This small subset of tests would be a recommendation to run as a minimum, but the supplier may choose to run more or lesser number of tests at their discretion.  

The purpose of these tests is not to repeat technical conformance processes against each GP Connect provider but only to aid the GP Connect Consumer supplier to perform end to end interoperability testing of their system with the test instances of the FHIR endpoints of the four GP Connect Provider supplier implementations.

It will aid to identify and resolve any technical interoperability issues due to any subtle nuances in the implementation of the GP Connect capabilities by the GP Connect Providers.

In event of any technical interoperability issues encountered which are attributable to either being at the SPINE end or the GP Connect Provider end, the supplier emails the NHS Digital Functional Assurance with the details of the issue along with  any relevant request and response messages (including full message headers) and system screenshot which will aid the investigation and resolution.

		As above



		10

		Supplier completes the end to end testing successfully and informs the NHS Digital Functional Assurance of successful completion. No test evidence required for review but an email confirming successful completion of testing with the GP Connect provider test implementations is sufficient. 

NHS Digital Functional Assurance update the SCAL to note the GP Connect Providers against which the consumer end to end interoperability testing was successfully completed.

		As above










[bookmark: _Toc30598942]2.5 Test route for existing GP Connect Consumer Supplier already compliant with one or more GP Connect capability(s) making non-GP Connect changes to their consumer solution



		Step

		Description

		Phase



		1

		The GP Connect supplier completes regression testing of the compliant GP Connect capabilities as per their internal testing and assurance processes. No SCAL submission or regression testing evidence required to be submitted. 

		NA












[bookmark: _Toc30598943]FAQ

What do I need to fill in on the EPR form for INT When submitting to Platform Support?

Basically, this is the complete URL for each interaction ID below I have given example for each capability/interaction/fhir Resource 

		GPConnect-Foundations-1 urn:nhs:names:services:gpconnect

		



		Interaction

		URL bindings



		fhir:operation:gpc.registerpatient-1

		https://REPLACE WITH CONSUMER FQDN/STU3/1/GPConnect



		fhir:rest:read:location-1

		https://REPLACE WITH CONSUMER FQDN/STU3/1/GPConnect



		fhir:rest:read:organization-1

		https://REPLACE WITH CONSUMER FQDN/STU3/1/GPConnect



		fhir:rest:read:patient-1

		https://REPLACE WITH CONSUMER FQDN/STU3/1/GPConnect



		fhir:rest:read:practitioner-1

		https://REPLACE WITH CONSUMER FQDN/STU3/1/GPConnect



		fhir:rest:search:organization-1

		https://REPLACE WITH CONSUMER FQDN/STU3/1/GPConnect



		fhir:rest:search:patient-1

		https://REPLACE WITH CONSUMER FQDN/STU3/1/GPConnect



		fhir:rest:search:practitioner-1

		https://REPLACE WITH CONSUMER FQDN/STU3/1/GPConnect



		fhir:operation:gpc.registerpatient-1

		This is an AS interaction.



		fhir:rest:read:location-1

		This is an AS interaction.



		fhir:rest:read:organization-1

		This is an AS interaction.



		fhir:rest:read:patient-1

		This is an AS interaction.



		fhir:rest:read:practitioner-1

		This is an AS interaction.



		fhir:rest:search:organization-1

		This is an AS interaction.



		fhir:rest:search:patient-1

		This is an AS interaction.



		fhir:rest:search:practitioner-1

		This is an AS interaction.



		

		



		GPC Access Record - urn:nhs:names:services:gpconnect



		Interaction

		URL bindings



		fhir:operation:gpc.getcarerecord

		https://REPLACE WITH CONSUMER FQDN/DSTU2/1/GPConnect



		fhir:operation:gpc.getcarerecord

		This is an AS interaction.



		

		



		GPC Foundations - urn:nhs:names:services:gpconnect



		Interaction

		URL bindings



		fhir:rest:read:location

		https://REPLACE WITH CONSUMER FQDN/



		fhir:rest:read:metadata

		https://REPLACE WITH CONSUMER FQDN/DSTU2/1/GPConnect



		fhir:rest:read:metadata-1

		https://REPLACE WITH CONSUMER FQDN/STU3/1/GPConnect



		fhir:rest:read:organization

		https://REPLACE WITH CONSUMER FQDN/



		fhir:rest:read:patient

		https://REPLACE WITH CONSUMER FQDN/



		fhir:rest:read:practitioner

		https://REPLACE WITH CONSUMER FQDN/



		fhir:rest:search:location

		https://REPLACE WITH CONSUMER FQDN/



		fhir:rest:search:organization

		https://REPLACE WITH CONSUMER FQDN/



		fhir:rest:search:patient

		https://REPLACE WITH CONSUMER FQDN/



		fhir:rest:search:practitioner

		https://REPLACE WITH CONSUMER FQDN/



		fhir:rest:read:location

		This is an AS interaction.



		fhir:rest:read:metadata

		This is an AS interaction.



		fhir:rest:read:metadata-1

		This is an AS interaction.



		fhir:rest:read:organization

		This is an AS interaction.



		fhir:rest:read:patient

		This is an AS interaction.



		fhir:rest:read:practitioner

		This is an AS interaction.



		fhir:rest:search:location

		This is an AS interaction.



		fhir:rest:search:organization

		This is an AS interaction.



		fhir:rest:search:patient

		This is an AS interaction.



		fhir:rest:search:practitioner

		This is an AS interaction.



		

		



		GPConnect-Appointments-1 - urn:nhs:names:services:gpconnect



		Interaction

		URL bindings



		fhir:rest:cancel:appointment-1

		https://REPLACE WITH CONSUMER FQDN/STU3/1/GPConnect



		fhir:rest:create:appointment-1

		https://REPLACE WITH CONSUMER FQDN/STU3/1/GPConnect



		fhir:rest:read:appointment-1

		https://REPLACE WITH CONSUMER FQDN/STU3/1/GPConnect



		fhir:rest:search:patient_appointments-1

		https://REPLACE WITH CONSUMER FQDN/STU3/1/GPConnect



		fhir:rest:search:slot-1

		https://REPLACE WITH CONSUMER FQDN/STU3/1/GPConnect



		fhir:rest:update:appointment-1

		https://REPLACE WITH CONSUMER FQDN/STU3/1/GPConnect



		fhir:rest:cancel:appointment-1

		This is an AS interaction.



		fhir:rest:create:appointment-1

		This is an AS interaction.



		fhir:rest:read:appointment-1

		This is an AS interaction.



		fhir:rest:search:patient_appointments-1

		This is an AS interaction.



		fhir:rest:search:slot-1

		This is an AS interaction.



		fhir:rest:update:appointment-1

		This is an AS interaction.







		GPConnect-StructuredRecord-1 - urn:nhs:names:services:gpconnect

		 



		Interaction

		URL bindings



		fhir:operation:gpc.getstructuredrecord-1

		https://REPLACE WITH CONSUMER FQDN/STU3/1/GPConnect



		fhir:operation:gpc.getstructuredrecord-1

		This is an AS interaction.










How do I create a CSR File to submit with my EPR form’s?

Ensure the Consumer has the Latest Sub CA and Root CA Cert installed on their machine before creating the CSR file from :- https://digital.nhs.uk/services/path-to-live-environments/integration-environment

Presuming consumer has have OpenSSL installed, here’s the process for generating a CSR and Private Key: just open a command prompt (CMD), navigate to whatever folder they want the CSR to go into (e.g. C:\Users\johnsmith\Desktop), and enter the details highlighted (just hitting ‘return’ at all the other prompts) 

· C:\Users\johnsmith\Desktop>openssl req -out <FQDN>.csr -new -newkey rsa:2048 -nodes -keyout <FQDN>.key 

· Generating a 2048 bit RSA private key 

· ......................................................+++ 

· ..........+++ 

· writing new private key to 'client.ncrs.nhs.uk.key' 

· ----- 

· You are about to be asked to enter information that will be incorporated 

· into your certificate request. 

· What you are about to enter is what is called a Distinguished Name or a DN. 

· There are quite a few fields but you can leave some blank 

· For some fields there will be a default value, 

· If you enter '.', the field will be left blank. 

· ----- 

· Country Name (2 letter code) [AU]:

· State or Province Name (full name) [Some-State]: 

· Locality Name (eg, city) []: 

· Organization Name (eg, company) [Internet Widgits Pty Ltd]: 

· Organizational Unit Name (eg, section) []: 

· Common Name (e.g. server FQDN or YOUR name) []:<FQDN> 

· Email Address []: 

· 

· Please enter the following 'extra' attributes 

· to be sent with your certificate request 

· A challenge password []: 

· An optional company name []:










Which SCAL Tabs are required for each Capability?

Each Capability needs to provide specific evidence for each of  the SCAL TAB’s in their own right.

		

		Cross Cap Tab

		Spine Int Tab

		Foundation Tab

		HTML Tab

		Appointments Tab

		Structured Tab



		HTML -CAPABILITY

		[image: ]

		[image: ]

		

		[image: ]

		

		



		APPOINTMENTS CAPABILITY

		[image: ]

		[image: ]

		[image: ]

		

		[image: ]

		



		STRUCTURED CAPBILITY

		[image: ]

		[image: ]

		

		

		

		[image: ]









What if some requirements are not applicable as we are not implementing that particular Interaction?

Consumers can implement the interactions based on their own use cases, as long as they indicate what they are compliant with and provide justifications for non compliance. Programme Team should have been made aware of this when use case was submitted. 

What if there is a requirement which we cannot meet?

Need to supply a justification which will then be triaged with Tech Architect/BA whether to accept non compliance 
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		IG		GPSoC IG Framework		GPC-IG-1		GPSoC Framework IG Compliance		GP Provider Systems to meet all IG requirements as specified in GPSoC IG Requirements v 4 framework		GP-IG

		IG		Information Security		GPC-IG-2		API Interface Security		Provider Systems must satisfy the reqs of IGSoC or equivalent successor agreements, be subject to periodic penetration testing, and continually incorporate best-practice monitoring and intrusion-detection mechanisms		GP-IG-5-7		y												SEC		"Spine HTTP Headers to allow secure routing & system-level auditing

https://developer.nhs.uk/apis/gpconnect-1-2-3/development_fhir_api_guidance.html

https://developer.nhs.uk/apis/gpconnect-1-2-3/integration_illustrated.html

		IG		System Authentication		GPC-IG-3		Ensure Endpoint/Network Security		Provider system must ensure that the network connections used to expose APIs are secured such that:-
• Endpoint legitimacy is assured
• End points are known to both parties
• Communications are encrypted and conform to the Approved Cryptographic Standards published by the Authority.
		GP-IM-3.3-2		y												SEC		TLS-MA Authentication
TLS SHALL be used for all data exchange. The TLS communications are established prior to any HTTP command/response, so the whole FHIR interaction is protected by the TLS communications.


https://developer.nhs.uk/apis/gpconnect-1-2-3/development_api_security_guidance.html
https://developer.nhs.uk/apis/gpconnect-1-2-3/development_fhir_api_guidance.html

		IG		Data Controller		GPC-IG-4		Legal Processing		In an environment where the Provider System provides information-sharing across clinical settings, data provided to  consumer systems must only include data for which the practice acts as Data Controller.

 		GP-IM-4.3-12		y												IG-6		https://developer.nhs.uk/apis/gpconnect-1-2-3/integration_cross_organisation_audit_and_provenance.html#legal-processing

		IG		Data-Sharing		GPC-IG-5.1		Org Data-Sharing		GP Connect APIs only deployed between organisations with a Data-Sharing agreement covering this				y						y						SEC-1-5		https://developer.nhs.uk/apis/gpconnect-1-2-3/integration_illustrated.html

		IG		Data-Sharing		GPC-IG-5.2		API response independent of Provider Organisation Data-Sharing Implementation		GP Connect Access Record API responses must remain independent of any local data-sharing implementation, ie not be dependent on, or cause any changes to, existing local organisation data-sharing settings				y														https://developer.nhs.uk/apis/gpconnect-1-2-3/designprinciples_ig_principles.html

		IG		Data Exclusions		GPC-IG-6.1		Patient Consent/ Preferences		It is assumed that the provider system does have the patient record as the patient has been traced by the Consumer Supplier against PDS

Access Record Capabilities

The Provider System must provide the API response for (i) the complete patient record in the absence of explicit patient dissent, or (ii) a subset of clinical/adminstrative data, according to Patient Preferences/Privacy Settings as recorded in the Provider System 

Appt Mgmt Capability

Patient Dissent to Share Flag SHALL NOT be applied 

		GP-IM-4.3-1
GP-IM-4.3-2

GP-IG-5-4, 5-5, 5-6						y		Patient Dissent NOT applicable here						IG-3
IG-5		https://developer.nhs.uk/apis/gpconnect-1-2-3/appointments_ig.html

		IG		Data Exclusions		GPC-IG-6.2		Sensitive Dataset Exclusions		Access Record Capabilities

The Provider System must apply the RCGP dataset exclusions available from TRUD								y		NOT Relevant 				y		IG-4

		IG		Data Exclusions		GPC-IG-6.3		Sensitive Dataset Configurability		The Provider System must provide for updates to the sensitive exclusion data, without requiring system change								y		NOT Relevant 				y		IG-4

		IG		Data Exclusions		GPC-IG-6.4		Patient PDS 'Sensitive' Flag (S-Flag)		The Provider System must substitute the GP Practice contact details for those of the patient

(This flag applies to a Patient's location (contact) information;  the consumer should not normally be able to request the patient's record from its registered GP Practice, if the PDS trace is up-to-date, as the GP Practice itself would be withheld from PDS;  in the very limited edge case scenario, where the PDS trace is out of date, the consumer sends the interaction to the relevant GP practice and the GP contact details should be supplied instead of those of the Patient								y		y				y

		IG		Audit Trail		GPC-IG-7		GP Provider GPSoC Audit Trail Requirements Compliance		Provider systems must ensure that all uses of mechanisms to support integration capability are recorded in an audit trail, and that audit trails must be subject to the standard IG audit requirements as defined in “IG Requirements for GP Systems V4” or as subsequently amended.		GP-IM-3.1-1		y														https://developer.nhs.uk/apis/gpconnect-1-2-3/integration_cross_organisation_audit_and_provenance.html#audit-trai

		IG		Audit Trail Composition		GPC-IG-7.1		Provider System Audit Trail All Access & Data changes		Provider systems must record in an audit trail all access and data changes within the system as a result of API activity in the same way that internal access and changes are required to be recorded.
sufficient to support the following purposes:

1. to enable and support investigations, e.g. into system misuse
2. to monitor whether access controls are operating as intended
3. in support of the Care Record Guarantee, to enable fulfilment of requests from patients as to who has accessed or modified their Sensitive Personal Data or Personal Data; when that access or modification occurred and the nature of the information output (that is, displayed or printed).
Application level audit trails must be considered to be subject to the same level of controls as the electronic patient record.

		GP-IM-3.1-5

GP-IG-12-1, 12-5		y												IG-1		https://developer.nhs.uk/apis/gpconnect-1-2-3/integration_cross_organisation_audit_and_provenance.html#audit-trail
https://developer.nhs.uk/apis/gpconnect-1-2-3/integration_illustrated.html

		IG		Audit Trail Composition		GPC-IG-7.2		API Interaction ID		Provider systems must record in an audit trail the following interface activity:
• Inbound requests or queries from consumer systems
• Outbound responses, including data , to consumer systems
• Inbound data writes (including logical deletions) from consumer systems
• Outbound data pushed to consumer systems or to holding areas for collection/use by consumer systems
• Any other data changes made as a result of activity with consumer systems through interface mechanisms
		GP-IM-3.1-2


		y												IG-1		https://developer.nhs.uk/apis/gpconnect-1-2-3/integration_cross_organisation_audit_and_provenance.html#audit-trail

		IG		Audit Trail Composition		GPC-IG-7.3		Record Consumer System-generated unique Interaction Identifier		To enable API interactions to be linked and traced across the Consumer, Spine, Provider systems

(Provided as part of API interaction in JSON Web Token)		GP-IM-3.1-3		y												SEC-1-1		https://developer.nhs.uk/apis/gpconnect-1-2-3/integration_illustrated.html

		\\\		Audit Trail Composition		GPC-IG-7.4		Record API Interaction Type		Operation type, eg update, read, insert etc

see GP Connect.Spec Spine Interaction IDs documentation - 'Interaction ID'		GP-IM-3.1-3		y												SEC-1-4		https://developer.nhs.uk/apis/gpconnect-1-2-3/integration_illustrated.html

		IG		Audit Trail Composition		GPC-IG-7.5		Record API interaction consuming system details		Provider systems must include  consumer system 'About' details in the audit trail: product, version, EndPoint location, as per the GP Connect Implementation Guide		GP-IM-3.1-6		y												IG-1-4		https://developer.nhs.uk/apis/gpconnect-1-2-3/integration_cross_organisation_audit_and_provenance.html#audit-trail

		IG		Audit Trail Composition		GPC-IG-7.6		Record API interaction end-user		Record User ID, Name, Role profile (including Role and Organisation, URP id when Smartcard authenticated) attribute values, obtained from the user’s Session structure;

Role, now part of FHIR Practitioner Resource
		GP-IM-3.1-7		y												IG-1-1
 - 
IG-1-15 		https://developer.nhs.uk/apis/gpconnect-1-2-3/integration_cross_organisation_audit_and_provenance.html#json-web-tokens-jwt

		IG		Audit Trail Composition		GPC-IG-7.7		Record Unsuccessful API transaction details 		Record unsuccessful API interactions with same details as for successful API requests, with error codes as per  GP Connect Implementation Guide		GP-IM-3.1-4		y														https://developer.nhs.uk/apis/gpconnect-1-2-3/integration_cross_organisation_audit_and_provenance.html#audit-trail

https://developer.nhs.uk/apis/gpconnect-1-2-3/development_fhir_error_handling_guidance.html

		IG		Provenance		GPC-IG-8		Distinguishable API-sourced data amendments		All additions, amendments or logical deletions to administrative and clinical data made via an API must be clearly identified at a data-structure level with information regarding the provenance of the data (e.g. timestamp, details of Consumer system, details of user (including role), so it is clear which information has been generated through an API  rather than through the provider system itself.


		GP-IM-3.2-1

GP-IG-10-1

 


           
           

		y												PRV-1		https://developer.nhs.uk/apis/gpconnect-1-2-3/integration_cross_organisation_audit_and_provenance.html#governance

		IG		Audit Trail Composition				Record any data changes		provider systems SHALL record in an audit trail all access and data changes within the system as a result of API activity in the same way that internal access and changes are required to be recorded																		https://developer.nhs.uk/apis/gpconnect-1-2-3/integration_cross_organisation_audit_and_provenance.html				Details field on the eventlog shows the datachanges

		IG		Audit Trail Composition				Record API Transactions		provider systems SHALL ensure that all API transactions are recorded in an audit trail and that audit trails must be subject to the standard IG audit requirements as defined in ‘IG Requirements for GP Systems V4’ or as subsequently amended

		IG		Audit Trail Composition				Record failed or rejected API Transactions		provider systems SHALL ensure failed or rejected API transactions are recorded with the same detail as for successful API requests, with error codes as per the error handling guidance																						Would be good to see a few failed transactions in the eventlog

		IG		Audit Trail Composition				Audit information		Audit trail records SHALL include the following minimum information:
•	a record of the user identity - this is the User ID, Name, Role profile (including Role and Organisation, URP id when Smartcard authenticated) attribute values, obtained from the user’s session structure
•	a record of the identity of the authority – the person authorising the entry of or access to data (if different from the user)
•	the date and time on which the event occurred
•	details of the nature of the audited event and the identity of the associated data (for example, patient ID, message ID) of the audited event
•	a sequence number to protect against malicious attempts to subvert the audit trail by, for example, altering the system date
•	audit trail records SHOULD include details of the end-user device (or system) involved in the recorded activity																						Sequence Number missing.
@Jonny Is the ‘end user system’(as specified in the requirements) a consumer system?

		IG		Audit Trail Composition				Audit Enabled		Audit trails SHALL be enabled at all times and there shall be no means for users, or any other individuals, to disable any audit trail.																						Please could you confirm that audit log is enabled 24/7 and there is no means to disable it.

		IG		Provenance				Distinguish recorded information of APIs from the user system		Provider systems SHALL ensure that all additions, amendments or logical deletions to administrative and clinical data made via an API is clearly identified with information regarding the provenance of the data (such as timestamp, details of consumer system, details of user (including role)), so it is clear which information has been generated through an API rather than through the provider system itself.																						Does the terminology 'Third Party xx' enables one to distinguish between GPConnect API transaction logs and other system logs?

		IG		Provenance				Provenance information		Provider systems SHALL record the following provenance details of all API personal and sensitive personal data recorded within the system:
•	author details (identified through unique ID), including name and role
•	data entered by (if different from author)
•	date and time (to the second) entered
•	originating organisation
•	API interaction

		IG		Legal Processing				Data shared as per DSA		Provider systems SHALL ensure that data provided to consumer systems only includes data for which the GP practice acts as data controller.																						I believe this would be tested during the Assurance process

		IG		Cross organisation audit and provenance transport				Response to oAithBearerToken		Provider systems SHALL respond to OAuth Bearer Token errors in line with RFC 6750 - section 3.1.
It is highly recommended that standard libraries are used for creating the JWT as constructing and encoding the token manually may lead to issues with parsing the token. A good source of information about JWT and libraries to use can be found on the JWT.io site																						Please could you provide a copy of the JWT payload. @Jonny Please could you check if any more details are required jere.













































https://developer.nhs.uk/apis/gpconnect-1-2-3/integration_cross_organisation_audit_and_provenance.htmlhttps://developer.nhs.uk/apis/gpconnect-1-2-3/integration_illustrated.htmlhttps://developer.nhs.uk/apis/gpconnect-1-2-3/designprinciples_ig_principles.htmlhttps://developer.nhs.uk/apis/gpconnect-1-2-3/appointments_ig.htmlhttps://developer.nhs.uk/apis/gpconnect-1-2-3/integration_cross_organisation_audit_and_provenance.html
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Guidance

		Guidance



• The purpose of the FHIR Mappings spreadsheet is to understand which FHIR elements will be populated by the GP Provider System
• The FHIR Profiles are listed on separate tabs, the profiles listed are those included within the 1.2.0 specification for the delivery of Structured Access Record - Medications and Allergies 
• For each FHIR element the GP Provider Supplier must indicate in the "Can Supply" column whether or not each element is available within their Principal Clinical System
• Where a FHIR element is available within the GP Principal Clinical System it must be indicated within the "Will Supply" column whether this will be populated as part of 1.2.0 implementation 
• Where a FHIR element is available but will not be populated as part of the 1.2.0 implementation a reason must be supplied in the "Reason" column
• Compliance will be reviewed by the GP Connect Technical and Clinical Team



List

		List		​

				Cardinality		Can Supply		Will Supply		Reason

		id		0..1

		meta		0..1

		implicitRules		0..1

		language		0..1

		text		0..1

		contained		0..*

		extension (clinicalSetting)		0..1

		extension (warningCode)		0..1

		identifier		0..*

		status		1..1

		mode		1..1

		title		1..1

		code		1..1

		coding		0..*

		system		0..1

		version		0..1

		code		0..1

		display		0..1

		userSelected		0..1

		text		0..1

		subject**		1..1

		encounter**		0..1

		date		0..1

		source**		0..1

		orderedBy		0..1

		note		0..*

		author[x]		0..1

		time		0..1

		text		1..1

		entry		0..*

		flag		0..1

		deleted		0..1

		date		0..1

		item**		1..1

		emptyReason		0..1

		*if these items will be supplied please detail the child elements that will be returned.

		**for these items it is assumed the reference element will be populated. Please advise if this is not the case





Medication

		Medication		​

				Cardinality		Can Supply		Will Supply		Reason

		id		1..1

		meta		0..1

		implicitRules		0..1

		language		0..1

		text		0..1

		contained		0..*

		code		1..1

		coding		0..*

		extension (snomedCTDescriptionID)		0..1

		system		1..1

		code		1..1

		display		0..1

		userSelected		0..1

		text		0..1

		status		0..1

		isBrand		0..1

		isOverTheCounter		0..1

		manufacturer		0..1

		reference		0..1

		identifier		0..1

		display		0..1

		form*		0..1

		ingredient*		0..*

		package*		0..1

		image*		0..*

		*if these items will be supplied please detail the child elements that will be returned.

		**for these items it is assumed the reference element will be populated. Please advise if this is not the case





MedicationS

		MedicationStatement		​

				Cardinality		Can Supply		Will Supply		Reason

		id		1..1

		meta		0..1

		implicitRules		0..1

		language		0..1

		text		0..1

		extension (lastIssueDate)		0..1

		extension (changeSummary)		0..1

		extension (prescribingAgency)		1..1

		identifier		0..*

		identifier (crossCareSettingIdentifier)		1..1

		system		1..1

		value		1..1

		identifier*		0..*

		basedOn		1..1

		partOf		0..*

		context		0..1

		status		1..1

		category		0..1

		medicationReference		1..1

		effective[x]		0..1

		dateAsserted		1..1

		informationSource		0..1

		subject		1..1

		derivedFrom		0..*

		taken		1..1

		reasonNotTaken		0..*

		reasonCode		0..*

		reasonReference		0..*

		note		0..*

		author[x]		0..1

		time		0..1

		text		1..1

		dosage*		1..*

		text		1..1

		patientInstruction		0..1

		*if these items will be supplied please detail the child elements that will be returned.

		**for these items it is assumed the reference element will be populated. Please advise if this is not the case





MedicationR

		MedicationRequest		​

						Plan						Order

				Cardinality		Can Supply		Will Supply		Reason		Can Supply		Will Supply		Reason

		id		1..1

		meta		0..1

		implicitRules		0..1

		language		0..1

		text		0..1

		contained		0..*

		extension (repeatInformation)		1..1

		extension (statusReason)		0..1

		extension (prescriptionType)		0..1

		identifier		0..*

		identifier (crossCareSettingIdentifier)		1..1

		system		1..1

		value		1..1

		identifier*		0..*

		basedOn**		0..*

		groupIdentifier*		0..1

		value		0..1

		status		1..1

		intent		1..1

		medicationReference		1..1

		subject**		1..1

		context**		0..1

		authoredOn		1..1

		requester*		0..1

		recorder**		1..1

		reasonCode*		0..*

		reasonReference**		0..*

		note		0..*

		author[x]		0..1

		time		0..1

		text		1..1

		dosageInstruction*		1..*

		text		1..1

		patientInstruction		0..1

		dispenseRequest		1..1

		validityPeriod		1..1

		start		1..1

		end		0..1

		numberOfRepeatsAllowed		0..1

		quantity		0..1

		extension (quantityText)		0..1

		value		0..1

		unit		0..1

		system		0..1

		code		0..1

		expectedSupplyDuration		0..1

		value		1..1

		unit		0..1

		system		1..1

		code		1..1

		performer**		0..1

		priorPrescription**		0..1

		*if these items will be supplied please detail the child elements that will be returned.

		**for these items it is assumed the reference element will be populated. Please advise if this is not the case





AllergyIntol

		AllergyIntolerance

				Cardinality		Can Supply		Will Supply		Reason

		id		1..1

		meta		0..1

		implicitRules		0..1

		language		0..1

		text		0..1

		contained		0..*

		extension (encounter)		0..1

		extension (allergyEnd)		0..1

		extension (evidence)		0..1

		identifier		0..*

		identifier (crossCareSettingIdentifier)		1..1

		system		1..1

		value		1..1

		identifier*		0..*

		system		1..1

		value		1..1

		clinicalStatus		1..1

		verificationStatus		1..1

		type		0..1

		category		1..*

		criticality		0..1

		code		1..1

		coding		0..*

		extension (snomedCTDescriptionID)		0..1

		system		1..1

		code		1..1

		display		0..1

		userSelected		0..1

		text		0..1

		patient**		1..1

		onset[x]*		0..1

		assertedDate		1..1

		recorder**		1..1

		asserter**		0..1

		lastOccurrence		0..1

		note		0..*

		author[x]		0..1

		time		0..1

		text		1..1

		reaction		0..*

		manifestation		1..*

		coding		0..*

		coding (snomedCT)		0..1

		extension (snomedCTDescriptionID)		0..1

		system		1..1

		code		1..1

		display		0..1

		userSelected		0..1

		text		0..1

		description		0..1

		severity		0..1

		exposureRoute*		0..1

		*if these items will be supplied please detail the child elements that will be returned.

		**for these items it is assumed the reference element will be populated. Please advise if this is not the case
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